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Preface

Radio frequency identification (RFID) is a technology that is rapidly gaining
popularity due to its several benefits in a wide area of applications like inventory
tracking, supply chain management, automated manufacturing, healthcare, etc. The
benefits of implementing RFID technologies can be seen in terms of efficiency
(increased speed in production, reduced shrinkage, lower error rates, improved asset
tracking etc.) or effectiveness (services that companies provide to the customers).
Despite these numerous benefits, the technology has limited widespread
implementation, due to the insufficient robustness and reliability of the RFID
technology, cheaper alternatives to RFID (bar-codes), the costs-benefits balance of
RFID implementation and the absence of common standards and interoperability.

In these conditions, it is the researchers’ goal to contribute to the improvement of this
technology and the providing of new and valuable solutions to the industry personnel.
The book includes interesting research studies from experienced scientists in the RFID
domain.

In chapter 1, the authors present the importance of RFID and the shortcomings of the
current approaches designed to correct some issues among the integration of systems
including security, privacy, and data abnormalities. They also recommend solutions to
these issues.

Chapter 2 deals with the study of the RFID components such as antenna and reader. It
also discusses the RFID active and passive tags, and compares these tags, considering
both advantages and disadvantages of RFID system. RFID applications are explored
and a technical model is analyzed. The chapter also considers the healthcare
perspectives and RFID use within healthcare settings. This study outlines a model for
connected RFID applications, which provides quick support for various healthcare
functions and enhances flexibility for different systems’ components integration.

Chapter 3 outlines the experience and achievements attained in a project carried out
by the National University of Colombia. This project was intended to design and
implement RFID-based tools for training students in medical and nursing techniques
applied on neonatal patients.
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The authors of chapter 4 propose an RFID-based solution to reduce the human factor
in the preparation and administration of cytostatic infusions.

In chapter 5 the authors propose an RFID-based system that integrates RFID and
multi-agent technologies in health care in order to make patient emergency care as
efficient and risk-free as possible, by providing doctors with as much information
about a patient and as quickly as possible. Also they describe a general purpose
architecture and data model that is designed for both collecting ambulatory data from
various existing devices and systems, and storing clinically significant information in
order to be accessed by the emergency care physician.

In chapter 6 the authors propose an RFID-based multi-agent system, that facilitates the
integration of data from heterogeneous sources in order to achieve a complete patient
electronic medical record. The adoption of this system does not require major changes
in terms of the software resources existing in the medical units.

In chapter 7 the authors propose a farm operation monitoring system using wearable
sensor devices with RFID readers and various sensing devices such as motion sensors,
cameras, and a GPS. This system recognizes detailed farming operations automatically
in various situations by analyzing the data from sensors and detected RFID tags. The
tags and sensors are attached to relevant objects such as farming materials, machinery,
facilities, and so on. In this chapter, the authors, based on their research, describe the
concept and features of this system and the results of several experiments conducted
on a prototype system. The major applications and extensions of the current systems
are also outlined.

In chapter 8, the authors introduce the application of RFID in day-to day activity in
cow industry, regarding the use of RFID technology in automatic cow feeding
machine.

Chapter 9 focuses on the cow-calf sector, with an overview of U.S. agriculture and the
beef-cattle sector. Finally, the author presents what can be called “the National Animal
Identification System (NAIS) Pushback”.

In chapter 10 the author presents the new potential of RFID-applications in mine
planning. An RFID-based system can be used to visualize the placement of machines
inside roadways; to monitor miners with personal transponders; to prevent non-
permitted control of machines; to prioritize the control of machines; to evaluate the
productivity of both machines and mining areas; to evaluate fuel consumption and
machine resources, etc. After being gathered, this information is used for the mine
management.

In chapter 11, the authors investigate the applicability of the RFID technology in
location sensing, the main design, and environmental factors that should be
considered before developing an RFID-based localization scheme. The authors present
a scenario according to which the location of multiple reader-enabled terminals need
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to be estimated based on the information retrieved from low cost passive tags, which
are deployed in a particular area. Also, the authors propose a mathematical model for
taking into account all implicating factors which affect the accuracy performance of the
system, like types of collisions among its components, interference of materials, and
temporal environmental changes.

Chapter 12 analyzes an indoor object localizing method by using active RFID tags and
simple switch sensors embedded in the environment. The authors focus in their work
on object’s "location” in the environment (e.g. Table, Bed, Sofa, etc.) instead of object’s
3-dimensional position, the only object location allowing the achievement of their
application.

In chapter 13, an approach for developing an RFID sensor model is presented. The
authors examine recent progresses in fuzzy logic-based RFID sensor modeling using
an autonomous robot. Constructing a reliable sensor model is very important for
successive applications such as tag localization, robot localization, just to mention a
few.

Chapter 14 deals with optimizing distributed robotic control systems, considering as
example an intelligent cart system designed to be used in common airports. The
presented framework employs an RFID-based localization algorithm and control
methods using mobile software agents.

In chapter 15 the authors present the services, use cases and the future challenges of
Near Field Communication, which is the most customer-oriented one among RFID
technologies.

In chapter 16 the authors study a cyber-physical system based on RFID technology.
They compare the proposed RFID system with a traditional wireless sensor network
system and discuss the applicability of the first one. Finally, the authors present the
design, methodology, and development of an active RFID-based relative positioning
system, also showing the experimental results.

Chapter 17 gives an overview of SAW-based RFID transponders made for extreme
conditions like temperatures up to 400°C or cryogenic temperatures down to —196°C.
The authors give an explanatory outline of SAW transponder function principles and
system performance, and also some application examples from steel and automotive
industries.

The chapter 18 discusses the RFID/WSN technology from a networking perspective.
The authors outline the development needed to integrate RFID systems with Internet
of Things and present the evolution from today’s connection of objects to the future
networking of objects.

Chapter 19 deals with the application of RFID technology to improve user interaction
in novel environments. The authors describe the development and implementation of
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three different use cases, actually implementing the concept of context-awareness,
location awareness, and Internet of Things.

Chapter 20 provides a historical and conceptual introduction to the IoT topic. The
work also outlines key aspects in the process of moving from the current state of the
art of IoT, where objects have digital identities, towards a network of objects having
digital personalities and being able to interact with each other and with the
environment. Finally, a selection of the possible impacts of the IoT is analyzed.

Chapter 21 address issues of the protecting privacy of RFID tag carriers in a “privacy
by design” model, which is described on four different levels: legal aspects, policy
services, technical specifications and security services.

The final chapter of this book goes beyond identification matters and addresses
aspects referring to the ethics of RFID technology. The author focuses on the ethical
approach that must be concerned with the subjectification of people through the use of
the technology.

Leading to considerable operational and strategic benefits, RFID technology continues
to bring new levels of intelligence and information, strengthening the experience of all
participants in this research domain, and serving as a valuable authentication
technology. We hope this book will be useful for engineers, researchers and industry
personnel, and provide them with some new ideas to address current and future
issues they might be facing.

Cristina TURCU
Stefan cel Mare University of Suceava
Romania









The Challenges and Issues Facing the
Deployment of RFID Technology

Peter Darcy, Prapassara Pupunwiwat and Bela Stantic
Institute of Integrated and Intelligent Systems, Griffith University
Australia

1. Introduction

Radio Frequency Identification refers to wireless technology that uses radio waves to
automatically identify items within certain proximity. This process involves tagging items
with a transmitter which will emit bursts of information including, but not limited to, the
identification of the tag. There are three main varieties of tags: Active, Semi-active and
Passive. Active tags rely solely on a battery for its power source resulting in the maximum
integrity rate and reading range but, also, a limited lifespan and higher cost. Semi-Active
tags use batteries to extend the range of the tag only resulting in a higher reading rate than
passive tags, a longer lifespan than the active tags, but also higher cost. The passive tag uses
the electromagnetic pulse from readers as a power source to transmit its identifier. Due to its
lack of a battery, passive tags are the most cost effective and theoretically have an unlimited
lifespan. However, due to their lack of the power source, passive tags also have a limited range
and produce the largest amount of data anomalies. The RFID Reader is used to interrogate
the zone to discover tags within proximity of the reader range. If a tag is discovered, its
identification along with the reader’s ID and the timestamp of the observation are recorded.
This information is then passed through the Middleware where initial filtration is done to
avoid data anomalies being recorded. Finally, the information will then be stored within a
database ready to be queried for future analysis.

Due to the benefits of the technology, RFID is currently employed in various commercial
sectors to provide automated assistance for mundane tasks. There are hospitals which have
employed tagged bracelets to ensure maximum care is given to surgical patients. At various
airports around the world, RFID is being utilised to track passengers’ bags to ensure that
the location of the luggage will be known at all times. In various cities around the world,
pets have had RFID chips implanted to ensure that, when lost, the authorities can find their
owners’ information by simple scanning the tag. Various countries have also introduced the
RFID-enabled toll system designed for cars at RFID-enabled toll booths which allow drivers
to continue on their journey and avoid the necessity of stopping to pay.

Despite the advantages gained from RFID technology integration, various drawbacks prevent
the wide-scale adoption into the majority of the commercial sector. There are three main
issues concerning the integration of the architecture. The first issue is security when using
the technology as tags are prone to various physical and virtual attacks upon the system.
The second concern stems from the need of privacy surrounding the data collected as the
observations recorded can be used for breaches in privacy. The third issue is that the
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data collected among systems, in particular where passive tags are utilised, produces data
characteristics that make the systems harder to use.

With regard to the data characteristics issue of RFID, there are four main problems. The first is
that the data collected only contains two identifiers and a timestamp making the low-level
data useless without context of other information. The large amounts of data gained in
short periods of time is the second complication that arises from the use of RFID technology
resulting in the database storing massive amounts of observations, some of which are useless.
The third obstacle found among the integration of RFID systems is the complex spatial and
temporal dimensions resulting from handheld readers and other advanced devices. The final
difficulty is the tags generating ambiguous and incorrect observations resulting in duplicate,
wrong and missing anomalies.

Various methodologies have been mentioned in literature to address the current problems
with RFID data anomalies. We have categorised these solutions into three main groups:
Physical, Middleware and Deferred approaches. Various physical solutions have been
proposed in past studies to avoid missed readings in particular such as metallic-proof tag
pads, tag orientation and multiple tagging. Smoothing Filers and Anti-Collision Protocols are
Middleware solutions proposed to correct anomalies found within the Reader at the point of
scanning. Finally, there have been several rule-based and classification algorithms proposed
in past methodologies to be utilised at a deferred stage of the scanning cycle to correct various
anomalies already stored in the database.

Unfortunately, each of the proposed solutions has drawbacks that prevent it from eliminating
all problems found within RFID systems. With regard to the physical solutions, most
have been designed to eliminate a specific problem (i.e. the metallic padding) or it will
generate additional and unforeseen complications (multiple tags introducing duplicate reads).
Middleware solutions have been intended to be applied at the edge of the device when
the scanning is conducted which results in a limited amount of analytical information for
correction allowing ambiguous anomalies to persist. The Deferred approaches have the
advantage of having access to additional information in the database. However, they cannot
be applied in real-time and rely on user-specified rules or probabilistic algorithms that may
result in additional artificial anomalies.

We have examined RFID technology and its current uses in various applications. We
have also examined three core issues stopping the mass integration of RFID in the systems
including security, privacy and problematic data characteristics. We have further explored
the data characteristics issue to find that it contains low-level nature, large data gathering,
complex spatial and temporal aspects, and data anomalies. There have been various
methodologies proposed in the past to cope with the various data anomalies which we have
categorised into physical, middleware and deferred solutions. Unfortunately, due the various
drawbacks such as application-specified solutions, lack of analytical information or reliance
on user-specified / probabilistic algorithms, current approaches do not provide the adequate
support needed in RFID systems to be adopted in commercial sectors. In this work, we
have identified the importance of RFID, the shortcomings of existing approaches designed
to correct its issues, and have recommended solutions to these methodologies.

2. Radio Frequency ldentification

Radio Frequency Identification (RFID) has had a long history commencing with its utilisation
during the Second World War to its modern usage. The basic architecture of RFID itself
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World War Il Preliminary Commercial RFID Research
RFID Invented Trials Use Continues

‘1940-1950 | \1960-1970 ‘ |1980-1990 | ‘ 2000-> |

|1950-1960 ‘ ‘1970-1980 | ‘1990-2000 ‘

Lab Early Standards &
Experiments Integration Wide Adoption

Fig. 1. The timeline of recent RFID history from the 1940s through to the present day (Landt,
2001).

consists of a tag, reader and middleware to perform advanced analysis on the data which
makes it practical for use in many applications with beneficial outcomes. There are several
problems which arise when using the passive tags due to the nature of the system, in
particular, the amount of unreliable readings in the raw data.

2.1 History of RFID

For a general overview of RFID’s historical achievements, please see the timeline illustrated
in Figure 1. The physical birth of RFID would not come until the fusion of two technologies
was achieved approximately around the era of the World Wars. The first technology was the
Continuous Wave radio generation which was created in 1906 by Ernst F. W. Alexanderson.
The second technology was the Radar device which is thought to have been developed in
1922 and was utilised extensively in World War II (Landt, 2001). The combination of these
two devices resulted in the concept of RFID which was first academically proposed in theory
by Harry Stockman in 1948. During this time, RFID was employed as a means to distinguish
between enemy and allied aircrafts in the war. Unfortunately, as Stockman notes, technology
had not progressed to the point that the complete potential of RFID technology could be
realised (Stockman, 1948).

RFID research continued to be pursued in both the academic community and the military
aircrafts’ division who were attempting to develop “Identification Friend or Foe” (IFF)
technology throughout the 1950s. It was not until the late 1960s that a Sensormatic and
Checkpoint developed the first commercial RFID product in the form of EAS or “Electronic
Article Surveillance” which consisted of a security system incorporating RFID tags that only
stored an “on or off” command to prevent theft in stores. RFID’s focus throughout the 1970s
was in the tracking of animals and vehicles and, also, within the automation of factories. This
adoption of the technology eventually led to the first RFID integrated road toll which was
established in Norway in 1978. It was employed later in various other locations world-wide,
the second notable one having been set up in 1989 at the Dallas North Turnpike in America
(Landt, 2005).

In the 1990s, RFID had been integrated into people’s daily activities. An example of this
includes the utilisation of RFID key cards for enhanced security to enable a higher level of
integrity for secure locations (Chawathe et al., 2004). In its most recent history from 2000-2010
and onwards, RFID has received the majority of its attention from various commercial sectors
adopting its technology (Derakhshan et al., 2007). Some of these industries include Wal*Mart
(Engels, 2005) where it has been used to enhance the supply chain, the US Department of
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Interrogates
RFID Tags ] RFID Reader
—Transmits
‘“a“"‘e‘
RFID —3tore__ | RFID Centralised
Middleware Data Warehouse

Fig. 2. The flow of information between the different components of the RFID System
Architecture

Defence which has developed smarter tags (Collins, 2005) and the Aviation Industry which
attaches tags to identify different parts when shipping out items (Collins, 2004). For a more
comprehensive analysis of current RFID applications please see Section 3.

2.2 System Architecture

The System Architecture of an RFID system contains four important components (Chawathe
et al., 2004): an RFID Tag, an RFID Reader, the RFID Middleware and the Database Storage.
For a diagram representing the flow of information in this System architecture, please see
Figure 2.

The RFID Tag is the simplest, lowest level component of the RFID System Architecture. These
tags come in three types - Passive, Semi-Passive and Active. The Tag itself is made up of three
different parts: the Chip which holds the information the tag is to dispense, the Antenna
which is used to transmit the signal out and the Packaging which houses the Chip and
Antenna and may be applied to the surface of other items. The Passive Tags are the most
error-prone, but due to not needing a battery, also the most cost-effective and long-lasting.
Electromagnetic pulses emitted from the Readers allow the Passive Tag enough energy to
transmit its identification back. In comparison, the Semi-Passive Tag has a battery. However,
it is only utilised to extend the readability scan resulting in a shorter life-span but increased
observation integrity. The final tag is the Active Tag which utilises a battery to, not only extend
its range, but also to transmit its identification number. From its heavy reliance of the battery,
the Active Tag has the highest cost and shortest life-span of all the tags currently available
(Chawathe et al., 2004). Even today, there are novel and emerging technologies to reduce the
production cost even further such as the Chipless RFID System Tags and Readers (Preradovic
et al., 2008; Preradovic & Karmakar, 2009).

The RFID Readers are the machines used to record the Tag identifiers and attach a timestamp
of the observation. It does this by emitting a wave of electromagnetic energy which then
interrogates the Tags until they have responded. These devices have a much greater purpose
when needing to interrogate Passive and Semi-Passive Tags as they also provide the power
necessary to transmit the information back. Readers, like the Tags, come in a variety of types
such as the Hand-held reader and the Mounted Reader. The mobile hand-held tags are used
for mainly determining which objects are present within a group, for example, when needing
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Header Object Class

00 194762 703E79 184A945B8

EPC Manager Serial Number
Fig. 3. The various parts of a Electronic Product Code (EPC) stored on RFID Tags.

to stocktake several items within a supermarket. In comparison, the Mounted Readers are
static in geographical locations and used primarily to track items moving through their zones
such as mounted readers to observe all items on a conveyer belt.

The Middleware, also commonly known as the Savant or Edge Systems, is the layer at which
the raw RFID readings are cleaned and filtered to make the data more application-friendly.
It receives information passed into it from the Readers and then applies techniques such as
Anti-Collision and Smoothing Algorithms to correct simple missing and duplicate anomalies
(Jeffery et al., 2006; Shih et al., 2006). The filtrated observational records, including the Tag
and Reader Identifiers along with the Timestamp the reading was taken, are then passed onto
the Database Storage.

The final destination of all the observational records is to be placed within a collection of
readings taken from all connected RFID Readers. This component is known as the Database
Storage and is used to hold all information which is streamed from the Readers. In most cases,
due to the massive amount of interrogation undertaken to read all Tags at all times, this can
result in massive floods of data, for example, 7TB of data generated daily (Schuman, 2005).
Having all information stored in a central database also allows for higher level processes such
as data cleaning, data mining and analytical evaluations.

EPC Reader Timestamp
030000E500023C000431BA3| 001 |2008-07-29 14:05:08.002
030000E500023C000431BA3| 003 |2008-07-29 14:32:12.042
030000E500023C000431BA3| 002 |2008-07-29 14:45:54.028
030000E500023C000431BA3| 004 |2008-07-29 15:02:06.029
030000E500023C000431BA3| 007 |2008-07-29 15:18:49.016

Table 1. A table populated with sample RFID Data containing the information of EPC,
Reader and Timestamp.

2.3 Format of observations

The format of the data recorded in the database after a tag has been read consists of three
primary pieces of information: the Electronic Product Code, the Reader Identifier which made
the observation, and the Timestamp which contains the time the reading occurred. Table 1
contains information typically found stored in the Database Storage.

The Electronic Product Code (EPC) is a unique identification number introduced by the
Auto-ID Center and given to each RFID Tag which is made up of a 96 bit, 25 character-long
code containing numbers and letters. The number itself, as seen in Figure 3, is made up of
a Header for 8 bits, EPC Manager for 28 bits, Object Class for 24 bits and Serial Number for
36 bits (Ward et al., 2006). Ward and Kranenburg state that a possible alternative to using the
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EPC is to employ IPv6 which is the advanced version of internet addresses. These will take
over the current system which is IPv4 (Ward et al., 2006). It is estimated that, since IPv6 will
have 430 quintillion internet addresses as opposed to the current 4 billion address limit, there
will be enough addresses for all items being tracked with RFID.

The EPC Class 1 Generation 2 is widely used in the Ultra High Frequency (UHF) range for
communications at 860-960MHz. The passive RFID tag is sometime referred to as EPC Gen-2
tag, where the standards have been created by EPCGlobal (EPCGlobal, 2006), (EPCGlobal,
2005), (EPCGlobal, 2008). The most common encoding scheme with 96 bits encoding currently
used includes: the General Identifier (GID-96), the Serialised Global Trade Item Number
(SGTIN-96), the Serialised Shipping Container Code (SSCC-96), the Serialised Global Location
Number (SGLN-96), the Global Returnable Asset Identifier (GRAI-96), the Global Individual
Asset Identifier (GIAI-96), and the DoD Identifier (DoD-96).

In order to manage and monitor the traffic of RFID data effectively, the EPC pattern is usually
used to keep the unique identifier on each of the items arranged within a specific range.
The EPC pattern does not represent a single tag encoding, but rather refers to a set of tag
encodings. For instance, the General Identifier (GID-96) includes three fields in addition to
the ‘Header” with a total of 96-bits binary value. 25.1545.[3456-3478].[778-795] is a sample
of the EPC pattern in decimal, which later will be encoded to binary and embedded onto
tags. Thus, within this sample pattern, the Header is fixed to 25 and the General Manager
Number is 1545, while the Object Class can be any number between 3456 and 3478 and the
Serial Number can be anything between 778 and 795.

Within each EPC, the Uniform Resource Identifier (URI) encoding complements the EPC Tag
Encodings defined for use within RFID tags and other low-level architectural components.
URIs provide an information for application software to influence EPC in a way that is
independent of any specific tag-level representation. The URI forms are also provided for
pure identities, which contain just the EPC fields which are used to distinguish one item from
another. For instance, for the EPC GID-96, the pure identity URI representation is as follows:

urn:epc:id:gid:GeneralManagerNumber.ObjectClass.SerialNumber

In this representation, the three fields GeneralManagerNumber, ObjectClass, and
SerialNumber correspond to the three components of an EPC General Identifier (EPCGlobal,
2008). There are also pure identity URI forms defined for identity types corresponding to
certain encodings, the URI representations corresponding to these identifiers are as shown in
Table 2.

Encoding Scheme Uniform Resource Identifier

GID urn:epc:id:gid:GeneralManagerNumber.ObjectClass.SerialNumber
SGTIN urn:epc:id:sgtin:CompanyPrefix. ItemReference.SerialNumber
SSCC urn:epc:id:sscc:CompanyPrefix.SerialReference

SGLN urn:epc:id:sgln:CompanyPrefix.LocationReference. ExtensionComponent
GRAI urn:epc:id:grai:CompanyPrefix. AssetType.SerialNumber

GIAI urn:epc:id:giai:CompanyPrefix.Individual AssetReference

DoD urn:epc:id:usdod:CAGECodeOrDODAAC .serialNumber

Table 2. The Uniform Resource Identifier encoding complements the EPC Tag Encodings
defined for use within RFID tags and other low-level architectural components

An example encoding of GRAI is demonstrates as follows:
urn:epc:id:grai:0652642.12345.1234
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EPC
|
Chisct timestamp
— T
Object Loc Observation
/ \
Location —— Reader Loc ——  Reader
I |
LocationID ReaderID

Fig. 4. An example RFID scheme which could be used to house the captured information
generated from a RFID system.

From the above example, the corresponding GRAI is 06526421234581234. Refereing to Table
2, the CompanyPrefix, AssetType, and SerialNumber of GIAI are represent as 0652642, 12345,
and 1234 respectively.

The Reader Identifier attribute is the unique identifier of the Reader so that the analyser will
be informed of which reader took the EPC reading. If the Reader is static in its location as well,
such a position of the reading may be derived from a simple query in the database later using
this value. Knowledge of the geographical location of each unique Reader identifier may also
provide additional information needed in future business processes.

The Timestamp contain a temporal reading used to identify the date and time that the Tag
passed within vicinity of the Reader. For example, 2008-07-29 14:05:08.002 would be stored as
a timestamp.

2.4 Storage of RFID data

In its rawest form, RFID data is recorded in a temporal stream of data consisting of EPC,
Reader and Timestamp. After the burst of information is recorded from the reader, the RFID
Savant or RFID Middleware modifies data to represent a higher level description of the events
that took place. For example, the Siemens RFID Middleware extracts the data and loads it into
a Dynamic Relationship Entity Relationship Model (Wang & Liu, 2005). Figure 4 depicts the
Entity Relationship Diagram (ERD) used as a basic Database Storage for RFID events. As seen
in the diagram, there are three prime entities that must be known, the Object, the Reader,
and the Location of the Reader. Each entity has an identifying tuple attached including the
Observation weak entity that also attaches the timestamp of a recorded event. Additionally,
more advanced systems will only record the start and end time that an Object is within a
Location, thereby saving memory so that observations are not recorded as frequently (Wang
etal., 2010).
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Fig. 5. The various stages taken when transporting various RFID-enabled items in a supply
chain.

2.5 RFID advantages

The main advantage of RFID technology is that it is not necessary to have a line-of-sight
between the object and the reading device (Derakhshan et al., 2007). In comparison to object
scanners currently employed in various commercial sectors such as supermarkets, an object
is needed to be taken out, place on a conveyor belt, rotated until the barcode is within
the position and then placed back into the shopping trolley. If RFID is employed within
this scenario, all items would automatically be recorded when the customer approaches the
register and the cost tallied in one scan without the need of moving the items outside the
trolley, thus saving the company time, money and physical labour. Specifically in relation
to Passive Tags, there are two main advantages found when integrating RFID technology
(Chawathe et al., 2004). The first is that the manufacture of the RFID Passive tag is extremely
cheap. It is estimated that it only costs 5 cents per tag when bought in bulks of billions. The
second advantage of the Passive RFID System is that, due to the ingenuity of the tag itself, it is
not application-specific and may be applied to almost any domain. With regard to the variety
of uses of RFID, as stated by Polniak - “Uses of automatic identification are manifold, limited
only by one’s imagination” (Polniak, 2007).

3. Current uses of RFID

From investigating the current uses of RFID, we have discovered that each utilisation may be
placed into two different categories of RFID applications. The first, which we have labelled
“RFID Integrated Applications”, includes already existing systems which have been enhanced
and made more effective and efficient using RFID technology. We have labelled the second
category “RFID Specific Applications” in which prototype machines have been built from the
bottom-up to incorporate RFID technology in its very make up.
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3.1 Integrated RFID Applications

We have defined Integrated Applications as scenarios in which originally existing business
operations have been augmented with the integration of RFID technology. The most common
use of RFID integrated applications is the generic supply-chain example of RFID integration
commonly employed by commercial stores such as Wal-Mart. In the example illustrated in
Figure 5, tagged Objects (T1-T9) are added to specific Pallets (P1-P3), which are then loaded
onto a Truck. The Truck will then transport the Pallets to their Warehouse destination at which
point the items are then packaged for display at their retail stores. Additionally, as described
by Derakhshan, Orlowska and Li, there are several other applications which have integrated
RFID technology into their business models (Derakhshan et al., 2007) such as:

¢ Defense and Military: The US Department of Defence (DOD) is investigating a new active
tag which has the ability to access and communicate via satellites. This new tag, known
as the “Third Generation Radio Frequency Identification with Satellite Communications
(3G RFID w/SATCOM)”, is expected to be used to increase the visibility of the DOD’s
supply chain and, in turn, increase the confidence of shipments to various war-torn regions
(Collins, 2005).

e Postal Package Tracking: The postal service has been found to incorporate RFID
world-wide with the primary goal of increasing the effectiveness of tracking packages and
parcels thereby increasing customers’ property security (Harrop, 2005).

* Aviation Industry: Two major aircraft manufacturers, Boeing and Airbus, have started
ensuring that the supplying factory parts for the aircraft use RFID tags for identifications
resulting in an easier process to locate and identify needed parts (Collins, 2004).

e Health Care: The Taiwanese Chang-Gung Memorial Hospital has been monitoring
surgical patients with RFID wristbands in order to ensure maximum care is given where
needed. The features available in the wristbands include the ability to decrypt data, obtain
read-only static fields (such as blood-types) and read/write dynamic fields which may be
updated and modified by medical staff (Swedberg, 2005).

* Baggage/Passanger Tracing: The Boston Logan International Airport and the Boston
Engineering Inkode Corporation have integrated RFID technology within the Secure
Environment for Airport Terminal Systems (SEATS) which passengers and their baggage
with passive RFID tags to track all movements from their arrival at the airport to boarding
the flight (Ferguson, 2005). This technology ensures not only that passengers will be able
to make their flight easier, but that their baggage location will always be known.

3.2 Specific RFID applications

We have categorised applications specifically designed and built with the integration of
RFID technology as Specific Applications. Four such examples which have been developed
in the recent years include the Magic Medicine Cabinet, the Multipurpose Smart Box, the
Augmentation of Desktop Items and the Smart Shelves (Brusey et al., 2003; Floerkemeier,
2004).

The Magic Medicine Cabinet, as described in (Wan, 1999), is a bathroom cabinet which is
used to assist in bridging the gap between the informational and physical aspects of the
medical world. The Magic Medicine Cabinet will allow RFID based tracking systems to
describe the content of what is being placed into and removed out of storage by the user.
Through a combination of Facial Recognition, Vital Sign Monitors, Voice Synthesisers and
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RFID technologies, the Cabinet can intelligently decide whether or not the person currently
interacting with it should be taking the medicine. This, in turn, would being the action to the
owner’s attention if necessary.

As discussed in (Floerkemeier et al., 2003; Lampe & Floerkemeier, 2004), an automatic content
monitoring application called the “Smart Box”, similar to the Magic Medicine Cabinet, has
been designed to monitor the RFID-enabled contents placed inside. The Smart Box may also
be set up in different configurations to suit the context to which it will be applied such as a
Smart Surgical Kit for hospitals and a Smart Toolbox for mechanics (Floerkemeier et al., 2003).
The Augmentation of Desktop Items is a means of combining physical objects with virtual
interfaces using the inexpensive power of RFID tags and readers (Want et al., 1999). In a
typical scenario, an office object such as a book would be tagged and then read by a Reader
connected to a computer to allow the user additional functionality. For example, when
someone scans a book by the reader, the computer would use stored information relating to
the office to identify the book’s title and would begin to provide additional internet-features
such as summaries, discussions or would allow the user to order the book from Amazon.com.
The Smart Shelf is an RFID enabled device which tracks all items placed on it to accurately
determine the location of the said object (Decker et al., 2003; TecO & SAP/CEC, 2003). The
Smart Shelf was designed specifically with the secondary goal of obtaining the unobserved
events of a person handling an item at retail outlets and, subsequently, returning it to the
shelf thereby allowing business analysts further glimpses into the decision-making of the
consumers. From this information, it would be possible to detect if a shopper mentally debates
over the decision to purchase the product.

4. RFID issues

Before RFID can be utilised to its maximum potential, as opposed to the fraction in which
it is currently employed, certain issues need to be understood by the users, and corrected if
possible. The three core obstacles include the concerns of security, the problems surrounding
the privacy of the data captured and the characteristics associated with the nature of RFID.
Additionally, we will further examine the specific problems associated with anomalies present
within the captured observational records which are regarded as a characteristics of RFID.
When all of these issues are rectified to provide maximum security, privacy and integrity,
RFID will be able to realise its full potential in massive wide-scale adoptions.

4.1 RFID security

The issues associated with RFID Security, also known as Intrusion Detection, refers to the
discovery of foreign attacks upon the system usually utilising the tags that hinder the overall
integrity of the data. The following five issues are some of the most dominant with regard to
RFID security (Mitrokotsa et al., 2010; Thamilarasu & Sridhar, 2008):

¢ Eavesdropping: The act of setting up an additional reader to record tag data.

* Unauthorised Tag Cloning: Copying tag data onto an additional tag to gain the same
privileges.

¢ Man-in-the-Middle (MIM) Attack: When an external object pretends to be either a tag or
reader between actual tags and readers.

¢ Unauthorised Tag Disabling: When an external reader disables a tag not allowing it to be
utilised again.
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¢ Unauthorised Tag Manipulation: Manipulating the tag data using an external reader.

Until these security issues existing in the current architecture, it becomes difficult for facilities
to employ RFID as a means of combatting unauthorised actions such as safe-guarding
sensitive or expensive objects or restrict personnel access into various locations. Currently,
there are techniques and approaches such as Tag Deactivation and Encryption (Karygiannis
et al., 2007), Mutual Authentication (Konidala et al., 2007), Detections in Tag Ownership
(Mirowski & Hartnett, 2007), Reader Analysers (Thamilarasu & Sridhar, 2008) and certain
data cleaners (Darcy, Stantic, Mitrokotsa & Sattar, 2010) to reduce the difficulties associated
with RFID Security.

4.2 RFID privacy

Privacy within the context of an RFID-enabled facility refers to either unknowingly
releasing critical information (deriving specific knowledge or tracking meaningless data)
(Langheinrich, 2009), or compiling a list of all items currently found on a person (Juels, 2006).
There have been several methodologies proposed in the past to ensure maximum privacy of an
individual, including the general approaches of Encrypting/Rewriting and Hiding/Blocking
Tags (Langheinrich, 2009). In addition to these general solutions, there have been more specific
and advanced approaches suggested such as killing/sleeping the Tags, carrying around a
privacy-enforcing RFID device, releasing certain information based solely on distance from
the reader and introducing Government Legislations (Juels, 2006).

4.3 RFID characteristics

There are certain characteristics associated with the nature of RFID technology (Cocci et al.,
2008; Derakhshan et al., 2007). These challenges include Low Level Data, Error-Prone Data,
High Data Volumes and its Spatial and Temporal Aspects. Low Level Data refers to the raw
observational readings being taken by the RFID Reader; Error-Prone Data is the problem
which RFID has with capturing the data; High Data Volumes refers to the ongoing obstacle
with managing exponential RFID data streams and Spatial and Temporal Aspects alludes to
the aspects of RFID’s freedom in being capable of being used in all situations.

As previously discussed in Section 2.3, the format of the data at the time of scanning is very
low level and lacks crucial information needed later for analysing the information captured.
The core problem with these observations is the lack of associations between the readings and
other information such as what the tags are attached to or the locations of the readers thereby
making captured data useless on its own. Humans must find significant information extracted
from these low level observations such as high level RFID Events (Khoussainova et al., 2007)
which are the transformed state of the raw readings into meaningful milestones. For example,
if a certain tag “202” is read at the reader “794” at timestamp “25/05/08 07:30:04”, there is not
enough information to comprehend the significance of the observation. By using relational
information such as reader locations and tag information, these low level observations may
be transformed into a high level event depicting the person named John being at the Front
Door of location at 7:30:04 on the 25/05/08.

RFID Data integrity is constantly lowered to the point of questioning its authenticity especially
when utilising passive tags due to errors captured within the observational data. These errors
include Missed Reads in which a tagged item is present but not recorded, Wrong Reads in
which data is captured where it should not resulting in the data set not reflecting events which
are actually taking place, and duplicate reads in which a tagged item is stored twice in the
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database where it should only be stored once. Section 4.4 further expands the error-prone
nature of RFID where an analysis together with each of these errors are given.

Due to the continuous stream of information and the need to constantly interrogate tags,
readers record massive amounts of data over long periods of time. It has been estimated
that Wal*Mart currently generates about 7TB of information daily due to its RFID integration
(Raskino et al., 2005). Additionally, it is estimated that by the year 2015, with a steady increase
of RFID presence but lack of content management of the data generated, the information
collected will be a serious problem for integrated systems. This may ultimately lead to
a decrease of RFID usability and waste of information already gained unless either the
management of data collected is properly attended to or the technology currently employed
greatly increases its storage capacity.

As previously discussed in Derakhshan et al. (2007); Wang & Liu (2005), the exponential
growth of smaller hardware RFID solutions coupled with the cost reduction in manufacturing
these units results in RFID applications becoming increasingly dynamic in both spatial and
temporal properties. For example, there are hand-held RFID Readers which are carried by
people to scan groups of RFID tags in various locations. However, these scans will never be
able to be placed into a geographical context thus limiting the potential of analytical processes
that may be performed. Unless properly managed, the dynamic properties of RFID’s spatial
and temporal aspects may result in increasingly complex ambiguity ultimately resulting in
the data losing significance, context and usability.

4.4 RFID anomalies

RFID observational data suffers from three main anomalies which are recorded with the
correct RFID readings. The first is a Wrong Reading in which data is captured where it should
not be. The second is Duplicate Readings in which a tag is observed twice rather than once.
The third is the Missed Readings which occur when a tag is not read when and where the
object it is attached to should have been physically within proximity. Figure 6 contains an
example of a RFID-enabled shelf which has also generated the three anomalies, the recorded
data may be seen in Table 3.

What is Recorded
Tag EPC Timestamp Reader ID
T1 |13/10/2010 14:31:05 R1
T2 |13/10/2010 14:31:05 R3
T3  |13/10/2010 14:31:05 R3
T3 |13/10/2010 14:31:05 R4
T3 |13/10/2010 14:31:05 R5
What is meant to be Recorded
Tag EPC Timestamp Reader ID
T1 |13/10/2010 14:31:05 R1
T2 |13/10/2010 14:31:05 R2
T3 |13/10/2010 14:31:05 R3
T4 |13/10/2010 14:31:05 R5

Table 3. The recordings that took place from the example in Figure 6 and the observations
that should have been recorded.

Wrong Readings, also known as Unreliable Readings or Ghost Reads falling into the False
Positives category, refer to observations found in the data storage of tag which were not
physically present in the location or time. These false readings may be produced when
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Fig. 6. A graphical representation of a RFID-enabled bookshelf with the data anomalies that
may occur highlighted.

tags outside the normal Reader range are captured or where there is a problem with the
environmental setup (Bai et al., 2006). As discussed previously (Embry, 2005; Engels, 2005),
this problem has been identified as one of the two main technical problems with RFID. It
may also result in additional unnecessary labor to continually monitor the objects where the
locations of the tagged items is vital to the business process, for example, the tracking of
livestock. Within the example in Figure 6 and Table 3, Tag T2 is read by Reader R3 when in
reality it is closer to the area which should be scanned by Reader R2.

Duplicate Readings refer to an RFID tag which has been scanned twice in the database as
opposed to just one scanning. Like the Wrong Readings, Duplicate anomalies also fall into the
category of False Positive observations as they record the data which do not accurately depict
reality. This may occur in several situations such as the situation in which there is more than
one Reader covering an area and a tag happens to pass within overlapped region (Carbunar
et al., 2005). This can be hazardous and redundant as the tag is represented in two areas
during the same time period. Other duplicate reading situations occur when a scanned item
stays in the reader range for a long period of time or when the owners of the RFID system
attach multiple tags in order for an item to enhance its read rate (Bai et al., 2006). Ultimately,
not only does this anomaly cause contradicting observations where tags may appear in two
locations at the same time but it also leads to memory being wasted where it could be utilised
to store factual information. In the sample scenario depicted in Figure 6 and Table 3, Tag
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T3 is captured by not only the correct Reader R3, but also R4 and R5 resulting in T3 having
duplicate entries in the recorded data set.

Missed Readings, also known as False Negative observations, refers to tagged objects not
being scanned when, in actuality, they were present. The exact percentage of tags that are read
remain only at 60%-70% under certain circumstances (Floerkemeier & Lampe, 2004). Reasons
for these anomalies stem from problems such as Tag Collisions, Tag Detuning, Water/Metal
Interference and Misalignment of the Tags. The missed reads anomaly has been identified
as the second major problem in RFID deployment by an array of researchers (Engels, 2005;
Floerkemeier & Lampe, 2004; Rahmati et al., 2007). The result of this anomaly may cause
the users to believe that all items which are meant to be present are not, thereby hindering
the overall process it was designed to make more efficient. Tag T4 in the example Figure 6 is
shown to be a missed read due to it being placed slightly outside the scanning range of Reader
R5 resulting in it not being recorded with the other tags in Table 3.

5. Current state-of-the-art approaches

In this section, we will provide a brief summary of all the current state-of-the-art approaches
we have investigated to correct the RFID issues. We have divided the methods into three
categories: Physical Approaches in which methods attempt to correct RFID anomalies
by improving the environment around the scanners, Middleware Approaches in which
algorithms attempt to correct the anomalies at the time of capturing and Deferred Approaches
which attempt to correct RFID data when it is stored in the Database. Table 4 provides a list of
each of the techniques examined in this section and the Corrected and Potentially Generated
Anomalies.

Methodology Anomalies Corrected Anomalies Generated
Wrong|Duplicate| Missed | Wrong |Duplicate| Missed
= | Tag Orientation - - X X - -
-% |Weighing - X X - - -
Z|Multiple Tags/Cycles - - X X X -
R~ | Eccopad - - X - - -
& |Edge Filtering X X X X X X
2 | Anti-Collision - - X - - -
%’ Thresholds - - X1 - - -
fé’ Statistical Approx. X X X X
P2P Collaboration X X X - - -
g |Proximity Detection X - X - - -
g Cost-Conscious Cleaning| X X X X X X
& |Data Mining Techniques | X X X X X X
A |Probabilistic Inference - - X X - -
Event Transformation X X X X X X
Intelligent Classifiers X X X X X X

Table 4. A table depicting which anomalies are corrected and generated by the various
methodologies proposed. The ‘X" denotes where the methodology either corrects or
generates the anomaly. Note': The Thresholds methodology does not actually correct the
missing data but, rather, alerts the user to a False-Negative anomaly.
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5.1 Physical approaches

One common solution to improve the tag reads in RFID systems is to employ Physical
Approaches. This enhances the environment where the scanning is conducted. We define
Physical Approaches as any solution which requires interaction with the equipment as
opposed to virtual interaction used at the middleware or at a deferred warehouse stage to
correct the captured data.

Rahhmati, Zhong, Hiltunen and Jana have conducted a study into the effects of reader rate
when positioning the RFID tag in different positions (Rahmati et al., 2007). The research found
that the Reader may scan the tags on an object most effectively when the Tag is positioned at
the front.

Potdar, Hayati and Chang have formulated a novel and simple solution designed to detect
missing RFID tags through the use of weights (Potdar et al., 2007). This method was created
for applications in situations in which items are required to be tracked while being transported
to various venues. It requires all tagged items to be weighed at the start of the transportation
route. The items are then weighed at the end of the trip to determine any difference in the
cargo weight. The system will determine if there are any missed reads coupled with an
attempt to find any missing weight. If there are missing readings but a constant weight, the
system will scan the cargo again until all items have been recorded.

As described by both (Bai et al., 2006, Vogt, 2002), a common solution to deal with RFID
anomalies is to either install multiple readers or to attach multiple tags. Multiple readers are
installed in the environment in an attempt to enhance the reader rate by covering a more
substantial amount of ground. Another method of dealing with the enhancement of the read
rate is to attach multiple tags housing identical EPC numbers to the same object in an effort
for at least one of these tags to be read by the reader. Unfortunately, drawbacks arise from
both methods in the form of duplicate readings and tag collision occurrences.

Emerson & Cuming Microwave Products (Emerson & Cuming Microwave Products, 2008)
provides a device known as the Eccopad which is designed to enhance the reading rate
of tags placed on metal. As described in (Floerkemeier & Lampe, 2004), metallic objects
within a certain proximity will affect the reading potential of a passive RFID tag causing
missed readings. The Eccopad insulates the RFID tag in a discrete manner which enables the
maximum potential reading rate with little or no change in the spatial properties occurring.

5.2 Middleware approaches

Middleware Approaches refers to employing an algorithm to eliminate anomalies found in
systems to correct the data before storing it. This can refer to any program used at the
middleware stage of the RFID capture cycle to correct the raw incoming streamed data.

Edge Filtering refers to the cleaning being completed at the edge of the RFID system, that is,
at the point of raw observations being read. Jeffery, Garofalakis and Franklin have proposed
a method analysing the usage of an adaptive sliding window to correct unreliable readings
within an RFID system (Jeffery et al., 2006). A sliding window is used to smooth out the raw
data in order to accommodate both false positive and false negative readings. The problem
associated with this technique is that the result of utilising a small sliding window will be false
negatives whereas the large window may result in false positives being introduced. Thus,
Jeffery et al, proposed a solution to create a declarative and adaptive smoothing window
named SMUREF (Statistical sMoothing for Unreliable RFid data) which they have continually
improved (Jeffery et al., 2008).
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RFID Anti-collision protocols are algorithms used at the edge to avoid missed readings. When
an RFID scan is performed on several RFID tags, there are many relaying messages sent back
and forth between the tag and the reader. If there are a large number of tags to be scanned
in a certain read, these messages may collide in the air between their source and destination
resulting in the information not arriving at the correct time if at all. Certain protocols are also
designed to handle other forms of hazards such as instances where readers placed within a
certain proximity interfere with each other’s interrogation cycle causing collisions (Shih et al.,
2006).

The various types of anti-collision methods for collision can be reduced to two basic types:
probabilistic and deterministic methods. In a probabilistic method, tags respond at randomly
generated times. If a collision occurs, colliding tags will have to identify themselves again
after waiting for a random period time frame. From past literature, there have been several
methods proposed such as: Basic Framed-Slotted ALOHA (Lee et al., 2008); Dynamic
Framed-Slotted ALOHA (Ding & Liu, 2009); Enhanced Dynamic Framed-slotted ALOHA
(Lee & Lee, 2006); and Probabilistic Cluster-Based Technique (Pupunwiwat & Stantic, 2010d),
to enhance the performance efficiency of the data capturing process. In addition, several
Frame Estimation approaches have been suggested to improve the accuracy of frame-size
prediction including the Schoute method (Schoute, 1983), the Lowerbound method, the
Chenl and Chen2 methods (Chen, 2006), the Vogt method (Vogt, 2002), the Bayesian method
(Floerkemeier, 2007), and the Precise Tag Estimation Scheme (Pupunwiwat & Stantic, 2010b),
(Pupunwiwat & Stantic, 2010a).

The deterministic method operates by asking for the first EPC string of the tag until it gets
matches for the tags, it will then continues to ask for additional characters until all tags within
the region are found. There have been several methods proposed in literature in order to
improved quality of the captured data such as: the Query Tree (Myung & Lee, 2006a); the
Adaptive Splitting Tree (Myung & Lee, 2006b); the Hybrid Query Tree (Ryu et al., 2007); and
the Joined Q-ary Tree (Pupunwiwat & Stantic, 2009), (Pupunwiwat & Stantic, 2010c).

Tan, Sheng and Li have proposed in their research the utilisation of a threshold to identify an
excessive amount of missing RFID readings (Tan et al., 2008). By using two different protocols,
the trusted reader and un-trusted reader protocols, the methodology analyses a RFID data set
and finds missing data without the need for ascertaining tag identifiers. The system will then
consult a threshold defined by the owner as to the number of missing tags which are tolerable
in a given situation with the system alerting the user if this threshold is breached. It will not
however replace the missed readings.

Statistical Approximations refer to the use of a Model-Based Querying system to return
approximate readings found from the sensor networks (Deshpande et al., 2004; Deshplande
et al., 2005). Although this method is not used primarily for RFID technology, the method is
applied to wireless sensors which provide additional functionality that RFID tags do not (i.e.
Temperature Sensors). This approach is designed to capture a query from the User, find the
values from the sensor readings, and return approximate values to the User.

5.3 Deferred approaches

We have defined Deferred Approaches as methodologies applied at a deferred stage of the
capturing cycle when the observational data is stored in the database. This includes P2P
Networks, Probabilistic Tag Proximity Detection, Cost-Conscious Cleaning, Data Mining
Techniques, Probabilistic Inference and Probabilistic Event Extraction.
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The P2P Collaboration method, proposed by Peng, Ji, Luo, Wong and Tan (Peng et al., 2008),
is an approach utilising Peer-to-Peer (P2P) networks within the RFID data set to detect and
remove inaccurate readings. The system works by breaking the readings into detection nodes,
which are constantly sending and receiving messages. From these transmitted messages, false
negatives and false positives are able to be detected and corrected resulting in a cleaner data
set.

Ziekow and Ivantysynova have presented a method designed to correct RFID anomalies
probabilistically by employing maximum likelihood operations (Ziekow & Ivantysynova,
2008). Their method utilises the position of a tag which may be determined by measuring
properties associated with the Radio Frequency signal.

The Cost-Conscious cleaning method is a cleaning algorithm which utilises a Bayesian
Network to judge the likelihood that read tags correctly depict reality when based upon the
previously read tags (Gonzalez et al., 2007). The Cost-Conscious cleaning approach houses
several different cleaning algorithms and chooses the least costly algorithm which would offer
the highest precision in correcting the raw data. A similar approach has also been proposed
that utilises a Bayesian Network to judge the existence of tags scanned (Floerkemeier, 2004).
It lacks, however, the cost-saving analysis that would increase the speed of the clean.

Data Mining Techniques refer to the use of mining past data to detect inaccuracies and possible
solutions to raw RFID readings. A study which has used data mining techniques extensively
to correct the entire data set table is the Deferred Rule Based Approach proposed in (Rao et al.,
2006). The architecture of the system is reliant on the user defining rules which are utilised to
determine anomalies in the data set and, possibly, to correct them.

Probabilistic Inference refers to a process by which the in-coming data node will be evaluated.
This is primarily based upon the weight of its likelihood and the weight of the remainder of
the readings (Cocci et al., 2007; 2008). The cleaning algorithm utilises several techniques to
correct that data such as Deduplication, Time conversion, Temporal Smoothing and Anomaly
Filtering, and, additionally, uses a graph with probabilistic weights to produce further
inferences on the data.

Probabilistic High Level Event Transformations refers to the process of observing the raw
partial events of RFID data and transforming these into high level probable events. It has
been primarily used in a program entitled Probabilistic Event EXtractor (PEEX) which has
evolved from several publications. In its embryonic phase, Khoussainova, Balazinska and
Suciu published a paper detailing the use of an algorithm called StreamClean which employ
probabilistic inference to correct incoming data (Khoussainova et al., 2006).

A year after this article, the first papers for PEEX were published. This described the
method which enabled high level event extraction based upon probabilistic observations
(Khoussainova et al., 2007; Khoussainova, Balazinska & Suciu, 2008). The system architecture
deciphers the raw RFID information searching for evidence which a high level event
transpired. The system uses a Confidence Learner, History Lookup and Event Detector to
enhance the reliability of the returned events. By transferring these low level readings into
high level events, PEEX engages in cleaning as the process of probabilistically by categorising
the results of these events, and in the process, caters for missed and inaccurate readings.
Currently, PEEX is being incorporated into a new a system named Cascadia where it will be
utilised to help perform high level management of RFID tracking in a building environment
(Khoussainova, Welbourne, Balazinska, Borriello, Cole, Letchner, Li, Ré, Suciu & Walke,
2008; Welbourne et al., 2008). Bayesian Networks have also been implemented in several
studies to infer high level behaviour from the raw readings. The specific application was first
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demonstrated on a traveller moving through an urban environment (Patterson et al., 2003)
and the second using RFID tags to track the activities of daily living (Philipose et al., 2004).
In previous work, we have proposed the concept of using high level classifiers coupled with
intelligent analysis to correct the various anomalies found in RFID data. First, we examined
the potential of employing a simple algorithm that corrects a simple missed reading (Darcy
etal., 2007). We then proposed the utilisation of highly intelligent analytical processes coupled
with a Bayesian Network (Darcy et al., 2009b;c), Neural Network (Darcy, Stantic & Sattar,
2010a) and Non-Monotonic Reasoning (Darcy et al., 2009a; Darcy, Stantic & Sattar, 2010b)
to correct missing RFID Data. Following this, we applied our Non-Monotonic Reasoning
approach to both false-negative and false-positive data anomalies (Darcy, Stantic & Sattar,
2010d). We then also introduced a concept to extract high level events from low level readings
using Non-Monotonic Reasoning (Darcy, Stantic & Sattar, 2010c). Finally, we proposed a
methodology that considers and differentiates between a false-positive anomaly and breach
in security using Non-Monotonic Reasoning (Darcy, Stantic, Mitrokotsa & Sattar, 2010).

6. Drawbacks and proposed solutions for current approaches

In this section, we highlight several drawbacks we have found associated with the various
methodologies currently employed to correct RFID captured data. We also supply our
suggested solutions to these problems where possible in an effort to encourage further interest
in this field of research. Finally, we conclude with an overall analysis of these methodologies
and their respective drawbacks.

6.1 Physical drawbacks and solutions
With regard to Physical Approaches, we have highlighted three main drawbacks and our
suggested solutions to correct these issues where possible:

¢ Problem: The main problem that we foresee with the utilisation of Physical Approaches is
that it usually only increases the likelihood that the missed objects will be found.
Solution: We do not have a solution to the problem of physically correcting wrong
or duplicate anomalies other than suggesting to utilise Middleware and/or Deferred
solutions.

* Problem: Physical Approaches generates artificial duplicate anomalies in the event that all
the tags attached are read.
Solution: Specific software tailored to the application to automatically account for the
artificially generated duplicate anomalies could be used for correction filtering at the edge.

® Problem: Physical Approaches suffer from additional cost to the user or more labour to
purchase extra tags, equipment or time to move the objects.
Solution: We do not believe there is a solution to this as Physical Approaches demand
additional labour for the user to correct the mistakes as opposed to Middleware or
Deferred Approaches.

6.2 Middleware drawbacks and solutions
We found three major drawbacks to the Middleware Approaches that prevent these from
acquiring their maximum integrity. These issues include:

e Problem: Correcting incoming data at the edge of the RFID capture process will not
provide the cleaning algorithm with adequate information needed to deal with highly
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ambiguous and complex anomalies.

Solution: We believe that to correct this drawback, the user must employ a Deferred
methodology in addition to the Middleware Approach to utilise all stored readings. This
would result in more observational data eliminating highly ambiguous anomalies.

e Problem: When utilising probabilistic algorithms such as Bayesian Networks to correct
anomalies, there is a risk of the methodology introducing artificially generated anomalies.
This may occur in cases such as the training set not reflecting the reality of the scenarios or
the system probabilistically choosing the incorrect action to take in a situation.

Solution: To correct this issue, the user may be able combine various probabilistic
techniques together or to employ a deterministic approach in order to enhance the method
of cleaning the database.

* Problem: RFID data streams that are captured by readers can be accumulated quickly

resulting in data collisions. Simultaneous transmissions in RFID systems will also lead
to collisions as the readers and tags typically operate on the same channel. There are
three types of collisions possible to occur: Reader-Tag collision, Tag-Tag collision, and
Reader-Reader collision.
Solution: It is crucial that the RFID system must employ anti-collision protocols in readers
in order to enhance the integrity of the captured data. However, the step of choosing
the right anti-collision protocol is also very important, since we cannot depend solely on
the capability of anti-collision protocol itself, but also on the suitability of each selected
technique for the specific scenario. The user may employ decision making techniques such
as both the Novel Decision Tree and the Six Thinking Hats strategy for complex selective
technique management to determine the optimal anti-collision protocol. The novelty of
using complex selective technique management is that we will get the optimal outcome
of anti-collision method for the specific scenario. This will, in turn, improve the quality of
the data collection. It will also help over long period of use when these captured data are
needed for transformation, aggregation, and event processing.

6.3 Deferred drawbacks and solutions
While reviewing the Deferred Approaches to correct RFID anomalies, we have discovered
that there are certain shortcomings when attempting to clean captured observational data.

¢ Problem: Similar to the Middleware Approaches which utilise probabilistic calculations,
a major problem in the Deferred Approaches is that due to the nature of probability, false
positive and negatives may be unintentionally introduced during cleaning.
Solution: As stated previously, the inclusion of multiple probabilistic techniques or even
deterministic approaches should increase the intelligence of the methodology to block
artificial anomalies from being generated.

¢ Problem: Specifically with regard to the Data Mining technique, it relies on the order the
rules appear as opposed to using any intelligence to decipher the correct course of action.
Solution: It is necessary to increase the intelligence of the order of the rule order by
integrating high level probabilistic or deterministic priority systems.

e Problem: With regard to the Cost-Conscious Cleaning method, due to the fact that the
method only utilises immediate previous readings and focuses on finding the least costly
algorithm, accuracy may be lowered to ensure the most cost-effective action.

Solution: In the event that this algorithm is applied at a Deferred stage, it will not require
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the data to be corrected as fast as possible. Therefore in this situation, the emphasis on
cost-effectiveness is not relevant as is usually the case and other actions could be examined
to derive the highest accuracy.

* Problem: As a general constraint of all Deferred Approaches, it is necessary to apply the
correction algorithm at the end of the capture cycle when the data is stored in the Database.
The main problem with this characteristic is that the methodologies will never be able to
be applied as the data is being captured and, therefore, cannot correct in real-time.
Solution: As most of the Deferred Approaches, especially the Data Mining and Highly
Intelligent Classifier, requires certain observational data to correct anomalies, we propose
the use of a buffering system that runs as the data is being captured and takes snapshots
of the read data to correct any anomalies present. Unfortunately, due to the need that the
methodology is run in real-time, it may not be able to include all the complexities of the
current Deferred Approaches such as dynamic training of the classifiers.

6.4 Drawback analysis

In this research, we evaluated the current state-of-the-art approaches designed to correct the
various anomalies and issues associated with RFID technology. From our findings, we have
found that, while Physical Approaches do increase the chances of a tag being captured, it does
generate duplicate anomalies and places cost in both time and labour onto the user that may
not be beneficial. With regard to Middleware Approaches, we found that most anomalies
are corrected through these techniques. However, due to the limited scope of information
available, the more complex procedures such as dealing with highly ambiguous errors or
transforming the raw observations into high-level events is not possible. In contrast, Deferred
Approaches have an advantage to correct highly ambiguous anomalies and transform events.
Its main issue, however, is not being available to process the observational information in
real-time limiting its cleaning to a period after the records have been stored.

Overall, we have found from our research that a truly robust RFID system that eliminates
all possible natural and artificial anomalies generated will require the integration of most
approaches we have recognised. For example, various real-time anomalies are best filtered at
the edge while increasingly ambiguous anomalies can only be corrected at a deferred stage of
the capture cycle. Additionally, we found that there is a need to, not only employ probabilistic
techniques, but also deterministic where possible as it theoretically should reduce the artificial
anomalies produced. We, therefore, recommend the inclusion of all methods where possible,
at least one of the Middleware and Deferred categories, and, where applicable, the inclusion
of both deterministic and probabilistic techniques.

7. Conclusion

In this study, we have examined RFID technology and its current uses in various applications.
We have also examined the three various issues among the integration of the systems
including security, privacy and data abnormalities. Furthermore, we have examined the
data abnormality issue to find that four problems exist including low-level nature, large
intakes, data anomalies and complex spatial and temporal aspects. There have been various
methodologies proposed in the past to address the various problems in the data abnormalities
categorised into physical, middleware and deferred solutions. Unfortunately, due the various
drawbacks such as application-specified solutions, lack of analytical information or reliance
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on user-specified / probabilistic algorithms, current approaches do not provide the adequate
support needed in RFID systems to be adopted in commercial sectors.
Specifically, we contributed the following to the field of RFID study:

e We provided a detailed survey of RFID technology including how it was developed,
its various components and the advantages of integrating its technology into business
operations.

e We highlighted the current usages of RFID categorising it into either “Integrated RFID
Applications” and “Specific RFID Applications”.

* We examined the various issues preventing the adoption of RFID technology including the
concerns of security, privacy and characteristics. We also focused on the specific Anomalies
generated by the capturing hardware including wrong, duplicate and missing errors.

e After examining the issues surrounding RFID, we investigated the state-of-the-art
approaches currently employed for correction. We categorised these methodologies into
Physical, Middleware or Deferred Approaches.

¢ Finally, we explored the drawbacks found in currently employed Approaches and
suggested several solutions in the hope of generating interest in this field of study.

With regard to future work, we specifically would like to extend our previous studies
discussed in Section 5.3 by allowing it to function in real-time. We would do this through
the creation of a buffer system discussed in Section 6.3 by taking snapshots of incoming data
and correcting anomalies where found. We also firmly believe that this sincerely is the next
step of evolution of our approach to allow it to be employed as the observational records are
read into the Middleware.
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1. Introduction

RFID (radio frequency identification) technology has already proved its use in various areas
such as security, library, airline, military, animal forms, sports and other areas. RFID is
being used for various applications in many industries. For example, equipment tracking,
access controls including personal and vehicle, logistic, baggage, items security in
departmental store. The main advantages RFID provide is resource optimization, quality
customers’ care, enhanced accuracy, efficient business processes, and effective business and
healthcare processes. RFID can help is recognizing contextual knowledge and can help to
improve objects predictability for certain processes. However, it is necessary to study RFID
components for using these in healthcare environment. RFID main components are
antennas, tags and readers. The investigation of these components provides an
understanding of its use in healthcare settings and integration in healthcare processes.

This chapter studies the RFID components such as Antenna and reader. This chapter
discusses the RFID active and passive tags, and compare these tags including advantages
and disadvantages of RFID system. In this chapter, RFID applications are explored and
technical model is analyzed. It also considers the healthcare perspectives and RFID use
within healthcare settings. This study constructs a model for connected RFID applications
which provides quick support for various healthcare functions and enhances flexibility for
various systems’ components integration.

2. Motivation of RFID technology

Existing research suggests that healthcare organisations are adopting information
technology, specifically mobile technology throughout the world including the USA, Europe
and UK (Bharadwaj et al., 2001). In the UK, the NHS (NHS-UK, 2009) is keen to adapt
mobile technology for better information handling and this argument is supported in this
chapter. However, real-time techniques and contextual knowledge management concepts
for instant care is somehow neglected (Watson, 2006). Healthcare processes are volatile and
the context of information changes rapidly. New technology has not considered information
within their context. The context of information is more complex in healthcare in
comparison to other industries. Although businesses have already started to develop and
implement mobile technology for handling contextual information to improve processes but
the same approaches cannot be adopted in the healthcare industry due to dominant
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knowledge use rather than just information and substantial human involvement
(Connecting for health, 2009). However, the proven technology in business scenarios such as
RFID can be adopted for a healthcare situation with the appropriate modelling of its use.
Managing context for any information is a difficult task but information systems play an
important role into it but contextual knowledge is even more difficult and need location, time
and duration for information for providing context to any knowledge (Bharadwaj et al., 2001).
If knowledge gets support with context of objects” location, duration and time then this
contextual knowledge can improve various situations for resource optimization and instant
better actions. RFID technology use is critical to get this knowledge and providing context to
it. RFID can also support tacit knowledge on a real-time basis in healthcare situations such
as patients moving between locations to get medical treatment and a change in their medical
condition at the same time. The utilization of tacit knowledge is crucial but it needs context
environmental knowledge for instance actions. One of the properties of RFID is to provide
instant location information of any object associated to it and this can play a vital role for
tacit knowledge support and managing other environmental knowledge. Advanced use of
RFID technology can integrate patients” flow processes appropriately and support patients’
treatment processes by deterministic patients’ movement knowledge (location and time etc.)
within hospital settings (Connecting for health, 2010).

In a healthcare situation the patients’” movement processes are subject to change due to
various reasons including a change in the patients’ medical condition, due to the
unavailability of a particular resource at any given time and the unpredictable duration of
any medical procedure (DH-UK, 2009). When processes are executed according to a plan
and schedule then it consumes healthcare resources in a predicted way, if processes change
due to any of the reasons described above then time and resources may be misused or
processes become unpredictable. These situations consume resources unnecessarily and the
instability of one process at one location may affect other processes at another location. So,
the use of RFID technology is crucial for determining situations through getting time and
location of an object within healthcare settings. Use of RFID technology is important for
better process management including improved decision-making.

3. RFID utilisation

RFID works for identification of items/objects (Bohn, 2008). Sometime it only identifies item
category or type but it is capable of identify items/objects uniquely. RFID also enables data
storage for remote items/objects through remotely access items information (Schwierenl &
Vossen, 2009). RFID system consists of RFID tags, RF Antennas, RFID readers and back-end
database for storing unique item’s ID. In RFID systems, RFID tags use as unique identifier,
these tags associate with any items, when system reads these unique tags then information
associated with that tags can be retrieved. Antennas are first point of contact for tags
reading. Reader can only work with software resides in reader’s ROM (Glover & Bhatt,
2006). RFID system is based upon tags and reader's communication and range of
communication/reading depends on operating frequency. When antennas deduct tags then
an application which is part of reader manipulates tags’ information in readable format for
the end user. There is a great amount of research being conducted to improve the efficiency
of RFID systems, increasing the accuracy of RFID reader and the feasibility of RFID tags.
Although RFID accuracy needs more enhancement and efficiency yet to be increase but still
RFID system is used in many applications (Bohn, 2008). There are a variety of tags, readers
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and antennas types are available. Before implementing RFID system, selection among these
types needs understanding of these types in relation to their feasibility, capabilities and
reliability. It is also necessary to understand combinational use of these types for
implementing a single feasible RFID system.

4. Research approach

Qualitative research methodology is followed for observing the patients’ flow situation
within hospital settings. It includes observation and open interviews. This study tries to find
out the pattern within hospital condition, knowledge elements for healthcare processes and
priority of each knowledge element for knowledge factor integration with the help of
location deduction technology (RFID). Some individual scenarios are considered within
patients’ movement processes and understanding is build for integration of RFID
integration within these processes. In this respect, qualitative methodology is sufficient for
including each knowledge element and device a way of handling these elements through
location deduction technology. This chapter explores RFID technology with its kinds, types
and capabilities. It is conferred that how RFID technology can be generalised through
generalise technical model. It is discussed that how component layering approach can be
feasible for integrating various healthcare management disciples for providing improved
management. Healthcare knowledge factors are considered for supporting knowledge
elements through RFID technology to improve healthcare situation.

5. RFID evaluation

RFID technology continues to evolve in past years in terms of various shapes of tags for
increase its feasibility of its use, fast reading rate of reader and range of antennas etc. The
use of RFID also evolves due to enhancement in its components. As the accuracy increases,
the use of technology also increases such as baggage handling, goods delivery tracking and
courier services. RFID system enhancement also evolves automation applications
development e.g. automatic toll payments, automatic equipment tracking and document
management etc. (Garfinkel & Rosenberg, 2005). In this connection, the evolution process of
RFID with respect to past few decades can be seen in figure 1.

6. How RFID system works

The basic unit of RFID system is tags and tags have its own unique identification number
system by which it recognizes uniquely. These unique identification numbers save in tags’
internal memory and it is not changeable (read-only). However, tags can have other
memory which can be either read-only or rewrite able (Application Notes CAENRFID,
2008). Tag memory may also contain other read-only information about that tag such
manufactured date. RFID reader generates magnetic fields through antennas for getting
acknowledgement from tags (Garfinkel & Rosenberg, 2005). The reader generates query
(trigger) through electromagnetic high-frequency signals (this frequency could be up to 50
times/second) to establish communication for tags (Srivastava, 2005). This signal field might
get large number of tags data which is a significant problem for handling bulk of data
together. However, this problem can be overcome through filtering these data. Actually
software performs this filtering and information system is used to supply this data to data
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Fig. 1. RFID evolution: over past the few decades (Srivastava, 2005)

repository or use any other software procedures to control data according to the need and
system capability (Srivastava, 2005; Application Notes CAENRFID, 2008). This piece of
software works as a middle layer between user application and reader because the reader
normally does not have the capability to handle bulk data at once; it has the job to supply
reading data to user application for further process (Frank et al., 2006). This buffering
capability may supply data from reader to information system interface (user interface)
directly or may provide and use some routine to save into database for later exploit, it is
depend on user requirement.

Reader and tags communication can be maintained through several protocols. When the
reader is switched on then these protocols start the identification process for reading the
tags, these important protocols are ISO 15693, ISO 18000-3, ISO 18000-6 and EPC. ISO 15693
and ISO 18000-3 protocols are used for high frequency (HF) and, ISO 18000-6 and EPC
protocols are used for ultra high frequency (UHF). Frequency bands have been defined for
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these protocols and they work within specified range such as HF has 13.56 MHz and UHF
between 860 - 915 MHz (Application Notes CAENRFID, 2008). Reader modulates tags
responses within frequency field (Parks et al., 2009).

The reader handles multiple tags reading at once through signal collision detection
technique (Srivastava, 2005). This signal collision detection technique uses anti-collision
algorithm, the use of this algorithm enables multiple tag handling. However, multiple tags
handling depend on frequency range and protocol use in conjunction with tag type which
can enable up to 200 tags reading at single time. Reader protocol is not only use for reading
the tag but also perform writing on to tags (Application Notes CAENRFID, 2008).
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Fig. 2. A typical RFID system (Application Notes CAENRFID, 2008)

The use of the reader within RFIFD system can be seen in figure 2. This figure also define
the overall cycle of tag reading by reader through antenna and transforming data into
communicate able form to user applications.

7. How RFID system works

RFID system deducts tags within antennas’ range and performs various operations onto
each tag. The RFID system can only work effectively if all RFID components logically
connect together and these components need to be compatible with each other. Thats” why
understanding of these separate components is necessary. Implementation of complete RFID
solution is only possible through integration of these components which needs
understanding of compatibility for each component, realisation of each components
compatibility needs property study for these components (Sandip, 2005). These components
are gathered and defined as under. Also integration of these components can be understood
with figure 3.
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e Tag has unique ID and use for unique identification; tags are attached with objects in
RFID solutions.

e Antenna use for reading tags; antenna has its own magnetic field and antenna can only
read tags within these magnetic fields.

¢  Reader works for handling antenna signals and manipulate tags’ information.

¢ Communication infrastructure use for reader to communicate with IT infrastructure
and work as middle layer between application software and reader.

e Application software is a computer base software which enable user to see RFID
information, this can be database, application routines or user interface.
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Fig. 3. Components of an RFID system

8. RFID tags

RFID tag has memory in the form of a microchip which store unique code for tag’s
identification, this unique identification called tag’s ID (Application Notes CAENRFID,
2008). The microchip is a small silicon chip with embedded circuit. Numbering technique is
used for providing unique identification (Garfinkel & Rosenberg, 2005). This microchip
could have read-only or writeable characteristics depending on tag type and its application
within RFID solution. These characteristics depend on the microchip circuitry which has
form and initialize during tag manufacturing (Miller & Bureau, 2009). Some tags (read-only)
re-programming is possible but need separate electronic equipment for re-programming
read-only tag’s memory. Writable tags also know as re-write tags do not need any separate
equipment and reader can write data on it, depend on the protocol support, if reader have
writing command capability and tags are in range. Tags selection is very important for
feasible use in RFID solution. This selection is dependent on the tag size, shape and material.
Tags can be integrated in varity of material depending on the need of the environment. The
tag is embedded in plastic label in form of a microchip, stick able material for documents
handling, plastic material with use of pin for use in cloths material are the good examples to
be consider (Frank et al., 2006). Various forms of tags with respect to its sizes and shapes can
understand with figure 4.
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Fig. 4. Varity of RFID tags (various shape & sizes) (Frank et al., 2006)

Classification of RFID tags is also possible with respect to their capabilities such as read-
only, re-write and further data recoding. Further data recording examples are temperature,
motion and pressure etc. (Narayanan et al., 2005). Compiled tags classification into five
classes previously gathered by Narayanan ef al. (2005) is shown in figure 5.

Class 1
Write Once Read Many, which
is manufactured with no data
written in to the memory. Data
can be written by manufacturer,
or the user one time

Class 2
Read-Write, which
is most flexible type
of tag, that user can
access to read and
write data into the
tags memory

Class 0
Read only, contains an
id number that is
written only once during
manufacture

Class 3
Read-Write (with sensors),
which is contain sensors
for recording parameters
like temperature, pressure
and motion, which are
either semi-passive or
active

Class 4
Read-Write (with integrated
transmitters), which are like

miniature radio devices that can

commutate with other tags and
devices without the presence of
the reader, these kind are active
tags

Fig. 5. RFID tags classifications (Narayanan et al., 2005)

Active, semi-active and passive are the three main tags types. Tags made up with few
characteristics which may vary slightly depending on type of tag, due to which their use can
be change in RFID solution (Zeisel & Sabella, 2006). So, selection of tags depends on the
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functional need of RFID application. The main difference is between active and passive tags
because semi-active tags have mix of both tag’s characteristics (Application Notes
CAENRFID, 2008). These types differentiate upon memory, range, security, types of data it
can record, frequency and other characteristics. The combinations of these characteristics
effects tags’ performance and change its support and usefulness for RFID system (Intermec,
2009). The main tag types (active and passive tags) are compared in following figure 6.
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Fig. 6. RFID active and passive tags comparison

8.1 Tags physical features

The tags have various physical features such as shape, size and weight. Consideration of

these features depends on environment tag being used. Classified tag’s physical features are

as under.

e Smart labels can embed in layers type materials such as papers.

¢ Small tags can embed objects other then flat panel such as clothes and keys.

o  Plastic disks can use for attaching with durable objects and use in tough environments
such as pallets tagging use in open air.

8.2 Tags capabilities

The tags can also be differentiated with respect to tags capabilities and performance
(Schwierenl & Vossen, 2009; Garfinkel & Rosenberg, 2005). Following is the list for tags
capabilities.
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e Anti-collision capability of a tag, tags having anti-collision can enable reader to
recognize its beginning and ending which help reader to read all tags in its range.

e How tags get its power source such as active has its own battery and passive get power
from reader through its magnetic field.

e Conditions of tag environment such as use in water.

e  Tags data writing capabilities such as write one time or many times onto tag memory.

¢  Coupling mechanism tag use such as magnetic, inductive, capacitive and backscatter.
Coupling mechanism determines tags information and power sharing methods.

e If tag can work for more than one protocol which enable tags to work with different
types of readers.

e Tags with encrypted data handling feature.

¢  FEither tag has two way communication (full duplex) or one way communication (half
duplex).

8.3 Tags standards

Understanding of tags standards is necessary for working with various systems, protocols
and procedures. It is dependent on organisational policies and scope of RFID system. Tags
standards enable interoperability capability to RFID solutions (Sandip, 2005). For example, if
tags have standardization and its uniqueness can be identified across different systems then
it enhances the use of standard tags (Schwierenl & Vossen, 2009). The spectrum of tags can
be single situation such as tags use in single warehouse, multiple spectrums such as same
tags use in logistic and supply chain and need recognition across different organisations and
various systems (Shepard, 2005). The selection of tags standards within RFID solutions
depend on these spectrum. Following three standards are gathered by (Shepard, 2005).
ISO/IEC 18000 tags: This standard works for various frequency ranges including long range
(UHF), high frequency (HF), low frequency (LF), and microwave. This standard supports
various principle and tags architectures. The range of tag identification includes 18000-(1 to 7).
ISO 15693: In this standard tag IDs are not as unique as ISO 18000. Although vendors try to
build unique tags with certain specification and coding but it is not globally unique. These
standard tags most often use in smart cards for contact-less mechanism. However, it is also use
in other application but in local scenario (not global) e.g. supply chain and asset tracking etc.
EPC tags: It is the standard for maintaining the uniqueness under certain management
bodies. It carries out tags uniqueness with all the vendors associated with one management
entity. Management entities carry their own EPC number technique and own the certain
object class.

8.4 Tags states

Tags process recognize with its state within RFID working environment. Tags cannot have
multiple states simultaneously. The set of tag states depend on the type of tag. However,
these states generally include open state, reply state, ready state, acknowledge state,
arbitrate state, killed state and secured state (Shepard, 2005).

8.5 Tags frequencies and range

RFID tags capability and working feasibility change according to its frequency and range.
Tags prices and its use also vary in relation with tags frequency and range. Various
frequencies and its range (working distance) can be seen in following figure 7.
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Fig. 7. RFID frequencies and ranges

The performance, range and interference feasibility depend on the frequency at which tags’
operate (Zeisel & Sabella, 2006). Different tags standard uses different frequency bands in
which ISO and EPCglobal standard are major organisations working for UHF bands for
developing international standards (Narayanan et al., 2005). However, full compatibility is
still not achieved that's why most of the organisation obligated to use International
Telecommunication Union principles (DHS, 2006). These principles include following
frequency bands.

High frequency can work up to one meter. It can embed with thin objects such as
papers, that’'s why it is mostly use in sales points and for access controls. 13.56MHz is
the frequency at which it work and it is less expensive to implement (Srivastava, 2005;
Application Notes CAENRFID, 2008).

Low frequency fulfils short range applications’ needs. It is not effective for metal or wet
surfaces and only works half of the high frequency range (maximum half a meter) (Frank
et al., 2006). Low frequency works on 125 KHz (Application Notes CAENRFID, 2008).
Ultra high frequency has better read rate and large number of UHF tags can be
recognize at one time. It has also good better read range and three times with high
frequency, it is capable to read tags up to three meters. However, range can be reduced
in wet environment. It works between 860-930 MHz frequencies (Srivastava, 2005).
Microwave has less read range and it works within one meter. But it has rate of reading
is faster than UHF with very little affect on wet and metal surfaces. It works on Giga
Hertz frequency and faster than LF, HF and UHF, that's why it can work better for
vehicle access application (Application Notes CAENRFID, 2008).

8.6 Tags fields

Active tags have its own power but passive tags get the power from antenna based on
readers’ signal to antenna (Application Notes CAENRFID, 2008). Passive tags response or
communication signal is based on the power it gets from antenna. Following two methods
passive tags use for getting power from reader.
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Far field uses coupling methods with the electric signals within field of antenna as shown in
figure 8. These tags embed their signal in reverse order with antenna signal using some
standard format so that reader can recognize the tag signals (Frank et al., 2006).
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Fig. 8. RFID far field methodology (Application Notes CAENRFID, 2008)

Near field uses inductive coupling within magnetic field of an antenna as shown in figure 9
(Application Notes CAENRFID, 2008).
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Fig. 9. RFID near field methodology (Application Notes CAENRFID, 2008)

These methods are use in different kind of applications and system is based on different
circuitry (Meiller & Bureau, 2009). Far field is appropriate for microwave and UHF because
it can work in longer range and near field is suitable for LF and HF because it can only work
within shorter range (Meiller & Bureau, 2009; Parks et al., 2009).

9. RFID antennas

RFID antenna is the middle-ware technology or component, it work between reader and tag
and provide energy to tags in some cases (passive tags). It performs tags data collection. It
shapes can be altered depend on the application and feasibility of use but shapes varies the
range of antenna.
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Fig. 10. RFID antennas types (Intermer, 2009)
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Antenna has various shapes and some of them can be seen in figure 10. Antennas can be
differentiated with various properties such as direction of signals (tags reading direction)
and polarities. Stick antennas, gate antennas, patch antennas, circular polarized, di-pole or
multi-pole antennas, linear polarized, beam-forming or phased-array element antennas,
Omni directional antennas and adaptive antennas are the types of antenna commonly use in
various applications (Zeisel & Sabella, 2006).

10. RFID readers

RFID reader is a external powered equipment used in RFID system for producing and
accepting radio signals (GAO, 2005). A single reader can operate on multiple frequencies
and this functionality depends on the vendor (Application Notes CAENRFID, 2008; Frank et
al., 2006), it can have anti-collision algorithm/procedures for deducting multiple tags at one
time. RFID reader works as middle-ware between tag and user application. Reader is the
central part of the RFID system and communicates with tags and computer program, it
supply tags information to a computer program after reading each tags unique ID. It can
also perform writing onto tag, if the tag is supported. Although the reader can have multiple
frequency capability but it works on a single frequency at a time. The reader can
communicate with the computer program and need either wired or wireless connection
with the computer. This reader can use a wire connection with any of the following: USB,
RS-232, and RS485. Otherwise, the reader can connect with the computer through Wi-Fi
(known as network reader) (Sandip, 2005; Zeisel & Sabella, 2006). The reader provides
various management techniques and functionality to computer programs (Zeisel & Sabella,
2006) through various built-in functions/components, these components can be understood
with following figure 11.

RFID Readers

Reader APl Communications ~ Event Management  Antenna Sub-system
Fig. 11. RFID reader logical components

10.1 Reader protocols

Although vendors are trying to implement reader with common protocols but the
standardization of RFID readers” protocol is not achieved yet which is why readers are not
interoperable (Glover & Bhatt, 2006). An organisation cannot replace a reader easily after
RFID solution implementation. However, there are some common capabilities RFID readers
provide. Command, sensor, observation, alert, transport, host and trigger are the most
common capabilities provide by RFID readers.

Synchronous and asynchronous are two types of communications used by readers (Shepard,
2005). In synchronous readers’ communication with host, the host requests the update with
the reader (Garfinkel & Rosenberg, 2005). In response to that, the reader sends the list of
updates to the host. In case of asynchronous communication, the reader sends notification to
the host about its observation. This notification can be sent to host upon request or
immediately after new observations, it is dependent on the requirement and trigger
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mechanism of RFID system (Shepard, 2005). Both types of communication can be
understood from the figure above 12.

Notification Asynchronous
/[ Com mands

Observations |

Alerts Reader

Synchronous
(polling)

Fig. 12. Information flow and a/synchronous communications (Shepard, 2005)

In both of these communication methods the information flow has three types which
include; observation, host pass commands to reader and reader pass alerts to host (Shepard,
2005).

EPCglobal is the most common and most accepted protocol. EPCglobal provides three
layers for communications; these layers are message, transport and reader (Zeisel & Sabella,
2006). The messaging layer use transport layer to pass messages according to the format
defined by the reader layer (Garfinkel & Rosenberg, 2005). Connection commands, host
commands, security and reader notifications are the most common command deal by message
layer. Reader layer identifies the format of the message transport between host and reader. The
transport layer is responsible for network support and establishes communication between
reader hardware and computer operating system (Zeisel & Sabella, 2006).

10.2 Reader interfaces

RFID reader communicates with the computer program by using the reader’s protocol as
described in the previous section. The reader should be capable to handle various types of
commands which include management of events, communicate with applications and
adapter. These also provide various kinds of interface with the reader. Figure 13 shows the
three kinds of interfaces most commonly any reader provide.

The reader provides a command set for communicating with user interface of computer
programs. These command set understands the reader properties and provides functionality
for using a particular reader (GAO, 2005). These command sets are known as application
program interface (APIs) (Frank et al., 2006). If organisation builds their application program
based on a specific reader then this computer program needs to use APIs provided by
particular reader (Application Notes CAENRFID, 2008). Customize application might not be
compatible with other reader but in this case a vendor upgrades their readers hardware,
organisation might be able to use those readers. Vendors most often provide the
compatibility of previous APIs in the case of an upgrade (Shepard, 2005; Frank et al., 2006).
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In that case, organisations can upgrade their hardware using the same application but
organisations must refer to vendors’ device specifications before any upgrade. Some
vendors also provide application compatibility with a range of their hardware through
consistent APIs set (Zeisel & Sabella, 2006). This mechanism provides adaptability of various
readers with same application for some extent. Reader interface within RFID reader
provides the filtering for the reader data (raw data) before sending to application program.
Reader provides the raw data to reader interface, this data could be bulk (depend on the
environment), reader interface need to find relevant data within bulk data provided by
reader. This functionality reduces the overhead of program interface or application program
and as well as provide low traffic for communication between computer software and
reader due to sending only relevant data.

Fig. 13. Reader interface (Frank et al., 2006)

11. Advantages and disadvantages of RFID systems

The use of RFID solutions have been recognize by many industry. However, the appropriate
level of RFID components combination and selection of these components according the
suitability of organisational situation and environment can make it beneficial. Otherwise,
RFID system with the inappropriate combination and selection of RFID components may
generates error or does not work effectively which could be increase organisational
operational cost and may affect customers’ good will. The list of advantages and
disadvantages can be seen in table 1 (Meiller & Bureau, 2009).

Advantage Disadvantage
High speed Interference
Multipurpose and many format High cost
Reduce man-power Some materials may create signal
problem
High accuracy Overloaded reading (fail to read)

Complex duplication
Multiple reading (tags)

Table 1. Advantages and disadvantages of RFID system
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12. RFID general technical model

So far it has been studied that RFID system varies with respect to various features. These
features include physical features, components, standards, capabilities, frequencies, states,
ranges, protocol, interfaces and readers. Due to variable RFID features and compatibility
issues, it is very difficult to develop integrated RFID solution (Glover & Bhatt, 2006;
Application Notes CAENRFID, 2008). If organisation tries to build RFID solution with
future compatible hardware then it makes RFID components’ selection, implementation and
integration even more complex. However, RFID regulatory bodies try to provide safe and
less conflict (radio and other frequency using equipment) RFID standards and vendors try
to provide interoperable equipments. But true interoperability is not possible until globally
accepted standard not developed and manufacture adapt single standard or at least limited
standards. In this context, two main organisations are doing efforts for providing globally
accepted standards (Application Notes CAENRFID, 2008). These organisations (EPCglobal
and ISO) are trying to develop unique standard for RFID tags so that tags can be used in
wide spectrum throughout the world including supply chain and transportation. However,
there still no standard is available for compete RFID system or solution. In this connection, it
is necessary to understand RFID tags, air interface, reader, reader’s programs including data
protocol processor and physical interrogator, needs of application programs, and
application commands and responses in integrated way. For this purpose, a generalise
model for RFID system is provided for better understanding (see figure 14).
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Fig. 14. RFID general technical model
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13. RFID applications

Before understanding the use of RFID system for contextual knowledge management, it is
appropriate to study the use of RFID applications for other scenario or situations with
respect to short and long range RFID applications. For this purpose a generalised RFID
application model has been presented as shown in figure 15.
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Fig. 15. General RFID applications according to its capabilities

From a RFID application perspective, RFID has two categories: short range and long range.
In short range application tag need to show to reader. Application works perfectly in short
range if object or tag access the reader one by one. For example, in access control, only
employee or specified person can access the secure building and building has several
divisions each division has particular set of authorized people, who can access certain
divisions. Person need to show the tag near the reader before every secure door for enabling
the system to decide whether door should open for that person or not. In long range
applications, tags do not need reader near, as compare to short range. For example, tags
place on every book in the library and user can easily access the exact book shelf for the
required book. This enable automated inventory control. Readers can read the multiple
items simultaneously from the distance. Reading distance can vary depending on the
frequency and type of reader. This section further discusses the most common use within
short and long range applications.

13.1 Security and control applications

RFID system can be used for control access and security; it is also useful for audit purposes.
These applications are not only granted permission to access a particular secure zone but
also record who is accessing, from which location/areas, at what time and for how long
duration. These types of RFID systems can maintain building and departmental security
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including privacy. This type of RFID solution is also workable for equipments and objects
controls (Shepard, 2005).

13.2 Patrolling log applications

In this application, security firms use RFID system to control their security guards and use
RFID data for various purposes. These purposes include performance checks, data can be
used in reference to unexpected event and audits for a secure area etc. The main difference
in this type of application with other applications is that the reader is variable and the tag is
fixed, i.e. the reader go near to the tag rather tag swap near to the reader. In security
patrolling several numbers of tags can be fixed throughout the building and the security
guard needs to swap the reader with each tag (checkpoint) in a sequential order within an
allocated time and repeat this process throughout his/her shift. The reader records each
swap which can be transferable to a computer program later on for audit or other purposes.

13.3 Baggage applications

Baggage handling and package delivery is a complex task and needs a large number of
human involvement which is an expensive resource. Humans do various operations from
receiving packages, sorting, assembling and distribution. Due to human involvement the
error rate can be high. While the use of RFID tagging system not only reduces human
involvement but also automates the process for certain extend which enable fast packages
delivery. RFID solutions for baggage and packaging firm including airline industry are
better for their effective operation and it reduce the complexity for overall system.

13.4 Toll road applications

RFID can provide the automated toll collection and maintain the traffic flow without
stopping vehicles for payment. In these type applications, vehicles either pre-pay their toll
yearly quarterly or monthly or other kind of scheme can be applicable such as pay-as-you
go. In any case, the reader can recognize and record the vehicle entry at each toll which can
be calculated later on by an application program. These applications not only help in toll
collection and maintain traffic flow but also provide statistical data for any road which can
be utilized for analysis and improvements (Shepard, 2005).

14. Healthcare RFID applications

RFID usefulness already proved its importance in security control, patrolling logs, baggage
and packaging, and toll collections. Similarly, RFID can improve healthcare processes in
various ways such as equipment handling, drugs transportation, blood samples
administration, patients” notes management and others. RFID provide timely information
about the objects associated with RFID solution, this feature enables better and up-to-date
information about the processes link with these objects. The better information about objects
around healthcare processes can further reduce the number of errors.

Information systems have many limitations, including failing to successfully update
information automatically in relation to the location of an object, while RFID system can
overcome this limitation through RFID advanced features. These RFID feature can save
precious healthcare resources which can be utilized for patients’ care such as a reduction in
consultants” time for managing patients can enable consultant to give more time for
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patients’ direct care. Healthcare processes involved with both processes patients’ care and
non-patients’ care. Patients’ care includes; fever test, blood pressure and scan etc. which is
direct care. Non-patients’ care includes notes management, movement of patients from one
place to another, equipment handling from one ward to another ward, sending blood
samples to pathology, preparing management reports and managing beds etc. These non-
patients’ care processes are known as indirect care. If indirect care processes improve within
healthcare settings then it saves healthcare practitioners’ time which can be utilized for
direct care. RFID systems can also provide the automation to some extent, this not only
provide better planning but also enables real-time management. Most of RFID solutions
focus on one issue such as management of objects; this management can be implemented for
various things such as documents and equipments. If RFID solution only consider better
management for healthcare then it might not be effective in various situations such as RFID
solution for notes scanning by using low or high frequency tags. If RFID solution for notes
scanning are implemented through low or high frequency then the RFID system may need
physical scanning for each move like sales point scanning. In this case, healthcare
practitioner intervention is required for each transaction. For example, if notes have to move
from ward to theatre, it needs scanning at the ward for a system update and the theatre
might need to scan again to enable the system to update the new location of the notes. When
time is scarce this process may not occur effectively and the scanning chain may be broken
at any time. In most of the cases, healthcare processes need automation to minimize the
overhead from healthcare practitioners.

Implementation of RFID system for one modality or discipline can solve issues related to
one modality or discipline. In case various RFID systems need implementation for different
disciplines within healthcare, then these should be synergetic with each other. Otherwise it
can increase the overhead for using more than one interface and systems for dealing with
various objects and disciplines. RFID solutions can help direct care staff/practitioners to
improve care but also effective for other staff such as radiologist and porters to play better
role for overall process improvement. The use of RFID systems can be different for various
stakeholders and each stakeholder can see different sets of information but it needs
integration for consistent information.

The complexity of healthcare processes need appropriate level of RFID integration for
several management disciplines. For example, better managing of notes can enable ward
staff to handle patients in timely manner but if the equipment is not available staff still
cannot execute patients’ treatment procedures until right equipment is available. So, any
procedure needs all process elements to handle patients’ treatment efficiently. RFID can
maintain elements availability for healthcare processes. However, it needs the study for
RFID solutions in the context of process automation rather another overhead for healthcare
practitioners such as automatic scanning when notes are presented in any unit within
hospital settings rather than physical scanning of each set of notes. It is also necessary to
investigate the integration level required for healthcare processes and classify each
management disciplines for integration RFID application. In this connection, a model for
possible management discipline within healthcare setting need RFID application in
integrated way is presented (see figure 16).

It is very complex to provide a generic system for RFID application for every hospital setting
due to a variation in processes. However, it appropriate to provide a generic model for
adapting RFID technology solution in hospital setting which enable healthcare management
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to visualize healthcare processes in holistic way. Figure 16 is not the complete list for every
healthcare management discipline and RFID technology can be used for other purposes
within healthcare environment. However, this list provides the most urgent, appropriate
and related management discipline which need integration through RFID application for
overall processes automation. This section also elaborates few scenarios for further
understanding of these separate but synergetic management disciplines. It is important to
describe few scenarios in relation with RFID usability, it helps to understand generalized
RFID application model for healthcare and it capability to improve healthcare processes
within specific scenarios.

Blood/
laboratory
management

Notes and
Files
management

Theatre
equipment
management

Healthcare
RFID
Applications

Patients
management

Drugs
management

Clinical
waste
management

Sterilization
management

Beds and
Chairs
management

Fig. 16. Healthcare RFID applications

14.1 Theatre inventory management

Theatre inventory management is a separate healthcare management discipline which
facilitates surgery and support theatres” other processes. Theatre equipment management is
necessary because without equipment availability most surgeries are not possible such as
hip replacement surgery needing the exact size and shape bowl for patient’s surgery. If the
exact surgery equipment is not available at the time of surgery then the surgery has to be
cancelled. The theatre inventory management is complex due to various conditions. For
examples, for some types of equipment the expiry date is very short and the theatre cannot
keep this type of equipment for long periods of time that is why management like to keep
inventory at low level for these types of equipments in order to avoid loss. Surgeons want to
use new equipments in some cases depending on the patients’ age and condition.
Maintaining the level of inventory for these kind of equipments are very difficult. RFID can
provide automation for the inventory update and support management to maintain their
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critical inventory effectively within low budget and meet the theatre requirement at the
same time.

14.2 Equipment sterilization management

Sterilisation equipment control and maintenance is very complex due to a variety of
functions. Sterilisation unit works in conjunction with theatre. Sterilisation unit deals with
two type of equipment: consumable and reusable. Both types of equipment management are
difficult. Consumable items either goes into recycle after use or it remains inside patients’
body such as screws use for fix patients” bone. Although consumable items” management is
easier then reusable but sterilisation unit still needs to maintain record for all equipment
including consumable items for audit purposes, analysis and research. In case, patients get
infection after surgery then the sterilisation unit needs to record those cases in association of
equipment used for those patients.

Reusable items management is more difficult due to various functions such as theatre
supply, theatre collection, recorded use for each equipment, synchronisation with surgery
scheduling, equipment orders with suppliers, equipment washing, packaging, sterilisation
and others. Equipment is used in the form of a set of items in surgeries. Every surgery
requirement is different and sterilisation needs to fulfil the theatre requirement according to
the theatre schedule for every surgery otherwise the surgery cannot perform better. If any
patient gets infected then sterilisation needs to back track all the equipment used for
particular surgery including individual items within equipment set which may be part of
other equipment set after use. In this complex scenario, it is very difficult to keep accurate
record. Accuracy of record even more necessary in case of infected equipment handling.
RFID can provide automation, minimize the errors and keep track individual items; it
allows quick and more efficient information for sterilisation equipment which further
enables better equipment management.

14.3 Notes management

Patients’” notes are important for patients’ treatment. Without patients” history and notes
doctor cannot see patient. Notes are necessary for in-patients and out-patients. Out-
patients such as clinic appointment, if doctor don’t have the notes at the time of patients’
clinical appointment then appointment needs to be cancel. In this case, hospital resource
and time cannot be utilized at optimum level. Staff need in-patients notes on a regular
basis in comparison to out-patients notes, due to the frequency of treatment in relation to
the following; wards, scan and theatre units. In this case there is a need to see patients’
notes at the time of treatment or before treatment. So, it is critical for healthcare
practitioners and clerical staff to make patients’ notes available at the location and time of
treatment. When patients have multiple modalities and multiple staff need to update
notes then notes management is even more complex because notes have to move from one
place to another very frequently. During transfer process notes can go missing and as well
as notes can delay which cause delay or cancellation (depend on medical condition) in
treatment. RFID can improve notes management and automate records for notes location
which can help staff to visualize the status of the notes. This enables staff to collect notes
quickly if necessary without patients’ treatment cancellation. It makes the archiving
process easy and secure. RFID solution also stops unauthorized access which certainly
improves the quality of care.
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15. RFID connecting model

It has been investigated in section 9 and 10 that as technology evolves each time, tags and
hardware increase their performance for better RFID use. Although it is recommended in
figure 14, that the vendor can minimize the complexity at the technological level with
consistent technological upgrades. However, there is no single standardization is available
at technical level and it is very difficult to achieve standardization at technical level too. Due
to lack of standardization it is difficult to rely on one technological solution. In that case,
future technological upgrade may affect application (see section 13 & 14) usability and
application may not compatible with new technological upgrades. However, adoption of
new advancement in technology is also good for better performance. So, it is better to adapt
middle level approach, in which RFID solutions should not stop adaption of new
technological advancement and also does not affect application interface. Especially in the
case of healthcare application interfaces because healthcare applications their interfaces and
integration are really complex. Moreover healthcare applications are significantly big and
need major investment. However, it improves overall organisational performance with
resource optimization significantly.

This research uses RFID for context management and support practitioners knowledge in
real-time environment. Practitioners need constant support with appropriate level of
knowledge management interface. Section 14 discusses the various application need to use
RFID hardware for constant update of equipment, notes and other stuff within healthcare
for better overall healthcare management which is necessary for patient processes. In this
connection, a RFID connecting model for healthcare applications is developed, it supports
RFID application interface should not affect if RFID solution adapts RFID technology
change or upgrade. Figure 17 shows this model, it provide the flexibility to RFID
applications to adopt future technology advancements without changing frontend.

Influence and re-engineer Healthcare Processes, Care Procedures, through Staff Interfaces and patients Services interfaces g
nterface
f Layer
\ Very Loosely Coupled
v v
Integration layer with Clinical service and Patient centred applications
i 1 i Integrat
| Loosely | Coupled | pLegratoy
Layer
v v v
Healthcare RFID Plug-ins and component Integrater and Healthcare RFID Engine Interface
A A f A A A T
\ Tightly Coupled |
v . v l i v l v v Component
Layer
Thg i 2 Notes and Files Drugs Sterilization bk Iand Clinical waste Patients
equipment laboratory Chairs
management | management | management management | management
management | management management

Fig. 17. Hospital RFID application model

It is feasible for staff and healthcare processes to work through the same interface layer. The
interface layer should not need changing due to the integration layer which is based on
patient centred application and healthcare services, and use RFID engine. The foundation of
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engine interface is based on RFID plug-ins and component integrator. In component layer
each management scheme utilizes various types of tags, readers and hardware. Each
component such as drugs management, theatre equipment management can use the same or
different implementation logic. However, it provides feasibility and flexibility for
interaction with healthcare interface through variable set of plug-ins and component
integrator (technical procedures). This model further provide the feasibility to integrate all
management schemes appropriately for better patients process management which can
minimize the error and improvement the performance with resource optimization.

16. Conclusion

This chapter considered the RFID components with its potential alternatives and possible
healthcare applications. The present research defines and analyses the most important RFID
components (tag and reader) with its’ alternatives and its use in various situations. It is
conceived that RFID is very important for resource optimisation, increasing efficiency
within organisational processes, providing enhanced service, and making organisational
staff overall experience better. The research observed various cases in healthcare settings
and analyses the complexity of healthcare processes. However, it is pragmatic to put RFID
for healthcare objects’ (e.g. notes, equipments and drugs etc.) tracking for improved
healthcare service with optimised use of resources.

The first part of this chapter has explained and described the RFID technology and its
components, and the second part has discussed the main considerations of RFID technology
in terms of advantages and study model. The last part explores RFID technology
applications. This chapter considers RFID technology as a means to provide new capabilities
and efficient methods for several applications. For example, in healthcare, access control,
analyzing inventory information, and business processes. RFID technology needs to develop
its capability to be used with computing devices. This allows businesses to get real potential
benefits of RFID technology. This study facilitates adoption of location deduction
technology (RFID) in a healthcare environment and shows the importance of the technology
in a real scenario and application in connection with resource optimization and improving
effectiveness. However, there is no doubt in the future that many companies and
organisations will benefit from RFID technology especially healthcare.
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1. Introduction

This chapter of the book presents the experience and achievements attained in a project
carried out by the National University of Colombia which is intended to design and
implement tools for training students in medical and nursing techniques applied on
neonatal patients. The main result to be shown in this chapter is a virtual and physical tool -
based on RFID technologies - that simulates pathologies in neonates in order to teach
students the correct use of medications by means of umbilical vein catheterization based on
the medical interpretation of the patient’s symptoms. In addition, professor’s and student’s
testimonies are shown referencing their experience with the tool in the generation of
different medical scenarios of diagnosis and in the application of dosification techniques.
This chapter is organized as follows: the project justification is presented in Section 2 along
with other projects already carried out in this line of research; in Section 3, the design and
the implementation is presented; next, in Section 4, the results are exposed and finally the
conclusions and recommendations are stated by the authors.

2. Justification and background

2.1 Justification and problem definition

Around 100 million babies are born every year worldwide and approximately 10% of them
need some assistance to start breathing; 1% of the total requires intensive resuscitation
efforts such as endotracheal intubation and thoracic massages (Murphy & Halamek, 2005).
In neonatology, undesirable events that emerge from medical practice can have a negative
impact on the neonate’s formation and growth. Hence, medical and nursery personnel
training and learning processes with real patients carried out before become a decisive
factor when saving lives and guaranteeing adequate prognosis.

The traditional learning method has two stages: the theoretical knowledge and clinic
experience. The limitations of those stages are illustrated in Table 1: the class environment is
characterized by being extremely theoretical and by the lack of realism and the clinical
setting is where at some point apprentices refine his or her abilities with live patients but
associated with a high risk for their health. In addition, clinics are compelled to ensure
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optimal treatment for their patients from the very first moment they are admitted (Hayes,
1994; Lynoe et al, 1998).

Class Environment

It is characterized by being passive in its learning opportunities
It is focused on teaching instead of learning
Lack of realistic signals, distractions or pressure
Incapable of preparing the apprentice adequately for a real environment

Clinical Environment
Exposes patients to some degree of risk
Learning opportunities are random
Learning is limited by the swiftness of the moment, pressure and high inherent cost

Table 1. Limitations of traditional methods (Halamek, 2008)

Tools that have led to a new way to teach and learn based on Medical Simulation (Murphy
& Halamek, 2005 ); Ostergaard et al, 2004 ; Ziv et al, 2006) by using computational tools and
mannequins are being used to avoid experimenting with real patients and overcome the
limitations of conventional medical training

Simulation with training equipment allows saving lives and improving quality of life since
medicine students can acquire skills and key competences such as the appropriation of new
knowledge, making fast and safe decisions, and the acquisition of clinical experience in
environments similar to those that take place in real emergencies.

Nevertheless, one of the greatest challenges of the simulation and the use of mannequins is
that the condition of a real patient changes throughout time depending on the quality and
swiftness of the diagnostic and the treatment; in contrast mannequins are stable and the
pathology evolution is left to the imagination of the doctor or nurse because the symptoms
are difficult to simulate in the dummy.

Even though the quality of simulators that can be acquired in the market is excellent, there
are some disadvantages such as their high costs and that the controllers which allow
practicing the development of pathologies cannot be used because they differ from the
Colombian health sector conditions. The medicine faculty of the National University of
Colombia has developed its own philosophies, methodologies and technical approaches to
diagnose and to follow schemes under adverse conditions like those found in healthcare
centers in any region in Colombia. Nevertheless there is an important barrier to teach and
learn because commercial simulators do not allow the presentation of these philosophies,
methods and techniques developed in this institution. (Currea, 2004)

On top of that, many of the commercial simulators have limited communication
infrastructures among the different elements of such simulators; such is the case of wired
connections to exchange data between the controllers and mannequins that can be replaced
by radio frequency technologies and radio identification (RFID).

Due to the importance of the topic and the mentioned limitations, a variety of tools for medical
simulation have been developed in the present project by members of the Master in Industrial
Automation of the National University of Colombia using dynamic models that allow the
generation of diverse biomedical signals of a neonate in order to work with a more real
perception. In addition, a virtual and a physical tool for the simulation of neonatal pathologies
has been created based on RFID technology in order to teach students the correct way to
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administrate medications through the umbilical cord based on the medical interpretation of
the patient’s symptoms which are recreated by virtual reality using animated graphics.

2.2 The medical simulation: context and background

A simulator is an artificial representation of the real world giving the enough fidelity to
achieve a specific goal in the learning process (Halamek et al, 2000 ; Ostergaard et al, 2004;
Rall & Dieckmann, 2005) .

Medical Simulation is also defined as the imitation of a real thing, situation or medical
process for the practicing of skills and resolution problems (Halamek, 2008). It is a recent
method for learning among healthcare areas, and it reduces the gap between cognitive skills
and clinical experience.

In general, medical simulation has been structured into 5 categories; see Table 2, according
to the method proposed by David Gaba (Small et al, 1999) : verbal, standardized patients,
body parts trainers, computerized patients and electronic patients.

Category Characteristics

It is based on knowledge communication by using role
plays.

Actors that perform and evaluation, for instance, on the
way to obtain clinical data, the necessary skills to carry
out physical checkups as well as communication and
professionalism.

Verbal Simulation

Standardized Patients

Anatomical models of body parts showing a normal

body parts trainers state or representing any illness or problem.

Interactive patients that can be either software-based or

C terized patient .
omputertzed patients part of an internet-based world.

These are software applications that operate over a
Electronic Patients virtual reality or a mannequin and the clinical
environment mimicked is integral.

Table 2. Schemes of medical simulation

The main advantages of simulators are (Halamek, 2008 ; Murphy & Halamek, 2005 ; Ziv et

al, 2006) :

e It does not generate any risk to the patients due to it reduces the error probability or
undesirable events in human beings.

o It allows practice without interferences and interruptions.

e It facilitates feedback from both the professor and training environment to the student.

¢ Simulations can be organized in convenient moments for both trainees and trainers.

e It can be scalable in intensity in order to know the needs of apprentices in all levels of
experience.

e It allows the practice of unusual routines and situations.

e It promotes the integration of cognitive, technical and behavioral skills.

e [t facilitates the training of students into multidisciplinary teams.

e It promotes the use of multiple learning strategies.

e [t facilitates an objective evaluation for each student.
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Simulation has been formally used in medical training in the last decades. Nevertheless,
representation of signs and symptoms referenced in the literature or in the theater can be
actually considered as the predecessors of non-technical simulation. Application of this tool
was delayed because of high costs and lack of rigorous testing which generated skepticism
as well as resistance to change (Ziv et al, 2006) . Some of the most relevant predecessors of
simulators for medical training are presented in the following sections.

2.2.1 Computerized simulators

Computerized simulation in the medical area started in 1960 with a graphic communication
system (Khalifa et al, 2006). Computers facilitated the mathematical description of the
human physiology and pharmacology as well as the worldwide communication and the
design of virtual worlds (Smith & Daniel, 2000). This resulted in the development of a
virtual reality prototype for medical training in which the user was represented by an avatar
which was capable of handling its virtual instruments and carrying out medical procedures.
This platform allowed several users and multiple modules of simulation that allowed the
creation of a shared virtual environment (Stanfield et al, 1998); in this latter aspect, N T and
Smith and the colleges from California University used their experience in cardiovascular
physiology and anesthetics to develop “Sleeper” which was the precursor of the current
BodySim® designed for practicing resuscitation (Cooper & Taqueti, 2004). Years later,
MicroSim® would be released to the market; a CD-ROM of Laerdal intended to provide
structured training in medical emergencies (Perkins, 2007).

Currently, all the branches of surgery including general surgery (McCloy & Stone, 2001),
urology (Hoznek et al, 2003), neurosurgery (Spicer & Apuzzo, 2003), gynecology (Letterie,
2003), and orthopedic surgery (Tsai et al, 2001) have made use of virtual reality in one way
or another. In addition, anesthesiology and other medicine subspecialties oriented to
procedures such as gastroenterology, lung science and cardiology that have been included
in the area of virtual reality (Gillies & Williams, 1987).

2.2.2 Physical simulators

Mannequins to teach obstetric skills and reduce high mortality in infants were patented in
1960 (Buck, 1991). In particular, Resusci Annie®, Laerdal’s emblematic product; is one of the
first landmarks in the history of medical simulation because even when it was initially
designed for mouth to mouth respiration, it subsequently evolved by integrating a spring in
its chest to allow cardiopulmonary resuscitation.

The first patient simulator at human scale was called Sim 1® and it was built by the
University of California. Some features of this simulator include pupils that can dilate, jaw
that can open, eyes that can blink, respiratory movements and heart beat synchronized with
temporal and carotid pulse (Cooper & Taqueti, 2004).

Gaba built the Comprehensive Anesthesia Simulation Environment (CASE) prototype in
1986 en Stanford. Similar to other innovations, its high cost limited the acquisition of the
mannequins to a reduced quantity in medical centers. Several European centers developed
their own computerized mannequins for simulation. ACCESS®, Sophus® and Leiden® are
three examples of inexpensive simulators developed worldwide (Chopra et al, 1994). After,
the KISMET® simulator (1993) introduced distant-surgery, which initially had low realism
in quirurgic simulations but was quickly improved parallel to the progress in technical
elements and computer power. The partial mannequin Simulator-K was developed to assess
cardiac abilities (1990) (Takashina et al, 1990).
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At the same time, UltraSim® reproduced the relevant abdominal pathology in obstetrics and
gynecology; then, the ophthalmic training system evolved into virtual reality with EYESI®
produced by VRMagic; this one was initially designed as a simulator of vitreoretinal surgery
and then it became the learning tool of a deeper ophthalmic quirurgic procedure (Khalifa et
al, 2006).

The first training program based on simulation of neonatal resuscitation was developed in
Standford University by the mid 90's (Halamek et al, 2000); then, Gaumard Scientific
Company produced a mannequin of a neonate capable of simulate cyanosis.

2.2.3 Electronic simulator

A computer application was developed by the end of the 90’s which enabled remote
observation and control of the most relevant signals for the neonates monitoring (cardiac
frequency and skin color), and also, a virtual model of the patient was implemented in
which the vital signals could be controlled by an external Java application (Korosec
et al, 2000).

In the year 2000, Laerdal presented SimMan®; it was the first human-scaled portable
mannequin designed to train the skills and performance on resuscitation scenarios. This
model also generates heart bits, mimics respiration and blood pressure and allows the
trainer to develop and to edit his or her own scenarios or reuse preset scenarios (Perkins,
2007).

Then, SIMA adopted a new approach and introduced a personal computer, software, a
monitor and 8 training scenarios. Currently, SimBaby® is the simulator used for training
neonatal resuscitation which includes the software and a technologically advanced and
interactive mannequin.

These commercial simulators have excellent quality but present some disadvantages; among
them are the high cost (Halamek, 2008) and the fact that there are special training centers
needed that at the same time require instruments, monitors, mannequins and technical
personnel to control and supervise training (Korosec et al, 2000).

3. Proposed design for the neonatal pathologies simulator

Taking into account the characteristics of the models presented in Section 2, and in order to
build a tool for both Medicine and Nursery students to acquire skills in diagnosing neonatal
patients, an interactive simulator has been designed. This device consists of a screen that
allows the instructor to program the health status of a patient by modifying its vital signs to
create different pathologic and non-pathologic scenarios; then students are asked to define
what they believe should be the appropriate treatment.

The vital signs are simulated because they are the main indicators that reflect the
physiological status of vital organs (brain, heart and lungs) which immediately express the
functional changes in the organism. The vital signs are the measure of different variables:
cardiac frequency, pulse, respiratory frequency, blood pressure (systolic, diastolic and
average) and temperature. Nevertheless, literature also recommends complementing these
parameters with other useful measurements such as Pulse-Oximetry.

Acquiring the ability to interpret in an adequate and opportune way those physiological
parameters (vital signs) is essential in medical training as it helps healthcare professionals
and first aid personnel in selecting an appropriate treatment among the different choices.
Determining and analyzing vital signs is very important during an emergency where many
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patients arrive with a huge variety of clinical conditions, especially for neonatal patients
whose symptomathology cannot be described thoroughly. Healthcare students must learn
how to choose the correct medicine and dose according to the patient’s particular
symptoms. The minimum increase of a dose or the wrong medicament injection can be very
prejudicial for an infant, it also can cause dead in extreme cases. Hence, a mannequin has
been adapted to identify some medicines that trainees apply via umbilical vein
catheterization and to show the health status after the treatment.

Figure 1 shows the graphic scheme of the neonatal pathologies simulator its main elements
are: a graphic interface that shows the vital signs and allows selecting the medication, an RFID
medicines programmer, a syringe applicator, a mannequin that identifies medications and a tool to

acquire data.
P "\f

-’T ’:I-:

RF

Data Acquisition
< — |

Fig. 1. Graphic of a virtual and physical simulator of a neonatal patient

In a training scenario, students and instructors must do the following: the instructor changes
the vital signs of the patient (frequency and maximum and minimum values) through the
graphic interface that shows the vital signs such as: ECG, pulse, pulmonary pressure and CO2
and O2 levels. In this way, the instructor can modify the health status in order to generate
diverse medical scenarios. Subsequently, the student has to choose the applying medication
and its dose once the diagnostic has been carried out through the same graphic interface.

The data of the medication and its dose chosen by the student for treating the patient are
sent by an RFID programmer connected to the computer to the fields of an RFID Tag that is
attached to the syringe (see Figure 1). In addition, the mannequin has an RFID reader
embedded in its abdomen to receive the data stored in the Tag when the syringe is
approached to the identifier by the student.

Once the described process is carried out, the vital signs of the patient are automatically
modified by the software in the mannequin according to the chosen treatment. In this way, a
new health condition is presented to the student as a feedback indicating whether the choice
of medication and dose has been the correct one or not. The neonate’s condition is reported
continuously to the computer by using an acquisition tool implemented with wireless
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communication between the emitting module in the mannequin and the receptor in the
computer. In this way the patient’s health is constantly monitored not only by watching the
mannequin but also it can be seen in the graphic interface.

The mannequin produces cardiac sounds. It also recreates the skin flushing and, by an LCD
screen, it is possible to see its rectal temperature and cardiac frequency.

4. Theoretical foundations

In this chapter is presented the previous investigation made about the vital signs which are
relevant to accurately make a diagnostic over a newborn’s health as it would happen in real
life. Numeral 4.1 summarizes the main medical signals that were simulated: ECG, cardiac
frequency, pulse, respiratory frequency, arterial pressure and levels of CO2 and O2, among
others.

The selected medicines to be used in the system are shown in numeral 4.2 as well as some
parameters such as the supply method and affected variables. These medicines can change
the health status of the newborn which will be immediately reported to the computer where
the instructor can evidence the decision made by the trainee considering the changes in vital
signs and appearance.

4.1 Variable monitoring

Intensive care units were created due to the need of exhaustive and strict monitoring of
patients with high risk pathologies. The current status of a patient is assessed by watching
and continuously recording the physiological and pathophysiological parameters and then
their evolution as result of the therapeutic applied by watching the hemodynamics.
Nowadays, monitoring patients is an important part of all medical care due to it allows
watching the progress of a patient and guarantees an early detection of adverse events or
late recovering.

In Figure 2 the variables that were simulated in this project are presented.

Simulation and Tracking of the newborn's health status

Variables tracking Trace analysis

+ Heart rate

+ Respiratory rate * ECG signal

+ Rectal and Body * Pulmonary Medicine and
temperature pressure signal >l Dose Selection

« CO2 Level * Pulse signal

+ Oxygen saturation * CO2 level signal

+ Cardiac output

Fig. 2. Diagram of the virtual simulator of a neonate patient (Software)
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4.1.1 ECG Signal y cardiac frequency
Signal morphology

The heart is the central structure of the cardiovascular system. Contraction of any muscle is

associated with electrical changes called “depolarization”; those changes can be detected by

electrodes located on the body surface. Although the heart has four chambers, from the
electric point of view it has only two as the two auricles contract together with the two

ventricles (Hampton, 2008).

The muscular mass of the auricle is smaller than the one of the ventricles and in thus, the

electrical change produced by the contraction of the auricles is also small. The contraction

of the auricle is associated with the “P” wave of the ECG signal. The ventricular mass is
large which generates a high deflection of the ECG signal when the ventricles are
depolarized; that wave is called the QRS complex. The “T” wave of the ECG signal is
associated to the returning of the ventricular mass to its electrical state - repolarization

(See Figure 3.a).

The diagnostic of the diverse pathologies is done based on the analysis of the following

characteristics of the ECG signal (see Figure 3.b) (Resiner & Clifford, 2006):

e Cardiac frequency (Heart Rate): the number of heart bits or pulsations is commonly the
ventricular frequency. The normal range for an adult is between 60-120 bpm; for a
newborn it fluctuates between 100 to 160 bpm.

e  Regularity: R-R and P-P intervals are analyzed in search for anomalies.

P Waves: Size, shape and position are analyzed.

QRS waves (complex): Size, shape and position are analyzed.

e T Waves: Size, shape and position are analyzed.

PR, QRS and QT intervals: These are analyzed and compared to standard ranges.

e U Waves: These waves are normally invisible, that is, their presence is symptom of
anomaly.

The implemented mathematical model

In order to generate the synthetic signal, the dynamic model adapted from MsSharry
(MsSharry et al, 2003) was used; this model generates a trajectory in a tridimensional space
(3D) with (x, y, z) coordinates. The quasi-periodicity of the ECG signal is shown by the
movement of the trajectory along a limit cycle of unitary radius in the (x, y) plane. Each
revolution of this cycle corresponds to a heartbeat.

The different points in the ECG (P, Q, R, S and T) are described as attractors or repulsors,
positive or negative in the z direction; these are placed with fixed angles along the unitary
circle given by: P, Q, R, S and T (MsSharry et al, 2003). The Dynamic equations of
movement are given by a set of ordinary differential equations (Equations 1, 2, 3).

X =0x — 0y 1)
=0y —wx 2)
£
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ie={P,Q,R,S,T}
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Fig. 3. a) Heart depolarization and repolarization (Jones, 2005), b) Characteristics of the ECG
signal (Resiner & Clifford, 2006)
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Where:

a=1-yx* +y? 4)
A; = (0-6;)mod (2m) )

6 =arctan(y,x) )

Yo is the angular frequency of the trajectory; time, angles, a and b values for a normal child
can be found in (MsSharry et al, 2003).

Angular speed is obtained from the power spectrum of the signal given by the sum of
Gaussian distributions described in the Equation 7.

, [(f—flf] , [(f—fz)zj
S __% 2¢2 + (¢} 2¢3
(f) J2ne? ¢ J2nc3 ¢
With f,=0,1, f,=0,25 and standard deviations c¢; =0,01 y ¢, =0,01 (MsSharry et al,

2003).
The synthetic signal was obtained in LabView ®, as can be observed in the Figure 4.

)

Amplitude

Time

Fig. 4. Synthetic ECG signal

4.1.2 Pulse signal
Signal morphology

When the heart beats, it generates a pulse wave caused by expansion of the arteries by the
circulating blood. This signal has a rounded initial peak that smoothly decreases to a sharp
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depression called "dicrotic notch" that occurs as a result of abrupt closure the aortic valve,
finally descending to the diastole (see Figure 5.a). This particular waveform is due to the
overlapping between a pressure wave, which starts from the heart to the periphery and the
other, reflected at the bifurcation of the descending aorta (see Figure 5.b).

Systolic

ercussion wave
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Dicrotic wave
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Fig. 5. a) Morphology of the pulse signal (Jones, 2005), b) Composition of the pulse signal
(Vanetta & Gomez)

The Elasticity and status of arterial walls determine the size and shape of those waves. The
pulse wave measures the speed at which blood travels throughout the vascular system. A
slow or obstructed movement of the blood flow means slow transference of nutrients to the
cell. This condition might result, among other things, in high blood pressure, lack of energy,
low metabolism, loss of memory and can affect negatively the immune system.

In general, the following can be identified by analyzing the characteristics of the pulse signal:

e  Premature levels of ageing and stress of the vascular system

e  Efficiency of heart pumping

e Arterial elasticity and obstruction levels of large and small arteries

¢  Early signs of cardiac stress

The implemented mathematical model

In order to generate the synthetic signal a mathematical model was used, this model
generates a trajectory in a tridimensional space (3D) with (x, y, z) coordinates. Each
revolution of this cycle corresponds to a heartbeat. The waves that compose the signal are
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described as attractors or repulsors, positive or negative in the z direction; these are placed
with fixed angles along the unitary circle The Dynamic equations of movement are given by
a set of ordinary differential equations (Equations 8, 9, 10).

X =0x—oy 8)
y=oy-ox ©)
=
t=— Y @A ) _ (z—2zy) (10)
ie=(R,1}

Where:
a=T1—x?+12 (11)
A®; = (0—-6;)mod(2m) (12)

6 =arctan(y,x) (13)

The synthetic signal obtained can be observed in Figure 6

Amplitude

Time

Fig. 6. Synthetic Pulse signal

4.1.3 Arterial pressure
Morphology of the signal

Blood pressure is the force that blood exerts against the arteries” walls. This variable
depends on the volume of blood in the vessels and the distensibility of the walls. If the
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volume of blood that enters the arteries equals the exiting volume in a period of time, the
arterial pressure remains constant. Nevertheless, during the ventricular systole (contractions
of the ventricles) a high volume of blood enters the arteries while only a third is expelled
towards the arterioles. During diastole (heart relaxing after a contraction) there is no blood
entering the arteries although there is a continuous amount of blood going out caused by
the elastic recoil of the blood vessel walls. The maximum pressure exert on the arteries
while the blood is expelled during systole is called “systolic pressure”. The minimum
pressure on arteries when the blood is drained to the rest of vessels during diastole is called
“diastolic pressure”. The pulse pressure is the difference between the systolic pressure and
the diastolic pressure; finally, the mean pressure is the average of the pressure during the
whole cardiac cycle (Sherwood, 2010) (see Figure 7).

120 b= = = — Systolic Pressure
Pulse
" Pressure
Mean
8 Pressure
93 |
80 ¢ Diastolic Pressure

Fig. 7. Components of the arterial pressure wave (Sherwood, 2010)

In practice, arterial pressure is expressed as the systolic pressure over diastolic pressure.
Values produced by those measurements and their limits (meaning hyper or hypotension)
are relative and depend on each patient and their inherent factors; nevertheless, it is
established that a normal reading for an adult patient could reach up to 135/90 mmHg.
In contrast between 140/90 mmHg and 160/110 mmHg there would be mild
hypertension. If the result is above these values, it would indicate a severe hypertension.
On the contrary, values under 100/60 mmHg would represent hypotension or low arterial
pressure. Values of arterial pressures in newborns vary significantly compared to those of
the adults and are defined by variables such as gestational age, weight and postnatal age,
among others.

The implemented mathematical model

In order to obtain the blood pressure signal, the linearized and improved cardiovascular
physiology model presented by Beneken has been used (Beneken, 1965). This hydraulic
model of 10 compartments describes: systemic and pulmonary circulation (see Figure 8).

The model accepts changes in blood volume and intrathoracic pressures as inputs, and
generates the pulmonary and systemic pressures as outputs. Blood pressure is calculated for
the model of each compartment (Equation 14), the input flow (Equation 15) and the volume
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changes (Equation 16). Equations of the compartments adjust with each other as the input
flow of one compartment depends on the pressure of the previous one and the changes in
volume depend on the input and output flows. The expressions use elastance, resistance and
volume variables.

plt) = EGo()-UV) (14
= Lul=P0) (19
U0 — )~ fouat) (16

Pulmonary arteries Pulmonary veins

Time-variant

Right Ventricule elastance Left atrium
Valve
Resistance
Right Atrium Left ventricule

Elastance

Inertia

Extrathoracic veins

Fig. 8. Physiology Cardiovascular Model (Beneken, 1965).

The inertial behavior of the blood in the arteries is defined by the differential equation (see
Equation 17).

dfethu(t) — pitha(t) +PTH - RETHAfetha(t) - petha(t) (17)
dt LETHA

Where PTH represents the average intrathoracic pressure, RETHA is the resistance of the
extra-thoracic arteries and LETHA represents the inertia of the blood flow in the arteries.
Data of the constants of a newborn patient were obtained from (Beneken, 1965). The
synthetic signal obtained to represent the pressure is presented in Figure 9.
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Fig. 9. Synthetic pressure signal

4.1.4 CO; Levels and respiratory frequency
Morphology of the signal

The concentration of CO; in expired gases has a close relationship with tissue metabolism,
systemic circulation and ventilation. Capnography is the graphic record of instant
concentration of CO; in gases expired during a respiratory cycle (Bhavani-Shankar et al,
1992). A capnogram is divided into four fundamental phases (see Figure 10).

The first Phase (A-B) represents the initial stage of breathing. In this phase, the gas occupies
unused space, normally containing CO,. In point B, a strong movement is shown in the
capnogram which is the Phase (B-C). The slope of this movement is determined by the
uniformity in the alveolar ventilation and in the respiratory emptying. In point D, the CO;
concentration shows its highest value at the end of the respiratory cycle. When a patient
initiates the inspiration, fresh gas enters and there is a significant drop of the baseline.
Unless there is a re-inhalation of CO; the baseline approximates to zero (Barash et al, 2009).

CO, D

(]

A B E
Fig. 10. Normal Capnogram (Barash et al, 2009)

The frequency of the figure above is known as the respiratory frequency or respiratory rate
and corresponds to the number of respirations (inhalation and exhalation) within a period of
time.
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The implemented mathematical model

The capnogram is divided into four fundamental phases (see Figure 10). This wave shape
can be described by decreasing exponentials that model the aspiratory and expiratory
processes. The frequency of this signal is related with the respiratory frequency.

The dynamic model used describes 2 first degree differential equations; the first expression
describes de aspiration (see Equation 18) and the second describes all the cycle, expiration
and aspiration (see Equation 19).

af 1.~
2 ) "
ANcoy =i(—NCOZ +o(f(t—D))) (1)
dt T

Ty 12 define the time constants of the exponentials that represent the inspiration and the
expiration respectively. Besides, ¢ and « define the baseline and the maximum CO; of a
respiratory cycle. Finally, D is defined as the time in which the respiratory process takes
place. In the Figure 11 synthetic signal obtained is shown.
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Fig. 11. Synthetic capnogram

4.1.5 Other variables
Temperature

Human beings along with birds and mammals are categorized as warm-blooded animals or
homeothermic beings; that is, that despite of being exposed to a variety of temperatures,
homeothermic organisms keep their temperature steady. Cells in the body perform
optimally within a temperature range between 35 to 38 centigrade degrees.
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The center of temperature regulation of humans is the hypothalamus; this is an area in the
brain above the pituitary gland that acts as a thermostat to maintain the body’s internal
temperature within a range between 36,1 - 37,7 centigrade degrees.

Regarding to this measured values, if the oral temperature is above 38 °C, it can be said that
the individual has a fever. On the other hand, rectal temperature is always higher than the
oral one by 0,6 °C whereas axillary temperature is lower than internal temperature by 1 °C.
A failure in the thermoregulatory system with temperatures equal to or greater than 41 °C
would lead to a malign hyperthermia, which is characterized by a failure in the mechanisms
of heat loss.

Hyperpyrexia takes place when the body temperature is 41 °C, taken as an isolated reading,
or if there is an increase of 1 °C every 2 hours. This could be originated by fever or
hyperthermia. On the contrary, hypothermia is the decrease in central body temperature
(rectal reading) below 35° C. The most common cause is the accidental exposition to
extremely low temperatures which may take place during winter, accidents in mountains
and immersion in cold water.

Cardiac output

Cardiac output is composed by two main factors: the “ejected volume”, which is the blood
volume expelled by the heart in each heartbeat and the “cardiac frequency”. The
multiplication of both factors expresses the cardiac volume per minute or, what has been
called “cardiac output”.

Cardiac output normally decreases during normal sleep as well as under general anesthesia.
Some anesthetics such as the halothane can reduce the cardiac output excessively as it
reduces the sympathetic discharge in the cardio vascular system. In particular, a strong
circulatory insufficiency is characterized by an abnormally low cardiac output. In chronic
cardiac insufficiency, the cardiac output can be limited only during intense physical activity;
nevertheless, after certain time, the reduction also takes place even during rest limiting the
physical capacity .

During physical exercise, incremental cardiac output takes place; likewise, cardiac output
can be greater than 50% by the end of pregnancy as well as under certain pathological
conditions such as hyperthyroidism or arteriovenous fistula.

Oxygen saturation

Oxygen saturation is defined as the relationship between the amount of oxygen combined
with hemoglobin present in a particular location and the maximum amount of oxygen that
could be combined with the hemoglobin in the same setting. In this way, oxygen saturation
indicates the amount of oxygen that is being transported by the plasma.

Under controlled conditions and constant monitoring, the saturation needed to reach and
keep proper blood oxygenation can reach levels of 97% in infants; similarly, at altitudes such
as that of Bogota, saturation can fluctuate between 88 to 92 % with a maximum range
between 85% and 95%.

4.2 Selecting medication and dose

Once vital signs of newborns have been simulated to create different scenarios, the
medicines that will be used by the simulator have to be selected in order to stabilize vital
signs in case the trainee finds a pathological scenario. The following substances that are of
common use in neonates were initially considered (Taketomo, Hodding, 2010):
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e Cardiovascular: Adenosine, Digoxin , Dobutamine, Dopamine, Indomethacin,
Terbutaline.

¢  Respiratory System: Aminophylline, Dexamethasone, Salbutamol.

e Central and peripheral nervous system: Phenobarbital, Phenytoin, Fentanyl,
Midazolam.

e Miscellneous: Adrenaline, Atropine, Human albumin 20%, Atropine, Sodium
Bicarbonate, Furosemide, Calcium Gluconate 10%, Cristalline Insulin, Physiological
Serum 0,9%, Pulmonary Surfactant, Vitam K1, Vecuronium.

From the previous list some medicines that are administered via intravenous route were

selected. Similarly, those that can be administered via umbilical vein were chosen since

this is one of the most common ways used during the neonatal period and also because
this is the place in where the identifier will be located (See Figure 1). According to these
parameters, the selected medications are: Adenosine, Adrenaline, Atropine and

Terbutaline. Each of them has a different purpose but physically they have a similar effect

in the patient. Table 3 summarizes the selected medications with their corresponding uses

and their side effects.

Medication Use Side effects
Arrhythmias
Redness - Flushing
Bradycardia
Hypotension
Apnea
Tachycardia
Adrenaline - Increase heart rate Cardiac arrhythmia

Epinephrine Sudden death
Hypertension
Arrhythmia
Fever
Flushing
Tachycardia
Tachycardia
Increase heart rate Arrhythmias
bradycardia Flushing
Hypertension

Convert tachycardia in to

Adenosine .
a sinus rhythm

Atropine Sinus bradycardia

Terbutaline

Table 3. Table of medicines, their uses and side effects.

It was also important to determine the proper dose for each of the selected prescriptions. In

order to find this information, the following guidelines have to be taken into account:

e  Concentration in Vaccine Bottle: it is the ratio between the amount of solute (mg) and
the amount of solvent (mL). It has to be specified how many milligrams of the vaccine
bottle need to be administrated to the neonate according to his/her weight.

¢ Necessary dilutions: Dilution is the process by which the concentration of a solution is
reduced by adding a solvent. Vaccine bottles containing pure medication or initial
concentrations are not used in newborns due to their cardiovascular, respiratory and
immune systems would not tolerate them.
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¢ Neonate’s weight: This parameter is relevant to know the dose to be administered by
taking into account the weight in kilograms (Kg); along with this information, the
proper dose to be given to the newborn can be determined. The proper dose has to be
calculated accurately since in case of administering a wrong amount the newborn can
suffer undesired side effects.

In Section 5.1.2 the appropriate dose is presented for each medicament according to the

newborns” weight.

5. Implementation of the system

All the information referenced in the previous section was considered when implementing
the virtual and physical interactive simulator. Vital signs simulated in a virtual way allow
the instructor to recreate different medical scenarios; medications allow trainee to choose the
treatment that will be applied. The mannequin reflects the health condition of the neonate
which indicates the student whether the right medicament and dose have been selected.
Taking these mentioned elements into account and in order to design and implement the
simulator, the main system blocks and the data flow are shown in Figure 12. Each of these
system blocks will be explained in this chapter along with the implementations obtained in
each of them.

Graphical user interface

Medicine Syringe
Programmer Applicator

"1 Identifier

Health Status| | Medicine
Simulator in Selaection in
LabView LabView

Data acquisition

Fig. 12. System block diagram of the neonatal virtual and physical simulator

5.1 Implementing the graphic interface

Observing the vital signs on a screen is very important for both doctors and nurses during
their training process because specific problems can be found through their traces, shapes,
curves and their numeric values. Usually these specific problems cannot be found only by
hearing the heart beats, checking the temperature or by chest auscultation. In the software
application developed, different vital signs can be read and the patient can be treated
according to the diagnosed pathology.
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5.1.1 Simulating the health condition of a neonate in LabView ®

The models explained in the previous section are implemented and visualized in a graphic
interface developed in LabView®. The result of this process can be seen in Figure 13.

The interface allows the modification of the different parameters in order to obtain a wide
diversity of medical scenarios; nevertheless, the feedback variables from the mannequin are:
the cardiac frequency, the respiratory frequency, the rectal temperature and skin flushing. The
interface is used, mainly, to train students of the healthcare area for acquiring diagnostic skills.
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Fig. 13. Graphic interface developed in LabView ®

5.1.2 Selection of the medication in LabView ®

The correct dose is calculated for each medicament according to the drug main information.
Table 4 shows the concentration of each vaccine bottle, the dilution and the dosage
according to the neonate’s weight. These 4 medications are available in the graphic interface
of the computer according to the pathological scenario that also includes the neonate’s
weight that is also selected on screen. The interface of the medication programmer can be
seen in Figure 14. (Young & Magnum, 2008)

Concentration | Drug Dosage mL by weight
(mg/mL) | Dilution | 1Kg 2Kg 3Kg 4Kg
Adenosine 3 1:9 0,17 0,33 0,5 0,67
Adrenaline 1 19 0,1 0,2 0,3 04
Atropine 1 19 0,2 04 0,6 0,8
Terbutaline 050r1l 1:9 0,10r0,05( 0,20r0,1 1030r0,15| 0,40r0,2

Table 4. Correct dosage according to the neonate’s weight
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As shown in Table 4, the scenarios that can be generated by the instructor are created in the
virtual interface where the neonate’s weight and medication are selected throughout a
dropdown menu for each item; for weight selection purposes there are four options: 1Kg,
2Kg, 3Kg and 4Kg. The medications implemented are: Adenosine, Adrenaline, Atropine and
Terbutaline. The selection of the dose is detailed below.

Weight Selection

1Kg 2

_Medicine Selection Doses (ml)
Adrenaline
Atropine
Terbutaline

PROGRAM

P

Done

d

0-

Fig. 14. Snapshot of the interface to select medication and neonate’s weight

5.2 Implementation of the syringe applicator and selection of the dosage

The dosage is selected by the trainee when he or she takes the syringe or applicator and
makes the load up movement. To determine the dose, a Hall Effect sensor (UGN3503) is
strategically located in the rubber plunger tip while a magnet is placed in the bottom of the
syringe barrel in order to measure the magnetic flux density changes while the load up
movement is simulated. The sensor is a transducer that varies its output voltage when
detecting a change in the magnetic field. An ATmega8 microcontroller is in charge of
converting the data from analogue to digital and then codification is made. Data are sent
wirelessly to the data acquisition module in the computer by using the serial
communication transmitter TLP434 connected to the ATmega8 microcontroller.

The wireless communication is unidirectional. The transmitter operates in a frequency of
433,92MHz which belongs to the Ultra High Frequency (UHF) band. The receiver RLP434 is
connected to an ATmega8 microcontroller that is in charge of the signal decoding. The
decoded byte is sent to the Data Acquisition card of LabView ® (ADQ Labview®) (See
Figure 15).

Once the data are in the computer, the information is processed and the amount of
medication is shown in the screen. Dose may fluctuate between 0 mL to 1 mL with a
resolution of 0,02 mL. Once the medication and the neonate’s weight have been selected and
the trainee has loaded up the medicament in the syringe, the information is programmed in
the Tag that is attached to the syringe.
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Fig. 15. Syringe applicator and wireless signals sending to the Data Acquisition Module

5.3 Implementation of the medicine programmer to write the RFID tag

Tag is programmed in order to store the information related to: the medicine chosen, the
neonate’s weight and dosage that will be applied to the mannequin with the intention of
stabilizing its vital signs. Figure 14 shows the “Program” button that needs to be clicked to
save the data in the Tag. To achieve this task, an RFID read/write device is used; this device
allows writing (no contact) several types of RFID smart cards. The one used in this project
belongs to the Mifare® family based upon the ISO 14443A standard.

The device has and RS232 interface which is used to establish the communication with the
computer where medication, neonate’s weight and dosage are selected. In order to have an
adequate communication between the computer (by means of LabView®) and the writing
device to program the Tag, a protocol that depends on the predetermined communication
parameters of the ACG HF Mifare Easy Compact Plug and Play needs to be adjusted. Some
of the device’s features are: the transmission speed is 9600b/s, with 8 bits; it does not require
a parity bit or handshake and it requires a stop bit. See Figure 16.

In order to access the Tag, it is necessary to send some control words by means of the
reading/writing device (Three pass Authentication). The integrated circuit that is embedded
in the electronic Tag has an EEPROM memory of 8192 Kbit; this circuit is organized into 16
sectors with 4 blocks of 16 Bytes each. An authentication procedure needs to be carried out
for each sector to change the value of each block in the Tag. Three blocks in sector 2 are used
in this particular project: block 8 stores the information about the medication, block 9 is used
to store the information about dosage and block 10 stores the information about the
neonate’s weight. (See Table 5).

The Tag has a built-in PCB antenna that provides the typical reading range of 90 mm which
implies that when the programming needs to be done, it has to be within the detection
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range; therefore, it is necessary to place the syringe or applicator (with the Tag attached)
near the programmer so data can be sent properly from the writing device. This process is
carried out when the student loads up the medication into the syringe; in that moment the
applicator or syringe needs to be near the vaccine bottle where the RFID programmer is
located. Simultaneously, the instructor, who should be in front of the computer at that
moment, has to click on the “Program” button on the screen and the information is
transmitted and stored in the Tag.

RFID Programmer

Syringe
RS232 Interface | Applicator
L

Computer

RFID Reader/Writer

Fig. 16. Programmer of medications RFID

It is worth to mention that the memory capacity of the Tag allows the storage of a high
number of medications, turning this module into a scalable project.

Tag Information
Sector Block Data Byte Value Means
000000002 Adenosine
o 000000003 Adrenaline

8 Medicine type -
000000004 Atropine
000000005 Terbutaline

2 9 Dosage 00000000<Byte<00110010 | 0 mL < dose <1 mL
00000001 Weight=1Kg
) 00000002 Weight=2Kg

A Newborn's Weight -
00000003 Weight=3Kg
00000004 Weight=4Kg

Table 5. Tag information and memory uses

5.4 Implementation of the identifier (Mannequin)

As soon as the data have been stored in the Tag, the trainee has to approach to the
identifier or mannequin simulating the injection of the medicine by umbilical vein
catheterization, and meanwhile the Tag is read to determine whether the action carried
out was the indicated one or not. In that moment, the decisions of the medicine or nursery
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student are evaluated. Even though the graphic interface can also be used to judge the
trainee’s choice by using its virtual simulation models, the physical evaluation of the
patient confronts the student with reality. It is necessary to install an RFID reader/writer
device in the abdomen that allows reading the information in the Tag in order to make the
neonate react according to the decoded data. A microcontroller is specially programmed
to receive the information from the Tag right at the moment when the trainee is about to
inject the mannequin.

Once the Tag's information has been read, it is necessary to process the data to determine
the reaction that should take place in the neonate taking into consideration its current health
status, medication and dosage programmed in the syringe. The physical simulator will
have the capability of changing its condition based on the effects that should be produced as
a result of the decision made by the trainee.

Visual and audible reactions can be seen and heard in the mannequin according to the uses
and side effects of each medicine shown in Table 3. Medications mainly affect cardiac
frequency and temperature, therefore, the mannequin has a circuit that emulates the heart
sounds (S1 and S) at different frequencies such as tachycardia (high frequency), bradycardia
(low frequency) and cardiac arrest (too low frequency or absent heart beating) or simply
normal status. In order to make this possible, a circuit was implemented by using the LM555
timer that allows generating oscillations. The variation of those oscillations allows the
simulation of the sound produced by the heart when it beats.

The systole and diastole are the movements that a heart performs and each of them
produces a different sound. The first one - systole - is the one with the highest pitch at 60
Hz and the second one - diastole - produces a 45 Hz sound. Those sounds are intercalated
to generate different cardiac rhythms; there is a long silence between the second sound and
the first one of the following beat cycle. This silence lasts at least 50 ms, which coincides
with the ventricular diastole.

Rectal temperature of the neonate can also be viewed on an LCD screen located by its side;
this temperature can vary between 35,5° and 38,3°. Lights on the mannequin surface are
located to emulate skin flushing.

If the trainee makes an inadequate choice to treat the mannequin, its health condition will be
negatively affected showing a pathology that is reported to the instructor on the computer.

5.5 Implementing the data acquisition unit to report the mannequin’s health status

on the screen

Once the effects of the medication are seen on the mannequin, the information is sent to the
computer so the mannequin’s vital signs update automatically every time there is a change
in its health condition (See Figure 17).

Signals are sent from the mannequin to indicate its reaction according to the treatment
applied. Even though the communication is wireless, it is worthwhile mentioning that the
identifier’s transmitter works with a frequency of 418 MHz. This means that no interferences
are generated in the communications between the syringe or applicator transmitter (434
MHz) and the mannequin transmitter (418 MHz).

Data strings of 8 bits (1 byte) are transmitted from the identifier; that byte contains
information about the following variables: cardiac frequency, respiratory frequency, rectal
temperature and skin flushing in the neonate. The cardiac frequency is equivalent to the
frequency of the pulmonary pressure signal, the pulse signal and the electrocardiogram
signal (ECG) which traces can be seen on the screen. In case the respiratory frequency
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changes, the frequency of the CO2 concentration level is affected. Rectal temperature
remains 0,5°C above body temperature under normal conditions (room temperature needs
to be between 20 and 24°C). Room humidity may also fluctuate between 30% and 60% and
the ideal range is 50% to 55% (Bureau of Maternal and Child Health and Resources
Development, 1993).

Width, shape and other features of each graph have to be analyzed thoroughly by medical
personnel and nurses because trace’s anomalies shown on the screen can be a sign of
problems in the neonate’s health.

Mannequin/ldentifier

Syringe Applicator
-------- Microcontroller +
RF Transmitter

4 Computer 418 MHz

1
I

Data Acqulisition Box

I

Microcontroller + !
RF Receiver 418 MHz I
I

I

I

DAQ LabView ©

Fig. 17. Connection between the identifier and the Data acquisition Box

A noticeable message intended to catch the attention of the person who is monitoring the
neonate’s health condition appears on screen to report the neonate’s health status.

6. Results

In order to present the most relevant results of this project of virtual and physical simulator,
such results were classified into three aspects: medical scenarios, medical validation and
cost analysis.

Four medical scenarios of special importance in the neonate’s health condition are presented
in Section 6.1, in addition, simulations of vital signs as well as some images of the
mannequin are shown.

A review of the simulator was carried out by specialist in neonatology and the results are
shown in Section 6.2. The results are presented as a percentage of experts that accept that the
medical scenario modeled in the graphic interface is the correct representation of the real
situation.

Finally, Section 6.3 shows a simplified and updated cost analysis of the virtual and physical
interactive simulator.
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6.1 Generating medical scenarios

The following are the four medical scenarios that can be generated in the system; different

pathologies are created to try the functionality of the simulator. In addition, the way the

mannequin reacts to the treatment is tested and the mannequin health status is monitored.

In order to select a medication, a student has to:

e  Take the applicator

¢ Move the Tag near the RFID programmer

e Select the medication and neonate’s weight on the screen

¢ Emulate the filling in of the syringe with the dosage according to the neonate’s weight
and pathology

e  (lick on the “programm” button on the screen.

In order to give the medication, the student has to:

e Move the applicator towards the mannequin’s abdomen

e  Wait for about 15 seconds until the mannequin reacts!

e  Assess the mannequin’s reaction

e  Observe the different signal’s graphs on the screen to evaluate the neonate’s condition.

For each of the cases, a diagnostic is presented along with the suitable treatment to improve

patient’s health.

First scenario

Diagnostic: In the Figure 18 the neonate presents a normal status (Thompson & Crocetti,
1998). The cardiac frequency is 140 beats per minute, the respiratory frequency is 46 cycles
per minute and the rectal temperature is 37,1 © C which is slightly higher than the skin
temperature.

Treatment: the neonate does not require any treatment.
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Fig. 18. Normal status

In real life, times for choosing to re-administer the medicine might change due to the patient’s reaction
but for the model and data processing purposes, the student will only have to wait for 15 seconds.
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Second scenario

Diagnostic: In the Figure 19 the neonate’s weight is 3Kg and presents tachycardia, as shown
in the cardiac frequency image that is at 220 pulses per minute. The respiratory frequency
is 62 cycles per minute showing therefore tachypnea without fever as the rectal temperature
is 36,8°C.

Treatment: The patient needs to be administered 0,5 mL of Adenosine. If after waiting for 15
seconds there is no reaction from the neonate, it is necessary to apply the medication again.
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Fig. 19. Tachycardia and tachypnea

Third scenario

Diagnostic: In the Figure 20 the neonate’s weight is 2 Kg. The neonate presents bradycardia
as shown by the cardiac frequency of 70 bpm; the respiratory frequency is 20 cycles per
minute which means there is also bradypnea and hypothermia (also shown).

Treatment: It is necessary to administer 0.4 mL of Atropine to reverse the severe bradycardia
condition and wait for 15 seconds for the patient’s response; in case the neonate does not
show any reaction it is necessary to inject the medication again. The mannequin’s skin may
show some blush.

Fourth scenario

Diagnostic: In the Figure 21 the neonate’s weight is 4 Kg and presents cardiovascular arrest
(relative); the cardiac frequency is 24 pulses per minute and may continue decreasing (to a
full cardiac arrest). The respiratory frequency is 12 cycles per minute meaning there is
severe bradypnea as well as hypothermia.

Treatment: it can be administered either 0,4 mL of Terbutaline or 0,4 mL of Adrenaline, in
both cases the cardiac frequency increases. If 15 seconds after there is no response from the
neonate, it is necessary to inject the medication again.
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Fig. 20. Bradycardia, bradypnea and hypothermia
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Fig. 21. Arrest (relative), bradypnea and hypothermia

6.2 Medical validation
After developing this project, a study was conducted in order to validate the usefulness of
the interface in the training of personnel from fields such as Perinatology and Neonatology.



Development of a Neonatal Interactive Simulator by
Using an RFID Module for Healthcare Professionals Training 79

This user evaluation was a key step of this work as it allows confirmation of the veracity of
the signals obtained in the interface.

A group of 16 experts in Perinatology and Neonatology was selected for this stage in order
to evaluate the trustworthiness of the scenarios previously described. In this way, they
evaluated the second and third scenarios described before where the neonate shows fever,
tachycardia and tachypnea - second scenario - and the other where bradycardia, bradypnea
and hypothermia are shown- third scenario. The constants were chosen based on expert
medical advice from team members of this project.

The specialists were then presented the two scenarios in the simulator and a sheet where
they wrote the set of pathologies they considered matched the represented constants.

The results (see Table 6) were highly satisfactory as the signals and, in general, the tool
was considered excellent, realistic and user friendly by the consulted specialists in the
healthcare area.

Fever, Tachycardia and Tachypnea

Expected selection 100,00% 16
Unexpected selection 0,00% 0

Hypothermia, Bradycardia and Bradypnea

Expected selection 97,00% 15
Unexpected selection 3,00% 1

Table 6. Evaluated Scenarios

7. Conclusions

The tool developed in this project consists of a neonatal monitor that shows ECG, pulse,
pressure and CO?2 level signals based on a physical system that simulates the use of
medications with the implementation of an RFID module. This module allows wireless
communication between the syringe and the dummy that cannot be found in commercial
simulators.

Neonatal simulators, like the one presented in this work, are an educational tool for students
of health sciences as they allow the acquisition of knowledge and skills, making faster
decisions and more confidently, promoting realistic training in teams and acquiring
practical clinical experience. The results of the validation of scenarios were satisfactory
confirming that it is an educational tool as well as a practical and intuitive one.

The present developed tool has advantages over the commercial simulators in terms of
budget needed for its implementation; the cost of the developed tool is around 7350 USD
while the cost of the commercial ones, depending on their degree of complexity, range from
20000 USD to 58000 USD. This fact makes the project a viable and profitable option for
training teams on neonatal care.
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On the other hand, the development of a simulator that suits local training necessities
provides the possibility of working in multidisciplinary research topics where knowledge
from Medical Doctors, Engineers, and industrial designers, among others can be shared for
successful results. In addition, it generates an environment that allows increasing the trust
and experience needed in research in order to resolve multidisciplinary issues as the ones
dealt with herein.

This work is the first phase of a larger project that includes a virtual simulator with the
ability of generating synthetically all the signals that describe the patient’s vital signs; and a
physical simulator - mannequin - that exhibits the characteristics of a neonate allowing the
simulation of signals that are also in the virtual simulator.

As future developments, we propose the implementation of bidirectional communication
(monitor-mannequin) when transmitting all the variables that are visible in the simulator.
Also, the implementation of new visible signs in the mannequin such as cyanosis, sounds,
among others can be developed in the future. The simulated monitor could be enhanced
with a tridimensional model of a neonate that would also allow the representation of vital
signs.
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Administration of Cytostatic Infusions
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Masaryk Memorial Cancer Institute
Czech Republic

1. Introduction

Cytostatics which are drugs used to treat oncologic diseases belong to very dangerous
substances. These drugs often have very low therapeutic index, i.e. the difference between
therapeutic and toxic dose is very low. Wrong dose can thus endanger the patient very
easily. As these drugs are perilous also for the personnel who are handling them, Czech
laws demand that the personnel concerned pass regular medical examinations. The number
of shifts on sites where contact with cytostatics is possible has to be recorded. The laws
order the record of basic information on preparation and administration of cytostatics;
however, detailed monitoring of the drug in the course of the whole process is not required.
A state-owned medium-sized hospital with 200+ beds and more than 80 years of experience,
Masaryk Memorial Cancer Institute highly specializes in the treatment of oncologic patients
by surgery, chemotherapy and radiotherapy. The institute is focused on the treatment of
solid tumours, which are in Czech environment represented mainly by breast cancer and
colorectal cancer. For the treatment, the patients can be hospitalised, or, which is less
expensive and has psychological benefit for the patient, receive their treatment at the
outpatient clinic. Thus, the patient comes to the hospital, is checked by his/her physician,
chemotherapy/radiotherapy is prescribed and administered/applied. On the same day,
often just after a few hours, the patient is sent home.

In the pharmacy of Masaryk Memorial Cancer Institute (MMCI) we intended to implement
a system that would be able to record who, where, when and how were exposed to
cytostatics. Furthermore, we wanted to use the active support of preparation, i.e. introduce
software that would help and navigate the personnel during the whole process, thus
reducing the possibility of error. In the course of the project, we decided to include the
outpatient clinic so as the administration of cytostatics could be recorded and supported,
too. There are several ways to monitor the process and the possibilities of information
technology can offer numerous solutions. In the end, radio-frequency identification (RFID)
was chosen because it is more advantageous in some aspects than other systems.

1.1 Previous manner of prescription, preparation and administration of cytostatics

The process was standardised and consisted of several steps. The doctor prescribed the
cytostatic infusions using hospital information system (HIS) and printed it in two copies,
stamping and signing both of them. The prescription was a sheet of paper containing all
days of the protocol and for each day individual lines with particular cytostatics and other
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medications. In the case of outpatients, the patient had to carry one copy to the outpatient
clinic, where he had his seat reserved, and one copy to the pharmacy. In the case of
inpatients, the first copy stayed at the clinic, the second was carried to the pharmacy by
anyone from the personnel. Chemotherapy was prepared according to the prescription, the
prescription was signed by the personnel who prepared it, and returned to the clinic. The
first copy was used as administration protocol at the clinic. The doctor was limited and
could not prescribe any chemotherapy - the prescription was limited by diagnosis and only
treatment protocols approved by the head of the clinic could have been used.

1.2 Critical points of the previous process

In the process, there were several critical points, where an error could have occurred.
Because the pharmacy runs according to quality system and is regularly inspected and
audited following EN ISO 9001:2008, no significant errors occurred. There were several
control mechanisms, mainly based on the principle that the personnel watched each other
and on strict adherence to standard operation procedures (SOPs). Thus, the change in
preparation or patients was excluded. However, the person preparing the infusion could
take the necessary volume twice and so accidentally double the dose. Such an error could
not have been identified.

As the patients, or their relatives, had to carry the prescription to the pharmacy in person,
and sometimes did not want other people to know they were treated by chemotherapy - the
prescriptions were traditionally printed on yellow sheet of paper size A4 - they folded the
prescription and put it away. Sometimes, they forgot to hand it over and they themselves
were the reason why they had to wait for the administration for a long time.

In some cases, it was not possible to backtrack the batch number of used drug, which is
important e.g. in the case of side effects. Since the drugs have limited stability after first use,
this stability was recorded by dating the particular vial. If incorrect date was written on the
vial, a drug of unwarranted quality might have been used.

The entrance of the personnel in the preparation room was recorded in written form.
Making regular monthly or yearly sums was difficult and any erroneous record was
practically impossible to find.

1.3 RFID technology in healthcare

RFID technology is based on the communication between a unique carrier of information,
ie. a RFID tag, and a suitable reader. This technology has recently found its use in
healthcare (Lahtela & Hassinen, 2009; Lahtela & Saranto, 2009; Sun, Wang, Wu, 2008).
Technical report prepared by RAND (Oranje-Nassau et. al. 2009) for the European
Commission describes seven cases within the European Union. In one case, the project failed
completely, in two cases, the RFID technology was replaced by another technology for
economic reasons. It was these two cases, where RFID technology was used in hospital
pharmacies to control the preparation and administration of drugs. One of these cases was
the University hospital in Geneva (Spahni et al. 2006). The RAND report praises the
technology as it can lead to increase in quality of healthcare; on the other hand, the report
warns against its high costs. The costs are in case of RFID technology much higher than in
other technologies, e.g. barcode or its derivatives.

RFID technology was used in hospital pharmacy also in Akita University Hospital in Japan.
In the Czech Republic, RFID technology is used in three hospitals, in one case for
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equipment, in one case for laundry and in our case for the control of preparation and
administration of cytostatics. Another hospital announced its plan to introduce RFID
identification in its management of blood and blood products.

2. RFID project at MMCI

2.1 Information systems

The preparation and administration of cytostatics is a matter of concern of three different
information systems.

Hospital information system (HIS) contains all information on patients and their visits in
hospital - reports, laboratory results, records, etc. Concerning chemotherapy, HIS contains a
list of all chemotherapy protocols that are or used to be approved by the management of the
clinic and are based on published information. Protocols that are not in use any more are listed
only for information and the doctor is not able to load them from the system. The doctor has to
use particular protocol for allowed diagnosis only. Only minor changes in protocol are
possible: the dose of the cytostatic drug can be reduced (the reason has to be recorded),
auxiliary therapy - antiemetics, antihistaminics, ions, liquids, growth factors - can be added or
modified, and the days of the protocol can be moved slightly forward or backward.

Pharmacy information system (PIS) is standard software used in Czech and Slovak
pharmacies. In this case, it is modified by adding new modules, e.g. the active support of
preparation or personnel entry monitoring. Both HIS (GreyFox) and PIS (Medea) are
products of Stapro, a Czech software company specialising in healthcare software.
Information system for administration of cytostatics (AIS) that is used in the outpatient
clinic, and in the future possibly in the inpatient clinic, was developed solely for this
purpose by IBM.

This three information systems exchange and store information allowing its backtracking or
control. All three information systems are also available as “testing versions”, which are
used for training purposes and development of new functionalities.

2.2 General communication flow

Within the system, three different information systems communicate with each other and
are connected by the means of a service bus as shown in Figure 1.

HIS (blue colour) is connected with Relational Database Management System (RDBMS) and
communicates through APP Server with the service bus. The communication follows the
JMS/XML format.

PIS (yellow colour) has three key modules: personnel entry evidence, storage evidence and
active support of preparation. It is connected with RDBMS and communicates through APP
Server with the service bus. The communication follows the JMS/ XML format.

AIS (violet colour) communicates with the service bus in HTTP/SOAP/WSDL format.

2.3 RFID tags

The system is based on passive RFID tags, ISO standard 15693, working frequency 13.56

MHz. These tags are used in three different forms.

e adhesive labels for the vials, 31.5 mm x 16.5 mm

o adhesive labels for the infusion bags, 55 mm x 75 mm, on which RFID printer prints
further information

e plastic ID cards.



86 Deploying RFID — Challenges, Solutions, and Open Issues

Doctor Pharmacy Nurse
Stapro GreyFox Stapro Medea Application
4GL Progress 4GL Progress I

Evidence of personnel

Storage evidence WebSphere

Active support Application server
+ Premises server

RDBMS AppServer RDBMS AppServer :_E|
Progress 9.1 Progress Progress Progress =
10.1C >
o
>
3
=
%)
o
—
Progress OpenEdge Adapter
Sonic Enterprise Service Bus
Connect Mamon Metadata Repository
BL Service
AppServer | | RDBMS
. Progress Progress
Admin 10.1A

Fig. 1. General communication flow.

In the course of the project, tags of other standards, e.g. I-CODE, and other working
frequencies were tested. We supposed that the evidence of personnel would be based on
rings with RFID tags identified by a frame with RFID reader working with UHF frequency.
This idea was abandoned. The system used now may require higher activity on the side of
the personnel, on the other hand, it is clear whether the personnel is entering or leaving the
room, or just checking if the reader is functional. The personnel can clearly see if their entry
was recorded correctly or who is inside the preparation room without actually having to go
and have a look.

For several months, the vials were labelled by ARIO-SDM70 nano-tags, which was just a tag
with a small antenna covered by an adhesive. The small size of the antenna was
disadvantage, as the tag and the reader had to be in close contact and in correct position,
which might have been tedious. Furthermore, the small size itself made it often difficult to
find the tag on the vial at all.

Even though there is evidence (Erdem et al., 2009) that interference between the tag and the
infusion bag is possible because the inside of the bag is conductive we did not meet such a
case. We do not have any problems with interference between RFID tags and medical
equipment (infusion pumps) either. Such interferences are known with other frequencies
than 13.56 MHz (van der Togt et al., 2008). In Japan, there is the shortest allowed distance
between a 13.56 MHz tag and medical equipment - 22 cm; however, testing showed that the
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risk is significant in high-output antennas only. Actually, these are not used very often
(Hanada & Horigome, 2008).

2.4 Technical solution — pharmacy

Figure 2 shows a simplified ground plan of the pharmacy. Turquoise colour corresponds to
clean area class A, blue colour clean rooms class C. Light blue colour indicates material and
personnel entrance hatches with material/personnel flow direction indicated by arrows.
Red squares stand for RFID readers on the premises. Preparation room 1 is purposed for
cytostatics, preparation room 2 for auxiliary medications.

The core of the system is a standard WLAN network, to which a service bus is connected.
The network connects standard PCs in the Storage, in the small storage beside Preparation
room 2, in Goods Intake room and in Completion room. These PCs are equipped with dial
readers (RFID + barcode). In personnel entry, there is a small tablet PC with fixed RFID
reader. In Preparation room 1, there are three isolators. An isolator is a special box, in which
there is clean area Class A inside, their front side has two arms with gloves through which
the personnel works. The backside of isolator is equipped with a touch screen and fixed
RFID reader. The PCs themselves are positioned outside the preparation room, where they
are easily accessible and not exposed to aggressive disinfectants. In Preparation room 1,
there is also an industrial PC and a printer with RFID module. The printer is put in a
pressure box where it is protected from disinfectants. In the pharmacy, there is also other
necessary equipment, e.g. barcode printers. The system of work requires that RFID reader,
industrial PC and RFID printer have to be available in at least two specimens. In case of
maintenance or fault any equipment can be replaced immediately. There are three isolators,
only two of which are in use, the third one is a reserve.

Goods Cormpletion 1 B

= ] Preparation

Pre-prep 45 roar 1

Storage
. | IR (ol

A

e

v

Freparation
room 2

Fig. 2. Simplified ground plan of the pharmacy

2.4.1 Communication flow
RFID reader is connected with the PC through USB port that behaves as a serial port. RFID
agent takes over the data by the means of RFID adapter and via a Message Queue (MQ)
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client sends the message to the Premises Server, where the data go through App Server (via
Message Driven Bean, MDB) and are sent by the means of Sonic MQ to the service bus.
Initially, RFID readers were connected by the means of Premises server. This solution was not
fully reliable and in final solution is used in one case only. The readers are now connected
through an USB port directly to the PC with the running application (Stapro MEDEA).

2.4.2 Readers

RFID reader reads the identification number (electronic product code, EPC) from the RFID tag.
Obtained information is transferred along an USB connection to a PC, where it is processed
further. In the course of the project, four different types of RFID readers were tested and used.
RightTag reader was initially used in the completion room where it was connected to a
tablet PC. This reader reads RFID tags only. Because the completion process requires the use
of both RFID tags and barcodes, this reader is now not used.

TagSys reader was placed initially in the room between Good Intake Room and the Storage;
in these two rooms, there were reading frames connected to the reader via a coaxial cable.
The reader itself was connected with the PC by a WiFi connection. Even though it was
possible to work with one reader in two rooms, it was not possible at the same time. As
there is neither visual nor audio possibility to communicate between both rooms and the
WiFi connection was not reliable, we do not use this reader any more. Later, the whole
hospital was covered by WiFi and so there was not any interference.

Sonic MQ Sonic server

RFID reader

PC

Premises server

]
.
]
j
]
]
]
]
Serial driver/USB Interface Driver .
]
]

E MDB App Server
\ RFID agent VDB
RFID Adapter .

MQ Client e Ll MQ - ]

Fig. 3. Pharmacy. Communication flow

ACG readers are placed on goods intake, in personnel entry and in isolators. In the first two
cases, the reader is connected with adjacent PC through an USB port. Should the reader or
tablet PC in personnel entry break down (such a case happened) the particular part of the
application can be run on the PC in the room of goods intake. In the isolators, the readers
are placed in special covers that protect them from disinfectants and that are glued on the
backside of the isolator. These readers are connected to particular PCs via an USB port (for
details see chapter 2.4.7).
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CPT8000 reader is a dual reader, working with both RFID tags and barcodes. These readers
are used in the storage (RFID), auxiliary medication storage (barcode), and completion room
(RFID+barcode). These readers are used also on other sites within the pharmacy.

2.4.3 RFID printer

In the preparation room, there is a printer SATO CL408E with RFID module. We use self-
adhesive labels with in red pre-printed warning cytotoxic substance. The RFID tag itself is
glued to the underside of the label. The printer couples the information on the preparation
with the RFID tag and receives a confirmation that the coupling was successful. Only then is
the label marked as usable. If the coupling fails, a new label has to be printed. The printer
has to be protected from disinfectants and therefore it is placed in a special custom made
pressure box. Next to the printer, there is an industrial compact PC with touch screen, which
is used to run the application controlling the printing of RFID labels, a sub-module of the
active support. The printer used to be connected with the computer though WiFi but after
several months, this connection was replaced with standard Ethernet, which proved to be
more stable and reliable.

2.4.4 Serial driver/USB driver
This driver serves the RFID reader on a low level and forms a virtual COM port, through
which the communication with the RFID reader is channelled.

2.4.5 RFID agent and premises server

Console application serves the RFID reader and communicates with RFID Premises
Server. Initialising and configuring when the RFID reader is switched on, RFID agent
converts the protocols from RFID readers into the form of standardised messages. It
shows up as an icon in the status area of the task-bar (green rectangle if running correctly,
otherwise yellow or red).

Premises Server is a server application and connects communication buses IBM MQ and
Sonic MQ. Each reading corresponds to one record in this format: [2/26/09 15:31:34:734 CET]
00000027 SystemOut O EventTagMDBean CONSUMED MESSAGE: null

2.4.6 Communication protocol

The protocol manages the transfer of information on the EPC of a RFID tag from the reader
to the service bus SonicMQ, where it is picked up by the HIS for further processing. The
message contains information listed in Table 1.

The protocol contains other types of messages that enable the beginning and the end of the
reading process at particular location and find out the status of reading location. These types
are not in use at present.

2.4.7 Connection of isolators

Technology in isolators is connected with particular PCs that serve it by the means of
USB/Ethernet converter. This method was chosen as the distance between an isolator and
its PC is as much as 8 m. Such a distance can’t be bridged reliably by a mere USB cable.

In isolators 1 and 2, the LCD touch screen is connected via a VGA cable with the PC. LCD
touch screen and RFID reader are connected with the PC through USB cable, USB/Ethernet
converter and switch. The switch is connected by Ethernet with an IP Watchdog,.
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Tag Message - TagEvent

Published to MOU.RFID.Event.Tag

Message Property | Value

RFIDEvent TagEvent

RFIDEpc EPC, e.g.: E07576576576 AD

RFIDLocation Name of the location, e.g.: Sklad.Cyto.Reader.1 (Reader in Storage room)
RFIDTagType Type of the Tag, now only ISO15693 tags are used

RFIDTimestamp | In the format used byMQ

Table 1. Tag event

In isolator 3, the LCD touch screen is connected with the PC via a VGA cable as well as via a
serial port, Ethernet and switch. The RFID reader is connected with the PC via an USB cable,
converter, and switch. The switch is connected by Ethernet with an IP Watchdog.

The conversion from USB to Ethernet is managed by UBox2. This device enables the
prolongation of USB through a LAN local computer network (Ethernet, Internet). USB-
connected devices at the UBOX are accessible for more users at the same time. In contrast
with traditional USB cable, the UBOX connection is not limited by the distance from the PC.
Two USB devices can be connected at the same time (full-speed 12 Mbps). The energy
supply of the USB device is standard (up to 500 mA for each device). UBOX ports appear in
the operating system among other USB ports; however, they are only virtual USB ports,
redirected to the UBOX port.

IP Watchdog GIOM 1200 is an automatically controlled socket which behaves according to
user-defined rules. The socket can be used to switch on and off various devices, watch IP
devices, reset servers, etc. In our case, the Watchdog is used to watch automatically if the
communication is running correctly.

2.4.8 Software solution

Technologically, the solution is based on the integration of applications from two
information systems that were already in use at MMCI. This software was modified or
newly developed to suit the new demands. Following applications have to be changed:
StaproMEDEA Logistcics - pharmacy information system that manages complex logistics of
drugs, or other stored commodities. Based on the demands of the project, the system was
updated with a module using RFID identification of drugs, a module using RFID
identification of personnel and a module supporting the preparation of cytostatics.
Electronic communication with other systems was modified and improved, too.
StaproGreyFox - hospital information system supporting many inpatient and outpatient
processes. Based on the demands of the project, the whole chemotherapy module was
transformed. The medication is now supported more effectively and the communication
with adjacent systems is improved. The system represents a sole information system that
enables the doctor to have access to all necessary information without a need to search in
other systems.

All communication XMLs have the main element named “chemo”. This can have different
attributes, in which the particular XMLs differ.
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The receiving of XML have to be confirmed by the other side. If the “return” value equals
“OK”, the communication happened correctly. If the “return” value differs from “OK”, an
error occurred and the user is informed.

2.5 Technical solution — outpatient clinic

The outpatient clinic is used by those patients, who only visit the doctor, prescribed
intravenous chemotherapy is administered to them and they go home, spending only
several hours in the hospital. This is repeated for all the days of their chemotherapeutic
cycle. Outpatient clinics are more convenient for several reasons but two of them are
prominent. Firstly, such a system of care is much cheaper than standard care when the
patient spends in the hospital several days. The second reason is psychological as a short
visit in hospital does not stress the patient so much as a long stay.

RFID support of the administration at the outpatient clinic is processed through the co-
operation of several components. These are HIS, PIS, PDAs used by the outpatient clinic
nurses and the application in these PDAs, and the application on the Premises Server that
communicates both with the PDAs and the HIS.

2.5.1 Hardware

Premises Server components and the HIS communicate with each other by the means of
message exchange through MQ bus. This is the only possible way of communication between
these components. PDA Sockets SoMo650 are used, the CF (Compact Flash) RFID reader for
PDA is inserted in a slot in the PDA. In the outpatient clinic, there is also a WiFi access point
LinkSys WRV200. The number of used PDAs is equal to the number of used seats.

Outside the outpatient clinic, there is an application running on IBM Premises Server that is
placed in the server room of MMCI. This application holds status information on running
application programmes and enables the users to use any PDA for particular record of
administered dose. Thus, the PDA do not contain any long-term status information or any
data on the patient or his/her application programme. The architecture has three levels and
PDAs represent pure presentation level.

PDAs are used by nurse to record the steps taken when administering each drug to the
patient. PDA serves as a tool to read the identificators - RFID tags and barcodes - and
guides the nurse through the process of drug administration, using graphic user interface.
PDAs communicate through a coded wireless network with IBM Premises Server where the
server part of the application is run.

The WiFi access point is located in the nurses’ room at the outpatient clinic. PDAs are placed
at the door to the nurses” room in their chargers. When the nurse is going to administer a
dose, she picks up the PDA from the charger and when working with the patient she has the
PDA at her person. When returning to the nurses’ room, she puts the PDA back to the
charger. Because the PDAs are expensive and there are a lot of people coming in and going
out of the outpatient clinic, a safety frame was installed at the door to the clinic. The
communication is protected by the means of WPA-PSK (Wi-Fi protected access pre-shared
key) and set rules at the MMCI's firewall.

2.5.2 Communication flow
The communication flow at the outpatient clinic follows the scheme pictured in Figure 4.
The piece of information is read by the RFID reader, via its driver the information is send to
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the PDA and on the presentation level it is sent to Premises Server. Premises Server
(WebSphere Sensor Events) is a middleware mediating the communication between RFID
readers and Sonic ESB. Premises Server is connected to Sonic data bus, through which the
information is sent to the HIS. WebSphere application server is an application server, on
which the server part of application is run.
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Reader Driver --| Presentation level of application Cf.NET Time synchronization cliient

Site time server
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Fig. 4. Outpatient clinic: Communication flow. (MQ = message queue, GUI = graphical user
interface)

Examples of communication between HIS and AIS are shown in Table 2.

Name Direction | Queue Structure
Query AIS — HIS | MOU.RFID. Stacionar.doNIS | dotaz
Answer HIS — AIS | MOU.RFID. Stacionar.doNIS | odpoved

Administration programme | HIS — AIS | MOU.RFID. Stacionar.zNIS | program
Administration protocol AIS — HIS | MOU.RFID. Stacionar.doNIS | aplikace

Table 2.

2.5.3 Software
The application in the PDAs support the process of administration of cytostatic and
auxiliary drugs. The application uses information on the patient and prescribed drugs that it
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receives from the HIS. This information is used to check the process of administration. The
application was developed solely for this purpose.

2.6 Evidence of personnel

On the entrance to the preparation room, the personnel have to identify themselves with
their personal RFID ID card. In this way, the evidence of personnel who prepare cytostatic
drugs is recorded. Obtained data are exported monthly and stored in defined folder where
they are accessible for internal and external audits. The number of entries as well as their
total length is recorded. The former meets the requirements ordered by the law; the latter is
more quantitative and can be better related to any incidence of industrial disease. There is
also another important quantitative value - the number of preparations per each person that
shows direct participation in the preparation process and not only the presence in the room.
Figure 5 shows the number of preparations for individual employees in 2010.
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Fig. 5. Number of preparations. Employees with university degree in red colour, technicians
in violet.

2.7 Preparation of chemotherapy

2.7.1 Entry of goods

When goods arrive at the pharmacy, they are put in the entry room where they have to stay
until the entry of goods is finished. Cytostatic drugs can’t be moved to the storage sooner
than all vials are labelled with RFID tags. The tag with its antenna has a form of self-
adhesive label. The PIS couples particular RFID tag with information on the vial: name,
strength, ATC code, batch number, expiry date, price, VAT, supplier, etc. In this way,
unambiguous identification of each cytostatic vial is certain. Cytostatics can be moved
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between storages or moved to a bill only following the rules of RFID identification and only
with the use of the tags. There are several kinds of bills - preparation, move to other storage,
return to supplier, stock-taking - and all of them demand the use of RFID identification.

2.7.2 Electronic prescription of cytostatics

The doctor creates the electronic prescription of cytostatics in the HIS. He/she selects the
patient and for his/her diagnosis can choose only from the list of approved
chemotherapeutical protocols. The protocols are approved by the head of the clinic and are
based on published information only. The doctor has the possibility of some modifications
in the protocol. The individual days of the protocol can be moved slightly forward or
backward, e.g. to avoid the weekends. The dose of a cytostatic can be reduced or particular
cytostatic completely removed from the protocol. Such a reduction or removal has to be
justified (e.g. serious adverse event or side effect) and the reason recorded. Auxiliary
medications (antiemetics, antihistaminics, ions, liquids, growth factors) can be added,
removed, or changed freely. Auxiliary medications can also be used as separate
prescriptions. The prescription has usually one to ten lines. If the protocol consists of more
days, each day has its individual prescription. Then the prescription is signed electronically
- either all days of the protocol at once or only the first day, e.g. when there is a high risk of
an adverse event.

If day 1 of the prescription equals to the actual date, the prescription is sent immediately to
the pharmacy. The doctor has 15 minutes to recall the prescription, e.g. if he/she receives
some new information on the status of the patient and needs to cancel or modify the
prescription. Only after this interval the prescription can be processed in the pharmacy (the
prescription is visible during this interval). If the doctor wants to recall the prescription after
this interval, it is possible but the pharmacy does not guarantee that the prescription was
partially or completely processed (prepared drugs won’t be administered to the patient but
they will be charged to the clinic).

If day 1 of the prescription does not equal to the actual date, the signed prescription awaits
the right date. In case of inpatients, the prescription is sent to the pharmacy automatically at
5:45 in the morning (configurable time). In case of outpatients, the patient has to come in
person to the outpatient clinic and the nurse sends only then the prescription to the
pharmacy. The prescription for the actual date can’t be sent to the pharmacy when the
pharmacy is closed unless permitted by the pharmacy.

2.7.3 Identification

The electronic prescription arrives in the pharmacy. The system records the receipt (reads
the heading), divides the prescription into individual lines and after 15 minutes informs the
user by increasing the number of received unprocessed lines on the taskbar where there are
three numbers - cytostatic, auxiliary, unknown. The prescription is not a fully functional
bill, it is just a prescription stored in the data structure as a heading carrying all information
that arrived from the HIS. The heading also bridges all bills that are created later and belong
to this prescription (at least one bill for each line of the prescription).

When the user sees that there are unprocessed lines, he/she double clicks the taskbar
and thus the CytoEvidence window is opened. This window has three sub-windows. In
window 1 the user processes the unprocessed lines, in window 2, all received lines are
visible, in window 3, all bills related to received prescriptions are visible. Windows 2 and 3
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can be used only for viewing. In window 1, each line is attributed a bill of material, i.e. list of
material that is necessary for the preparation and will be charged automatically (infusion
bags, infusion lines, syringes, stopper, needles, etc.). This attribution is done according to
the ATC code (defines the active substance of the drug) of the line and the way of
administration. The same drugs can be often administered in different ways - e.g.
intravenous infusion or intramuscular bolus syringe; different ways of administration
demand different bills of material. If the system is unable to find a bill of material, i.e. it is
not able to recognize both the ATC and the way of administration, the line is listed as
unknown and the whole preparation can’t be processed until a new/correct bill of
material is defined. The bills of material are defined in the code-list of the system and are
divided to two categories: RC (cytostatics, follows RFID process) and RS (auxiliary,
follows barcode process).
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ustavni lékarna MOU Brno

Fig. 6. RFID label used on the infusion bags (actual size).

Next step is the identification of the drug. Here, the system checks if the ATC code read
from the vial is equal to the ATC code in the prescription. In cytostatics, RFID tag is read
(identifying single vial), in auxiliary medications, barcode is read (identifying stock item). If
the drug has not defined volume and amount of active substance that are necessary for the
active support, the user is warned. After the identification, the user is allowed to print a
label with all necessary information (name and ID of the patient, active substance and its
dose, way of administration, medium and its volume, date of administration, + barcode in
case of auxiliary medications). Vials, labels and all material necessary for the preparation are
thoroughly disinfected and sent to the preparation room.

The system allows for the individual lines to be marked as priority, these appear in later
stages of preparation in red colour and remind the users to process them as quickly as
possible.

2.7.4 Preparation

The application “waiting room” is run on the computer with the RFID printer in the
preparation room. When identified, individual lines are listed in the waiting room in order
corresponding to the time when the prescription arrived in the pharmacy. The lines can be
listed either according to surname of the patient or according to the ATC code. Both ways
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can be convenient under certain circumstances. Lines, where RFID label was already printed
but the preparation was not processed yet, remain in the waiting room and are in green
colour. In such lines, the repeated printing of RFID label is possible, e.g. if the label was
damaged before the preparation. Lines, which have been prepared but not completed yet,
remain in waiting room, too, they are in grey colour and they can’t be processed any more.
In the application, the protocol can be viewed by the user if necessary.
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Fig. 7. Isolator. Vial window.

The user chooses a line and prints the RFID label (Figure 6.). Thus, the direct relation
between the EPC of the tag on the label and the particular medication for particular patient
is established. If the cytostatic is going to be administered in intravenous infusion, the RFID
label is attached directly to the infusion bag. If the cytostatic is going to be administered as
intravenous bolus, i.e. in a syringe, the RFID label is only put beside the necessary material.
Because the syringes are too small, the label can’t be used directly and is attached to the
secondary packaging only. The label contains (from the top): identifiers of the patient - first
name and surname, ID number, INN name of the drug and dose, used medium (here:
saline) and its volume in ml, way of administration, location of the patient, temperature at
which the bag has to be kept and its stability, date of the preparation, location where the
medication was prescribed and the name of the pharmacy.

The user in the isolator identifies himself/herself (by his/her personal RFID ID card, time
lock is configurable and set to 5 min, repeated identification is usually not necessary) and
then reads the RFID label on the bag or the RFID label for the bolus. Then the user reads
the first vial. The system automatically suggests necessary volume (either the full volume
of the vial or a part of it). The user can change this volume according to actual volume
found in the vial. This is important, as two significant cases occur naturally. Firstly, if the
vial contains the precise volume of the drug and if the vial is used for more preparation,
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losses can’t be avoided and the last user is not able to find suggested volume in the vial.
Secondly, some vials contain higher volume - as much as 105 % - and this volume can be
used, of course. In both cases it is essential that the user puts in the system the actual
volume that was taken from the vial. Then, the user takes further vials until required
volume of the drug is taken.
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Fig. 8. Isolator. Preparation window

In figure 7 we can see the window as seen by the user in the isolator (the name of the user
can be seen on top). In the top part of the screen, the user can see basic data on the
preparation - INN name of the drug, dose, volume, concentration, medium (here: saline)
and its volume (here: 20 ml), used pump, way of administration, location of the patient and
his/her name. In the frame below, there is information on the used vial: name of the
product, the volume that was already taken for the preparation (here: zero), and the date
and time limiting the use of the vial. The dials serve for putting in of the volume that was
taken (the input can be either volume or amount/dose). Buttons at the bottom are used to
confirm that the step was finished or for return to previous step. In figure 8 we can see the
moment when the preparation was just confirmed as finished. This windows lists in the
tablet used vials and when the correct volume was taken, it enables the user to finish the
preparation.

The system checks if the user takes the right drug (the ATC code on the vial has to the same
as on the bag) and that the user does not take a drug whose stability after first opening has
already expired. This stability has to be defined for each stock item and has to be watched
because it not rare that the drugs containing the same active substance have significantly
different stability after the opening. If the system recognizes the vial as past its usability it is
charged to individual bill.

During the preparation, the system automatically creates particular bills (either a standard
bill or an invoice) that contain used vials or their parts and material that is defined by the
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bill of material. If the drug was stored in the Study-storage, two bills are formed, one for
each storage. In clinical studies, the pharmacy sometimes uses own cytostatic drugs but
these are not charged to the hospital, respectively to the health insurance company, but
invoiced to the sponsor of the clinical study. This can be easily configured in the system.
When the infusions bags/syringes are prepared, they are sealed in a foil that acts as
secondary packaging and first barrier in the case of an accident. In case of boluses, on this
foil the user attaches the RFID label.

2.7.5 Completion

In the completion room the prepared infusion bags and syringes are controlled by another
employee. All lines of the prescriptions are controlled here. The user reads the RFID label or
barcode and visually checks that the preparation is not damaged, that there are not any
leaks, etc. If everything is correct, the user confirms this fact in the system. If the last line
was confirmed as checked the system suggests that the prescription should be completed.
The message on completion is sent to the HIS. The completion has to processed also with
prescription that was recalled after the limit and was at least partially prepared because the
cycle has to be closed; in such a case no message is sent to the HIS.

2.7.6 Repeated use

In some cases, the preparation is not administered to the patient, usually because of
sudden change in health status, e.g. allergic reaction. If the personnel at the clinic think it
is possible to return the unused infusion bag to the pharmacy, it can be done. Firstly, the
doctor or the nurse has to mark the bag as unused in the application programme in the
HIS. The, the bag is carried back to the pharmacy. Here, the user in Cyto-storage room
chooses suitable recipient - a line in the prescription that has identical ATC code and way
of administration. Moreover, the dose has to be the same or higher than the dose of the
returned bag, as the drug can be added to the bag but not removed. The user then couples
the returned bag with the new preparation. This requires the user to identify
himself/herself with RFID ID card. The stability of the returned has to be respected, too.
However, it is not necessary to use the returned bag on the same day. The user now
destroys the original labels on the bag and sends the bag with material, including more
vials of the drug if necessary, to the preparation room.

In the preparation room, a standard RFID label is printed and attached to the old bag.
Nevertheless, when the RFID label is read in the isolator, it already contains the drugs that
are in the bag. If the dose is the same, the user just confirms that the preparation is finished,
otherwise he/she adds required amount of the drug.

2.7.7 Repeated preparation

At most steps of the process, there is a risk of an accident and damage of the infusion bag.
The bag can be dropped to the ground and burst, cut with sharp instruments, or, which is
most frequent, the bag just leaks. In all cases, repeated preparation of the bag is necessary.
Should the damage occur in the pharmacy, the user can mark the bag as damaged either in
the isolator or in the completion room. Should the damage be found in the clinic, the nurse
marks the bag as damaged in the HIS and the HIS sends a message to the PIS that the bag
has to be prepared again. In all cases, the particular line of the prescription appears back in
the CytoEvidence window. The whole cycle of preparation has to be processed again.
Damaged bag can be charged either to the pharmacy or to the recipient.
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2.8 Outpatient clinic

The administration of drugs is guided by application software that was developed solely for
this purpose and is described in previous chapters. The steps that the nurse has to perform
are described in Table 3. This process is repeated for each line (=medication) of the protocol.

Step | Process
1 The nurse reads her ID card with the PDA.

2 The system verifies the ID. If the ID is listed as nurse, the system shows
information on this nurse (first name and surname).

3 The nurse reads the ID of the patient.

4 The system verifies the ID. If the ID is listed as patient, the system shows

information on the patient (first name and surname) and asks the nurse to
confirm the identity of the patient.

5 The system finds the actual application programme of the patient.

6 If there is not any actual application programme for the patient available, the
system reports an error and returns to the Step 3, enabling the nurse to start
working with another patient.

7 The system finds out if the patient had his/her blood pressure and pulse
measured on that day. If yes, step 8 follows, if not, the nurse has to measure these
values and put them in the application.

8 The system shows the actual application programme of the patient.

9 If the patient is in his/her first cycle and was not educated by the nurse, the nurse
is asked to educate the patient and confirm the education in the system.

10 If the patient has in his application programme unconfirmed oral medications,

these medications are listed one after another and have to be confirmed as the
patient takes these medications.

11 The system finds out if an infusion pump, or two infusion pumps in case of
parallel administration, is necessary for the administrations. If yes, the nurse has
to identify an infusion pump. Identified infusion pump is shown on the screen.

12 The system finds out the actual status of the patient.

13 There are 4 possible statuses: Free, Drip, Pause, and Wait

13a | Free - the administration of the actual item of the application programme can be
started. The system checks if the right dose is going to be administered.

13b | Drip - an item of the application programme is just being administered. The
administration can be interrupted but the reason of the interruption has to be
recorded (e.g. in case of a 3-hour infusion a visit to the toilet or a short walk).

13c | Pause - the administration was interrupted. The pause can be finished and the
administration restarted.

13d | Wait - the administration of the item of the programme can be started only when
the defined waiting time passes (e.g. some treatment protocols have necessary
pause between two subsequent items).

Table 3. Administration of at the outpatient clinic

2.9 Further data
The system produces various data, as almost any operation is to some extent recorded. This
enables retrospective control and traceability of who, when and how performed a particular
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step. These data can be further processed and analysed and the results can be used to
improve the process.

As example, the comparison of at which time the preparation is performed most frequently
can be shown. The working time is divided in 4 shifts as shown in Figure 9. The amount of
work is not divided evenly. Most preparations are processed in the morning. This is caused
by three significant facts. Firstly, the prescriptions of inpatients, whose protocols cover
several days, arrive in the pharmacy first thing in the morning. Secondly, the outpatients
who come only for the administration and not for a check-up by their physician tend to
come around 9 o’clock. Thirdly, the first wave of patients who come also for a visit at the
physician have their blood results ready also around 9 o’clock. Therefore, most inpatients
want their infusions to be prepared in a very short period, flooding both the pharmacy and
the outpatient clinic with their requirements. An unwritten agreement between the
pharmacy and the outpatient clinic states that the patient should wait for his medications
one hour on average (including the 15-minute recall period reserved for the physician).

Preparations in 2010

16000

14000

12000

10000

8000

B outpatients
B inpatients

number of preparations

6000

4000

2000

before 9:00 9:00-11:00 11:00-13:00 after 13:00
shift

Fig. 9. Preparations during the day

In table 4, preparation times are compared. The value represents net preparation time in the
isolator, i.e. between reading the RFID label and confirming the preparation as finished. The
most frequent preparations in 2010 are listed, the lowest number of preparations in this set
being 367 in bleomycin. The preparations were divided in three groups according to the
amount of necessary steps. Group A lists preparations where the required amount is loaded
in the syringe from the vial and then either the syringe is stoppered, or the content is first
diluted with saline to required amount and then stoppered. Groups B and C include
preparations that are administered in infusion bags. During the preparation, the infusion
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line has to be connected to the infusion bag and prefilled with the medium, what increases
significantly the time needed for the preparation. Group B includes preparations that are
taken from the vial directly. Group C includes preparations that have to be first
dissolved/diluted and only then they can be used.

Average and median times are very similar, SD is quite high. Once the content in the vial is
dissolved, diluted or does not require such a treatment, the preparation time depends only
on two physical factors - the volume that has to be taken and the viscosity of the solution.
The data show how convenient it is when a preparation that used to be supplied as
lyophilized powder or concentrate that had to be dissolved/diluted is suddenly available in
dosage form for direct use. This is the case of topotecan in three last months of 2010. This
fact is one of the causes why the data for topotecan are so low. The data show how
inconvenient it is when only vials of low strength are available in the market. This is the
cause of cetuximab exhibiting so high numbers in Group B. Cetuximab is available in 100mg
strength only, requiring 4-10 vials for each preparation. On the other hand, the numbers for
cisplatin and etoposide, which require 1-2 vials for the use, are low. However, in 2011,
significant increase in cisplatin times is expected, as the product is now available in twice
lower concentration - the volume that has to be taken is now twice so high.

P . Average Median SD Number of
reparation .. .. .. .
(min:s)  (min:s) (minis) preparations
Group A
5-Fluorouracil bolus 1:03 0:57 0:36 4728
5-Fluorouracil onyx 1:04 0:58 0:37 3953
Vinblastin 1:46 1:29 1:10 631
Bleomycin 1:54 1:47 1:19 367
Group B
Cisplatin 1:45 1:29 1:13 5009
Paclitaxel 2:40 2:32 1:08 2962
Cyclophosphamide 2:30 2:09 1:32 1900
Bevacizumab 2:34 2:34 1:06 1378
Etoposide 1:24 1:21 0:42 1305
Carboplatin 2:26 2:19 1:01 1196
Oxaliplatin 3:16 3:24 1:28 1090
Irinotecan 2:35 2:25 1:16 990
Doxorubicin 2:29 2:04 2:34 931
Epirubicin 2:50 2:48 0:54 925
Cetuximab 5:08 4:30 2:28 684
Panitumumab 3:21 3:07 1:58 397
Group C
Trastuzumab 3:43 3:32 1:44 2357
Docetaxel 3:49 3:32 1:54 1146
Gemcitabin 4:17 4:11 1:54 1025
Topotecan 2:06 1:58 0:59 1004
Iphosphamide 3:50 3:09 2:54 687

Table 4. Preparation time
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The table illustrates that the preparation time is 1-5 minutes. In the preparation of
cytostatics, automated preparation performed by robots has been in the vogue recently. In
spite of the fact that the producers of the robots promote them as extraordinarily convenient,
the fastest robots need at least 5 minutes for each preparation. The robots decrease the
human factor in the preparation but the benefit on the side of efficiency is still awaited as
well as the patient waits until his medication is prepared.

3. Conclusion

The project was implemented in full run in October 2009. Neither erroneous preparation nor
administration has been recorded. Within the Czech Republic, the RFID technology in
preparation and administration of cytostatics is used solely at MMCI. It is an example of a
multidisciplinary solution which was tailored to the needs of the MMCI. The goal was to
reduce the human factor in the whole process.

The solution leaves two important challenges for the future. Firstly, the administration of
cytostatic and auxiliary medication to the inpatients will be included, as well. Inpatients
receive 40-50 % of preparations processed in the pharmacy. This will require minor
investments in hardware and thorough education of nurses in inpatient clinics. Secondly,
unless the prize of RFID tags decreases significantly in three years, we will be forced to adjust
the system to another type of unique identificator. The system was developed to be suitable for
unique identification in general and only some changes in hardware will be necessary.
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1. Introduction

Today’s hospitals are particularly interested in increasing the quality and efficiency of
patient identification and monitoring procedures. While most patient health records are stored
in separate systems, there is still a huge stack of paperwork left for health-care providers to
fill out in order to comply with different regulations. Since many health care errors occur
when important patient information is missing or simply not available, the electronic
medical records (EMRs) may easily alleviate the distress of most doctors and nurses
working in today’s care system.

The next step beyond the EMR is to connect and provide medical information to primary
care physicians, medical and surgery specialists, anesthesiologists, nurses, assisted-living
staff, patients themselves, patient’s family and so on.

However, each hospital may use a different system, store data in many ways and even
decide upon its own data format. Furthermore, file system access and data retrieval are
often governed by inconsistent parameters. Thus, the availability of medical information is
seriously affected and effective communication among physicians is not achieved.

Within this framework, the present chapter focuses on how RFID technology can be used in
order to solve the problems eHealth is dealing with. After defining the EHR and EMR terms,
we shall focus on presenting an RFID-based system (named SIMOPAC) that integrates RFID
and multi-agent technologies in the field of health care. The purpose of this system is to
make patient emergency care as efficient and risk-free as possible, by providing doctors
with as much information about a patient as quickly as possible. SIMOPAC could be used in
every hospital with the existing systems in order to promote patient safety and optimize
hospital workflow. The SIMOPAC system will assure information exchange with electronic
health record (EHR/EMR) (Smaltz & Berner, 2007; Hallvard & Karlsen, 2006) systems set up
in healthcare units. This information exchange will be in accordance with the HL7 standards
specifications. In the present chapter, we will focus on the RFID technology and how it
could be used in emergency care in order to identify patients and to achieve real time
information concerning the patients” biometric data, which might be used at different levels
of the health care system (laboratory, family physician, etc.). Within the SIMOPAC system,
the access to medical information is granted by an electronic memory-based chip (RFID tag
or transponder). This tag, named Personal Health Information Card (CIP, in Romanian)
(Turcu & Turcu, 2008), allows patient information storage (Jonathan, 2004). We describe a
general purpose architecture and data model that is designed for storing and presenting
clinically significant information to the emergency care physician. Also, we present the
strengths and weaknesses of this RFID-based systems used in eHealth.
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2. EHR vs. EMR

The most common method currently used by physicians in hospitals to record patient data
is paper-based, a method considered low cost and easy to use. But there are various
disadvantages concerning this practice, especially when health records must be stored for a
long period of time. One disadvantage concerns the storage space: paper-based records
require a significant amount of storage space in comparison with electronic/digital records.
Another one refers to the costs involved: electronic storage media is cheaper then traditional
storage media. More problems can occur when a patient’s paper records are stored at
different levels of several health units: the process of collecting patient’s information by a
health care provider proves very difficult and time consuming. In 1990, a study
commissioned by the Institute of Medicine (IOM) highlighted the strength and weakness of
the traditional paper-based health records. Some identified weaknesses were the
disorganization, the illegibility, and the short availability (Van der Meijden, 2001). In order
to eliminate the mentioned disadvantages and weaknesses the use of electronic medical
records becomes imperative (I. de la Torre et al., 2010).
Electronic Health Record (EHR) and Electronic Medical Record (EMR) are two terms often
used in the last years. Even though related to the same field and considered interchangeable,
each of these terms describes a completely different concept and is defined in various ways.
Recently, National Alliance for Health Information Technology (NAHIT), a leadership
organisation that aims at enforcing the use of IT health systems in order to improve the US
healthcare system has defined EMR and HER as follows:
EMR: The electronic record of health-related information on an individual that is
created, gathered, managed, and consulted by licensed clinicians and staff from a single
organization who are involved in the individual's health and care.
EHR: The aggregate electronic record of health-related information on an individual
that is created and gathered cumulatively across more than one health care organization
and is managed and consulted by licensed clinicians and staff involved in the
individual's health and care.
A more elaborated definition of EHR was delineated by the Healthcare Information and
Management Systems Society (HIMSS) - a professional member organization exclusively
focused on providing leadership for the optimal use of healthcare information technology:
EHR: A longitudinal electronic record of patient health information generated by one or
more encounters in any care delivery setting. Included in this information are patient
demographics, progress notes, problems, medications, vital signs, past medical history,
immunizations, laboratory data and radiology reports. The EHR automates and
streamlines the clinician's workflow. The EHR has the ability to generate a complete
record of a clinical patient encounter - as well as supporting other care-related activities
directly or indirectly via interface - including evidence-based decision support, quality
management, and outcomes reporting.
By considering these definitions one can conclude that an EHR is an EMR with
interoperability. This attribute was also highlighted by Justin Barnes (Chairman Emeritus of
the HIMSS) who believes that "the future of healthcare IT is interoperability”.
But selecting an EMR or an EHR software proves a difficult task for a health care services
provider. Mr. Barnes considers that there are three criteria to be taken into consideration
while choosing between EMR and EHR systems:
- Current-year interoperability certification standards (CCHIT- Certification Commission
for Healthcare Information Technology, HL7 - Health Level Seven);
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- Aunique workflow that matches your practice and specialty;

- Excellent usability at the point of care.

Electronic medical records (EMRs) may easily alleviate the distress of most doctors and
nurses working in today’s care system. Besides improving the degree of data availability
among physicians and patients, they certainly increase the traceability of numerous medical
details so deeply buried in traditional records. Still, despite these potential benefits that
cannot be disregarded, doctors have been reluctant in adopting electronic health records.
Most hospitals have improved patient care by reducing wait times in the emergency ward
when they decided to replace their paper-based process for emergency ward admission with
a solution based on informatics systems. With these solutions in place, hospitals save
minutes each time they admit a patient because doctors and nurses no longer fill out forms
manually and improve healthcare outcomes. Thus, it has been estimated that 15 to 18 per
cent of US physicians already use electronic health records (Tucci, 2008).

“Instant access to patient information is key to lifesaving care, especially in the emergency
room and intensive-care unit, where delays may mean the difference between life and
death”, Dr. Mark Smith said (Microsoft, 2006). Currently, Emergency Medical Service (EMS)
providers rely completely on personal and medical history information provided by patients
or family members. It is common knowledge that stress, physical and mental discomfort
prevent most patients and family members to impart vital medical information. Problems
may also arise if there are no family members around or if the patient is unconscious,
incoherent or unable to talk or communicate (e.g. language difficulties).

The next step beyond the EMR is to connect and provide medical information to primary
care physicians, medicine and surgery specialists, anesthesiologists, nurse practitioners,
assisted-living staff, patients themselves, patient’s family and so on.

However, each health unit may use a different system, store data in many ways and even
decide upon its own data format. Furthermore, file system access and data retrieval are
often governed by inconsistent parameters seriously affecting the availability of medical
information. Hence the inefficient communication among physicians.

Microsoft's Feied, a pioneer in medical training computer programs and medical intelligence
software, said physician collaboration is the critical element for improving health care. He
offered an impassioned testimonial. An emergency room physician who estimates he
treated 80,000 patients "with my own hands", Feied said the thing that stuck out as he
looked back on his career was how many times he was put in a position of "guessing over
and over", "flying solo" in an information vacuum. In situations where people "die right in
front of you", he said he often felt he was "one data element away" from stopping a patient
from dying (Tucci, 2008).

The market for bringing healthcare data from disparate sources into one view is growing by
leaps, according to a new study from KLAS, a healthcare research firm based in Orem, Utah
(Klas, M., 2009).

For example, through Microsoft HealthVault and Google Health, Microsoft and Google have
a common goal of managing vast quantities of personal health information to benefit end
users. Thus, these systems encourage and support healthcare patients/consumers to control
and account for their own and family health records.

According to (Impact, 2008), data integration - the automated aggregation and consolidation
information from a variety of disparate systems and sources - across sites of care (inpatient,
ambulatory, home), across domains (clinical, business, operational), and across technologies
(text, video, images) - is the Holy Grail of healthcare information technology.
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Still, it is necessary to find a way to get the vital medical data into the hands of those who
can use it to save lives in emergency medical services, even when there is no connection to
the Internet or the server is down.

Health systems and health policies across the European Union are becoming more and more
interconnected, and also more complex. The European Commission aims at improving the
safety of care for patients in all EU Member States through sharing information and
expertise (EC, 2006). But healthcare is provided through different systems that run at the
national level.

For the moment, introducing informatics systems within the Romanian healthcare proves to
be relatively difficult, as patients data has not been shared at the level of medical entities, the
medical records are not unitary and complete, and cannot be accessed online by the medical
staff, when needed.

3. Healthcare in Romania

Medical care in Romania is not up to European standards and medical supplies are limited,
especially in some rural areas. In larger cities, there are hospitals and private clinics, but in
some small cities or village areas, quality health care level is low.

Hospitals are organized on geographical criteria at the regional, district and local level.
Tertiary care is provided in specialized units (specialized hospitals, institutes and clinical
centres) and in a number of cardiovascular and other surgery departments of teaching
hospitals. Inpatient care is also provided by long-term care hospitals (for patients with
chronic diseases who require long-term hospitalization), medicosocial care units
(institutions under local authorities that provide both medical and social care), sanatoriums
(units that besides usual treatments provide natural therapies) and health centres (inpatient
units that assure medical services for at least two specialties) (C. Vlddescu et al., 2008).

The fact that primary care is provided especially by family doctors is an indicative of the
low efficiency and underuse of primary and ambulatory care services. It is also a proof of
the fragmentation of services and insufficient development of different levels of care.
Emergency care is provided through a network of emergency centres with a territorial
dispatch system connected to hospital wards specialized in dealing with emergencies. Each
district has an emergency dispatch system with a number of ambulances located in hospitals
or dispatch centres and emergency wards at designated hospitals. All hospitals have to be
prepared to receive emergencies, but not all of them are properly equipped for this purpose
(C. Vlddescu et al., 2008).

The emergency system is based on the traditional ambulance system and SMURD
(Romanian acronym for Mobile Emergency Service for Resuscitation and Extrication) as a
complementary service, with a lot of bases in the whole Romania, still expanding.

Today’s Romanian medical sector has not fully embraced the gains and benefits of
information systems. Thus, the medical staff is faced with endless amounts of paperwork of
former and present patients. But, healthcare costs are expected to grow due to the aging of
the population and the increasing demand on health systems. Considering this, one of the
Romanian government’s priorities is controlling public spending on healthcare, in part, by
IT investments.

In this context our research team proposed an integrated system for identification and
monitoring of patients - SIMOPAC (C. Turcu & Cr. Turcu, 2008). This system was designed
to integrate within the distributed medical information system, and privately, to solve the
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issues related to patient identification and monitoring. The SIMOPAC system will assure the
information exchange with electronic health record (EHR/EMR) (Smaltz & Berner, 2007;
Hallvard & Karlsen 2006) systems set up in healthcare units. This information exchange will
be in accordance with the HL7 (HL7, n.d.) standards specifications. Within the SIMOPAC
system, information needed in medical services is stored and can be accessed by means of a
Personal Health Information Card (CIP, in Romanian) (C. Turcu & Cr. Turcu, 2008). This
card will be implemented by using the RFID technologies (Jonathan, 2004), where
information carrier is represented by a transponder (tag).

4. SIMOPAC system

In order to provide high-quality medical services to all its citizens, EU has recently proposed
the interconnection of all health and medical care systems and services. Thus, this proposal
aims at creating a large continental medical service space available to all European citizens
and authorized medical personnel. Unfortunately, the major challenge of implementing e-
Health applications in Europe is the lack of interoperability of European medical systems
and services. In our attempt to address this complex issue, we have proposed an integrated
system for the identification and monitoring of patients, a system that suits the Romanian
medical environment and allows further adaptations to any medical environment.

Today’s Romanian medical sector has not fully benefited from all gains and advantages of
information systems. Patient-related information is scattered among various medical units,
the patients’ charts have no standardized form or content and are seldom complete or up-to-
date; moreover, if needed, they cannot be accessed online by the medical staff. Considering
these major inconveniencies, we have devised an RFID-based system, called SIMOPAC, for
the distributed medical field. Employing the latest Radio Frequency Identification solutions,
the system permits the real time patient identification and monitoring, ensures the
collaborative problem solving in distributed environment (multi-agent technologies) and
provides the communication infrastructure with multi-point connections to the medical
information within the system.

4.1 SIMOPAC objectives

The research’s main objective was the implementation of an integrated system using RFID

technologies, agents and web services in order to identify and monitor patients. Delivering

multi-source real time medical information, the SIMOPAC system aims at optimizing

medical decision by increasing the quality of patient-oriented medical acts.

The major objectives of the research were:

a. increase the efficiency of medical information management;

b. increase the quality of medical services by adopting advanced information
technologies;

c. build and expand the Romanian health information system in accordance with EU
requirements in the field of health and medical care;

d. eliminate all physical constraints of hardcopy documents and to grant immediate
access to medical charts or patient records;

e. establish partnerships among research units in different fields and motivate them to
cumulate their experience and expertise in joint health projects;

f.  give assistance in providing citizens with comprehensive and reliable information.
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The specific objectives of the research were:

a. implement several RFID software applications aimed at patient identification by using
Personal Health Identity Cards (CIPs) that allow the extraction of vital data in medical
care and emergency situations and strengthen patients’ trust in medical treatment as by
considerably reducing medication errors;

b. implement a high-speed communication system that secures the access of the medical
staff to the electronic medical records (bi-directional access) and thus allows all medical
and patient-related information to be shared by all parties involved in health and
medical care;

c. improve the communication among all health-service providers: family
physicians/specialist physicians, hospitals, medical laboratories, etc.

4.2 SIMOPAC facilities

The SIMOPAC system allows:

a. access to medical services via RFID Medical ID Cards;

b. sharing of patient-related information and development of databases containing
patients’ electronic medical records;

c. secure access to medical information databases (for both medical staff and patients), as
well as the complete and speedy bi-directional transfer of information;

d. quick and accurate information gain on the medical status of patients transported in
emergency units (ambulances) and requiring appropriate medication;

e. enhanced communication among all health and medical care services: family doctors,
specialists, hospitals, medical laboratories, pharmacists;

f. automated information-flow in the medical system.

4.3 Standards and technologies employed

SIMOPAC employs the latest technologies and software solutions. Widely used in a variety
of other applications, RFID technologies have proved considerable advantages for the
medical environment. Efficient patient identification solutions have already been reported
by many European and American hospitals. However, according to recent surveys, the
implementation of RFID solutions in healthcare is still in its infancy. The application of this
technology in hospitals is part of the view that in the hospital of the future the patient's life
will not be saved by the latest medicine, but by computer systems.

Within the next ten years, multi-agent systems will trigger major transformations in health
and medical care. The decision to integrate this technology in our SIMOPAC system was
taken after a close consideration of its major advantages such as intelligent, adaptive and
decentralized coordination-solutions and data availability in fragmented and heterogeneous
environments. Our major aim was to design and develop software agents which could
dynamically extract patient-related information from heterogeneous environments within a
distributed communication structure.

4.3.1 RFID technology

RFID technology has been considered one of today’s “hottest” technologies due to its
specialized capacity to track and trace objects in real time (Castro & Wamba 2007). RFID
technology is classified as a wireless Automatic Identification and Data Capture (AIDC)
technology that uses electronic tags to store identification data and other specific
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information, and a reader to read and write tags (Mehrjerdi 2007). Tags are small chips with
an antenna. There are three different types of RFID tags: passive (uses the reader’s signal to
be activated), active (battery powered) or semi-passive (battery-assisted, activated by a
signal from the reader).

RFID technology is also providing a high level of security and has various important
advantages over similar technologies, such as barcodes. It has been successfully
implemented in a variety of areas, such as: logistics operations, inventory and materials
management, industrial automation etc.

Healthcare industry can also benefit from the RFID technology. Although most of the
current RFID healthcare applications and systems are just in some experimental phases, the
future looks promising. Thus, some studies estimate that the market for RFID tags and
systems in healthcare will rise from $90 million in 2006 to $2.1 billion in 2016 (RFIDUpdate
2008). The RFID-based systems can provide a number of benefits to the healthcare industry.
By attaching RFID tags to different entities in healthcare industry (people and objects), RFID
technology can ensure the following: identification, tracking, location and security. These
capabilities directly affect the major issues currently experienced by healthcare
organizations while helping to drive down costs (RFIDHealthcare, n.d.).

The main idea of any RFID healthcare system is to tag patients. Thus, an RFID tag attached
to a patient needs to store some of the patient’s relevant information, such as: identification
data, a list of chronic diseases the patient is suffering from and the most significant data of
patient’'s medical history. But, the common problem of any memory based system has
always been that no amount of memory is ever sufficient (Peacocks, n.d.). On the other
hand, it is well known that RFID tags with large memory capacity are too expensive to be
used in a system with thousands of patients and the only way to keep costs low is to use
passive tags with reduced memory capacity. But it is obvious that a tag with a reduced
memory capacity cannot store all the relevant information related to a patient. This problem
can be solved by storing the vital information on the RFID tag and the additional
information into a central database, based on a tag template. The IP address of the database
server could also be stored on the RFID tag, so that the additional information could be
accessed by the medical staff over the Internet. This way, all relevant patient-related
information will always be available for the medical staff.

Another important feature that an RFID healthcare system should provide is the ability to
integrate and exchange information with similar systems. This could be achieved by using
HL7 standards. HL7, an abbreviation of Health Level Seven, regards the information
exchange between medical applications and defines a specific format for transmitting
health-related information. Using the HL7 standard, information is sent as a collection
of one or more messages, each of which transmits one record or item of health-related
information. The HL7 international community promotes the use of such standards within
and among healthcare organizations, in order to increase the effectiveness and efficiency
of healthcare delivery for the benefit of all (HL7_1, n.d.; Iguana & Chameleon n.d.;
Shaver, 2007).

4.3.2 The HL7 standard

What is HL7? HL7 (Health Level Seven) is a non-profit organization that is a global
authority in the field of interoperability of health information technology (*, HL7). HL7's
more than 2,300 members represent approximately 500 corporate members, which includes
more than 90 percent of the healthcare information systems vendors (Ehto, n.d.).
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Furthermore, HL7 “is a standard series of predefined logical formats for packaging
healthcare data in the form of messages to be transmitted among computer systems”
(OTech, 2007).

Why HL7? Because “HL7 is the most widely used standard that facilitates the
communication between two or more clinical applications. The prime benefit of HL7 is that
it simplifies the implementation of interfaces and reduces the need for custom interfaces.
Since its inception in the late 1980's, HL7 has evolved as a very flexible standard with a
documented framework for negotiation between applications. The inherent flexibility makes
deploying HL? interfaces a little more challenging at times.” (Mertz 2010).

The HL7 messages are in fact clinical information and not only collections of data used to
send information about some events in some healthcare enterprise.

Originally developed in 1987, HL7 Version 2.x is now in use in more than twenty countries
around the world. It contains messages for almost every conceivable healthcare application
area, including the following: registration, orders (clinical and other), results and
observations, queries, finance, master files and indexes, document control, scheduling and
logistics, personnel administration, patient care planning, network synchronization,
laboratory automation (OTech, 2007).

In order to acquire all these, the HL7 standard includes: conceptual standards: RIM
(Reference Information Model), document format standards: CDA (Clinical Document
Architecture), clinical application standards: CCOW: (Clinical Context Object Workgroup)
and messaging standard.

But the use of intelligent agents reduces the need for knowledge about HL7 and interfaces,
and thus reduces the barriers to entry for the introduction of HL7 (Long et al., 2003).

Thus, ontology-based multi-agent systems provide a framework for interactions in a
distributed medical systems environment without the limitations of a more traditional client
server approach (Orgun & Vu, 2006).

We consider agents (Turcu et al., 2009) that cooperate with each other in order to manage
the information flow between local EMR database applications and HL7 message templates.

4.3.3 Multi-agent technology

Agent technology is an emerging and promising research area, which increasingly
contributes to the development of value-added information systems for different
applications. An agent is a small, autonomous or semi-autonomous software program that
performs a set of specialized functions to meet a set of specific goals, and then provides its
results to a customer (e.g., human end-user, another program) in a format readily acceptable
by that customer (Wagner, n.d.). For example, agent technology has been applied in the area
of gathering information from World Wide Web heterogenous data sources. The
performance evaluation of the agent-based system versus traditional systems (client-server
and relational database based systems) was undertaken by some researchers (Yamamoto &
Tai 2001; El-Gamal et al. 2007). The tests reveal that the agent-based systems provide better
times of response as well quicker notification processing.

Healthcare systems are characterized by a wide variety of applications working in
autonomous and isolated environments. The use of agent technology in healthcare system has
been increasing during the last decade. Multi-agent systems become more and more important
in the field of health care as they significantly enhance our ability to model, design and build
complex, distributed health care software systems (Nealon & Moreno 2003)).
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4.4 SIMOPAC architecture
In the last few years, most world-wide medical bodies and healthcare units have shown an
increased interest in the employment of Healthcare Information and Management Systems
and Electronic Medical Records (EMRs). Nevertheless, there are still many problems to be
tackled upon, such as the case when patient information is not available because the unit
which is supposed to offer medical assistance does not own the patient’s medical record.
Furthermore, it is imperative to eliminate the duplication of medical services (e.g. laboratory
tests) so that physicians may easily obtain any patient-related information that is stored in
different databases within different EMR systems. Our research team developed a
distributed RFID based system for patients’ identification and monitoring, named
SIMOPAC. This system enables real time identification and monitoring of a patient in a
medical facility, on the base of CIP. A CIP is a passive RFID tag that is storing relevant
medical information regarding its carrier. The CIP provides a quick access to the actual
health state of a patient and helps the medical staff in taking the best decisions, especially in
case of an emergency. Thus, the risk of administrating wrong medication is highly reduced.
The system is also able to integrate and exchange information with other HL7 and even non
HL7 based clinical applications already developed by other companies or organizations. The
presented system provides an interface to different areas of healthcare, such as: emergency
services, medical analysis services, hospital services, family medicine services, etc.
The different components of this scalable and robust distributed system are depicted in
figure 1.
The Personal Electronic Health Identity Card (PIC in English, CIP in Romanian) is a
prerequisite of patient identification. SIMOPAC CIPs are designed to store patient personal
data, minimum general health data, as well as other vital information indispensable in
emergency situations. Employing the Domain Name System (DNS), the RFID tag permits
patient identification in a SN@URI format, where SN represents the tag series corresponding
to the patient’s CIP. The CIPs store the following data:
a. emergency medical information (blood type, RH, allergenic substances, HIV/ AIDS and
any other chronic or transmissible diseases, etc.);
patient ID + URI server keeping the medical chart;
c. values of 1 and 0 corresponding to a template defined within the system by the medical
staff.
SIMOPAC offers reliable solutions for the distribution of patient-related information among
several medical units. The system requires that all medical units own EHR/EMR
information systems to store patient electronic medical records. Moreover the information
systems must be compatible with 2nd version of HL7 standard. Whenever a member of the
medical staff needs to consult a patient’s medical record, the multi-agent system allows the
gathering of patient-related information, regardless of the patient’s location.
Related to SIMOPAC architecture we can assert that this RFID-based system includes the
following main modules:
- User management;
- EMR viewer;
- Tags management;
- HL7 server.
These modules are shortly described in following subsections.
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Fig. 1. SIMOPAC System Architecture

4.4.1 User management

Needless to say, security is one of the main aspects that should be taken into consideration
when implementing such a distributed system. User management is a critical part of
maintaining a secure system. Ineffective user and privilege management often lead many
systems into being compromised (Teambusiness, n.d.).

The User Management module was designed as a generalized system that enables the
management of all users and users groups within a distributed system. It consists of
different modules, each of them with its own list of entities and rights.
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Within the framework of SIMOPAC system, the User Management module provides the

following main facilities:

- password based access to the User Management application;

- data encryption with the TripleDES algorithm for all important information transferred
over the Internet and stored into the central database (e.g.: user names, passwords,
access rights);

- support for different levels of access rights. This implies that users are granted different
rights to the system’s features;

- management of system registered users (users visualization, adding or removing of
certain users, profile modification, granting/revoking user privileges, etc.);

- modules and entities management.

Figure 2 exemplifies the process of granting/revoking user privileges for different modules

and entities of the SIMOPAC system.

Edit - Group access rights
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Fig. 2. Granting/revoking user rights

4.4.2 EMR Viewer

This module, generically named VizEMR-PC, allows patient identification based on his own

CIP and displays some pre-configured information from the electronic health record of that

patient. The patient identification is based on the patient’s identifier that is stored on his

RFID tag and printed on the CIP. VizEMR-PC module also displays patient information in

the language requested by the user.

This module can be used when the CIP is read at a medical unit and the medical staff wants

to obtain more information about the patient. VizEMR-PC provides the following main

facilities:

- a specialized editor that allows the design (configuration) of a report template. This
template will be used for the interest information from the electronic health record of
the EHR/EMR system that is integrated with SIMOPAC. The report template is created
only once by skilled health personnel and contains all or only some fields of the
electronic medical/health record. This template can then be translated into several
foreign languages in order to facilitate cooperation between medical units from
different countries and assure a good care for a patient from another country.
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- areport generator that will be responsible with the completion of the following tasks:
e filling the report template fields with information taken from the electronic
medical/health record of a patient by using HL7 dedicated commands;
e generating a custom report in different formats (XML, CVS, MDB, etc.), using the
language specified by the user.
In order to have access to VizEMR facilities, authorized users must first login to the application
by entering their username/password. The client-server communication is secure; all the
passwords that are sent over the Internet are first encrypted on the client-side. Also, the access
to various facilities offered by VizEMR-PC is granted in accordance to the rights previously set
for the registered user. Access rights are established by the User Management module.

4.4.3 Template management
This component of SIMOPAC system is mainly focused on the designing of the templates
used for information structuring on patients’” CIP sheet and stored on a Web server. The
patient’s CIP sheet contains two different areas, each of them storing specific information
about the patient. The first one contains clear-text information that is needed especially in
emergency situations. This information uniquely identifies a patient and specifies if he/she
is suffering from any serious illnesses. The second section of the CIP contains data that can
be interpreted only with the same template that was used for writing the information into
the RFID tag. This template will be available for download at an URL written on the CIP.
The medical staff can have quick access to the information written on the CIP by
downloading (from the same URL address) a specialized add-on application that is mainly
used to communicate with the RFID reader. Moreover, the medical staff can obtain a
translation of this information, if it has been previously translated by the person created the
template and the CIP sheet. This translation, available in an XML format, could be easily
transferred and read. On the base of these templates, the medical staff can create the CIP
sheet that corresponds to one or more patients.
One of the main advantages of template based information structuring is the fact that in
order to be included on the CIP, information is translated only once. Other advantages are
listed below:
- the use of a single template for a specific target group (because everyone will have the
same type of data included in the CIP);
- allows a better organization of data to be included on the CIP.
A template consists of a list of user defined fields. Each field is defined by name and data
type. The basic data types are shown in figure 3, to which more types can easily be added.

in] Type |Displa\,r format
» 1|String el
] 2 Integer [+-](2)
] 3 Real [+ 1090 (97]
] 4 Data wey-rnm-cd
n 5 Time hhjningss
& DateTime weyy-rm-cdd bhfnngss

Fig. 3. Common data types
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As seen in figure 3, each data type has been associated with a display format that will be

used by a plug-in module for the correct displaying of the information stored on the CIP.

The display format can be interpreted as follows:

- (A/_)-letters (A. ... Z) and other displayable ASCII characters;

- [+-](0...9) - the symbol + or - (optional), followed by digits;

- [+-1(0..9)[.(0...9)] - the symbol + or - (optional), followed by digits. The decimal point is
optional and it is used for floating point numbers representation;

- yyyy-mm-dd - standard representation of dates (y - year, m - month, d - day);

- hh/mm/ss - standard representation of time (hh - hour, mm - minutes, ss - seconds);

- yyyy-mm-dd hh/mm/ss - standard representation of date-time values.

When the system contains at least one CIP sheet associated with a particular template, the

template cannot be edited anymore, but another one could be built on the base of the first

one. After building the template, the next phase is the translation of the fields; this

translation will be saved in an XML format and then stored into the central database. There

is no restriction related to the number of translations that can be done. When a doctor

consults a patient's CIP sheet, he is granted access to the structured information as well.

Regarding to the translation of the template's fields, the medical staff can choose between an

automated translation (performed by the plug-in application, based on localization) and a

translation that was downloaded once with the template associated to the patient's CIP

sheet (see figure 4).

- <grammar xmlns="...">
<name
type="simopac.template"=Sablon
Cardiologie </name=
- <languages>
<ROz=romanian</R0O >
<ENzenglish</EN=
</languages=>
- <language name="RO"=
<field idx="1">=Nume
persoana</field>
<field idx="2"=Data nastere =/field=
<field idx="3">Grupa
sanguina</field>
<flanguage >
- <language name="EN">
<field idx="1"=Person name</field=
<field idx="2"=Birth date</ficld=
<field idx="3">Blood type</field>
</language >
</grammarz

Fig. 4. SIMOPAC - CIP sheet

The template is automatically accessed through the add-on module downloadable from the

official site of the SIMOPAC system. The URL is printed on the label of the RFID tag (see

figure 5). After being downloaded and launched, the add-on module will perform the

following actions:

- tries to find an RFID reader recognized by the system;

- if such a reader has been found, the add-on module accesses the SIMOPAC's database
and downloads the template and its translation;



116 Deploying RFID — Challenges, Solutions, and Open Issues

- based on this information and using the localizing function, the add-on displays the
translated template filled with all data extracted from the patient’s CIP (local RFID tag);

- after patient investigation, the add-on module sends all the results/findings to the logs'
area of the SIMOPAC server.

Mr. GCHIHA.Itachi

ID.Patient: 0030469 - NNV m

Download add-on from:
http./fwww.simopac.usv.ro/riid

Fig. 5. An example of printed label of a patient’s CIP

The filling-in of the patient's CIP sheet, along with the creation/administration of the

template(s) is to be performed by the treating doctor. If the medical unit does not use such

an EMR system, it is still possible to use the SIMOPAC system, but without the facilities of

an EMR system (e.g.: direct import of patients' related data).

Generally, the memory space on RFID tags is limited to about 1-2 Kbytes. Thus, an efficient

data compression method is needed when working with large amount of data. In order to

reduce the amount of memory needed to store the structured information on RFID tags, we

have designed and developed several techniques of data representation, as follows:

- representation of Floating point/Integer numbers on subintervals [a, b], with step
specified. This achieves a reduction in the number of bits needed for representation;

- representation of Date, Time and DateTime values by setting the startup date/time
value;

- specifying the list of possible values for the fields using small sets of values;

- Huffman encoding of fields that frequently use the same numerical values.

When representing numerical values on subintervals, the template will store some

additional information, as a 3-tuple (left borderline, number of values, [step]). If the distance

between two consecutive values is different from 1, then it must be specified in the template,

in the optional section [step] (see figure 6).

PR st o om ow)
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Fig. 6. Internal representation for floating point/integer numbers

When working with a Date field, the user can specify (in the template) the date from which
the actual encoding within that field begins. Thus, the value 0000 corresponds to the start
date. This start date will be specified as a 3-tuple (year, [month] [day]), year being the only
mandatory. If month is missing, it is assumed to be January. When day is missing, it is
assumed to be the first day of the month. The value stored in such a field represents the
number of days elapsed from the start date (see figure 7). Time fields will be handled in a
similar manner. The value stored in such a field represents the number of seconds elapsed
from the start date (see figure 8).
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- Field type = year || month «day
- DATE 1920 || 01 «O1

Fig. 7. Internal representation of date values

-‘ Field type H hour H minute ’#econd‘
R roovee| = 0 <

Fig. 8. Internal representation of time values

Huffman coding, a variable-length coding method, was used to allow a substantial
compression ratio of the data encrypted on the RFID tag. Thus, certain fields encode
information such as "diseases" and some of them may occur more often on patients' tags
than others. Figure 9 presents an example of a Huffman coding tree.
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Fig. 9. Coding tree

4.4.4 HL7 portal

Our research team designed and developed a HL7 portal to integrate the SIMOPAC system

with other clinical applications/systems already developed by other companies or

organizations. Thus, the main purpose of this server is to acquire clinical data about patients

(from different servers and applications) by using the HL7 messaging protocol. Within the

framework of SIMOPAC system, the HL7 server will be primarily used to obtain the EMR of

a patient that was identified by his RFID tag. There are two different ways of getting clinical

data (Cerlinca et al., 2010):

- using the standard HL7 messaging protocol our HL7 Messaging Server connects to a
list of medical applications and requests patient’s related data;

- using simple and intuitive ASCII commands any non-HL?7 application can connect to
the Messaging Server and request data about a patient.
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The main objective of the HL7 portal is to ensure safe and standardized communication

between aware and non-aware HL7 applications and SIMOPAC system modules (Figure

10). Other objectives that we had to accomplish are:

e easy integration with other modules of the system such as: plug-ins, PDA software,
software agents;

e compatibility with Linux, Windows 7/XP/2000 and Windows Mobile operating
systems;

e secure data exchange using HL7 CCOW standard authentication and encryption
algorithms.

System Server
(WEB, sQL)

HLT Server #1 HL7 Server #N

Medical Software i e
Application #1 Application #N

Fig. 10. HL7 Portal integration

The HL7 Portal should provide a secure and sustained flow of medical data between
various system modules, regardless of whether they support or not the messaging standard.
The modules we developed for this portal are (Figure 11):

e Medical Data serving module: HL7 V2/3 messaging which provides standardized
communication between system’s modules and also with external medical software
applications. This module can be integrated anywhere HL7 data messaging is used. The
design and the implementation of this sub-module are compatible with Windows
7/XP/2000, Linux and Windows Mobile operating systems. Also it will provide, if and
when needed, additional clinical information, other than the one stored on the RFID tag;

¢  Authentication and data encryption according to HL7 CCOW, and providing the
necessary confidentiality elements regarding the flow of medical data. This sub-module
works only with HL7-aware applications;
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Login and transfer module that uses HL7 V2 messaging in order to transfer clinical data
between external HL7 servers and SIMOPAC applications. This method involves
creating a TCP/IP socket connection that will connect to another socket (IP address:
port) on a server, and providing thus the medical data flow. Typical connection used is
HL7 LLP (Low Layer Protocol);

Data interpretation and translation module, the core of the entire portal;

Encryption key management which keeps and distributes all keys inside our software
system; it also provides safe exchange of keys between the system’s modules.
Furthermore, this sub-module keeps and distributes authentication and encryption
algorithms types used by every module and by each partner module/external
application.

HL7 Compatible Medical Other System
Applications Modules

System Server e
(WEB, SQL)

Fig. 11. HL7 Portal Architecture
HL7 Portal Facilities

The main requests covered by the HL7 Portal are:

compatibility with Windows 7/XP/2000 and Linux operating systems;

use of HL7 connection and authentication standards;

acquiring clinical data regarding patients by using safe HL7 connections;

encrypted exchange of data in all cases;

translation of HL7 formatted data as close as possible to the natural language;

the system architecture enables translation from/in an unlimited set of languages, as
long as standard ASCII characters are used;

ensuring connection to and authentication of an unlimited number of concurrent client
applications requiring patient information from HL7 medical data servers;

supported command set designed to provide complete support for gathering relevant
medical data;

storage of all connections, received commands and answers in an encrypted log file.

A language barrier between patients and healthcare providers is a major obstacle in
providing quality care, according to (Bischoff et al., 2003).
The elements of originality of the HL7 portal are:

1.
2.

Translation of HL7 messages parts in various foreign languages;
Enabling partial interpretation and translation of data from HL7 segments from and in
any language;



120 Deploying RFID — Challenges, Solutions, and Open Issues

3. Providing a simple mechanism to add new languages for data interpretation;

4. Providing means to obtain and process HL7 format data into non-HL7 applications;

5. There is no other portal that has the same functionalities as the SIMOPAC portal,
designed and developed by our research team.

Even if our main goal was to provide a solution for healthcare language issues, there are

some aspects that our system, in its current state, cannot solve: translation of descriptive

fields, translation of doctor observations, etc. To this extent, more research is needed on

EMR translation systems.

4.4.5 Data interpretation and translation module

This module provides the following features:

o allows the interpretation of clinical data in different languages;

e allows users to customize interpreted messages;

¢ new languages can be dynamically added and then used for data interpretation;

e executes commands received from client applications, and returns the corresponding
clinical data, if any;

¢ allows connections from an unlimited number of clients.

In order for this module to be fully functional, the following steps must be completed:

o read the languages.txt file that contains all supported languages;

e read all files used in data interpretation in different spoken languages and data
initialization for each of these languages (Figure 12);

e create a TCP/IP server socket for the connection of potential external application;

(] wait for connections and create one server socket for each client;

e reply to each client for received messages and return requested data using the
appropriate foreign language;

e disconnect the client on request and close the corresponding thread/socket pair.

The languages.txt file is used in order to find out the available interpretation languages.

Thus, this file contains all available interpretation languages identified by name and also

indicates the associated language abbreviation used to find specific files. For example, the

languages.txt file can contain: English (en), Francais (fr), Romana (ro).

The files needed to interpret clinical data in English are:

1. HLY7 specific messages files: EVN.en, MRG.en, MSA.en, MSH.en, MSH-EventType.en,
MSH-MessageType.en, OBR.en, OBX.en, ORC.en, PID.en, PV1l.en, QAK.en, QPD.en,
RCP.en, ZDS.en.

We choose these file names because we needed to interpret the most used HL7 messages:
e  MSH (Message header);

e MSA (Message Acknowledgement);

e  OBX (Observation);

e  OBR (Observation Request);

e EVN (Event Type);

e PID (Patient Identification);

e DPV1 (Patient Visit),

e etc

2. Files with translated error messages: -none-.en,

- files not found-.en, -not present-.en.

Table 1 presents the command set for English and the corresponding returned values.
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Fig. 12. Module initialization by reading languages files

Error Message

Error Message

e OK if successful or NOK if the connection failed;

English Command Returns
e login(IP, port, user, e command sent by the client in order to connect through the
password) portal to a HL7 server;
e OK if successful or NOK if the connection failed;
¢ usePatient(SSN, e command that will set the current patient; all subsequent
language) commands from the current client will receive data on this
patient;

o getExternallD() ¢ external identifier associated with the current patient
(external to HL7 application questioned);
e none if there is no external ID;

getInternallD() e internal identifier associated with the current patient
(internal on HL7 application questioned);
e none if there is no internal ID;

getAlternatelD() e alternative identifier associated with the current patient
(alternate to HL7 application questioned), etc.
e none if there is no alternate ID.

getName() e returns the name of current patient;

getMotherMaidenName() | e returns the patient’s mother maiden name, this may be
important in order to get all information about family
health history. Also may be used to distinguish between
patients with the same last name.

Table 1. Command set for the English languages
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This solution facilitates the addition of a new language support. The interpreter has to
follow these steps:
1. adding a new line in the languages.txt file (e.g. Espanol (es));
2. creating the following files:
a. files not found-.es, file with the following content: “!Archivos no encontrados! !Elija
por favor otra lengua!”,
b. -none-.es file with the following content: “Ningunos”,
c. -not present-.es file with the following content: “No presente”;
3. translation into Spanish of all HL7 specific files.
The data will be interpreted once commands are received from external applications.

Testing

In order to test the module, we developed a prototype for a generic client that executes all
the commands described in the previous section. HL7 portal runs on a Linux machine, while
the client is using a Windows platform. For testing the HL7 portal, we used three different
applications, compatible with the HL7 standard: PatientOS, AccuMed EMR and the Mirth
HL7 messaging server.

All tests proved that our system complies with the specified requirements and can be
successfully used to provide accurate health information in different spoken languages.
From the performance point of view, our design and implementation meets all requirements
of typical client/server software systems. Performance testing proves that there are no
significant delays and the server response time is more than acceptable.

4.5 SIMOPAC novelties and benefits

SIMOPAC proposes a novel approach in patient identification and ensures the

interoperability of HL7 medical information systems. Its implementation does not require

any change in or re-design of existent information systems. SIMOPAC can easily integrate

any other existing solutions in today’s medical establishments and provides a reliable way

of identifying patients by using the latest RFID technology. Allowing the integration of

other current technical solutions available in today’s medical units, SIMOPAC contributes to

a considerable reduction of implementation costs. It also eliminates the import of patients’

electronic medical records into other EMR systems. Furthermore, the members of the

medical staff do not need to be trained how to use the information system in order to store

their patients” medical records.

SIMOPAC permits the interoperability of medical information systems at an international

level and especially among EU countries, irrespective of their centralized or decentralized

health system organization:

a. when a traveling citizen gets sick in some other EU country and requires an emergency
service;

b. when a citizen travels to an EU member state in order to benefit from some requested
medical service available in the visited country;

c. when diagnostic requests are electronically posted by individual citizens or by
members of the medical staff in real-time store-and-forward telemedicine.

Since SIMOPAC does not substitute the existent information systems, it represents a viable

solution for the reduction of costs involved in acquiring infrastructure components of

medical information system and services. Economically, the level of interoperable health

information-exchange among medical institutions is expected to reach considerable values.
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The actual increase of international medical contacts and the real need to exchange patient-
related information in cross-border contexts pave the way towards the implementation of
such systems.

SIMOPAC offers the following major benefits:

clinical benefits:

a. the members of the medical staff can securely access medical data stored in patients'
electronic records;

b. the patients’” health histories are made available to authorized staff;

c. the members of the medical staff can better coordinate the provision of health services
by providing accurate information about their patients’ health, the history of their
medical visits at any time and in any location where the system is operational;

d. the system stores and distributes upon request a whole-range of patient-related
information;

e. patient-related data can be obtained on-line;

f.  the paper consumption for keeping hardcopy documents may be considerably reduced
or eliminated;

g. the system reduces medical errors and increases patient safety.

- administrative benefits:

a. on-line access to information;

b. efficient management of medical information;

c. health care providers may be connected internally and externally;

d. the system eliminates the need to re-register patients and keep multiple healthcare

records in several medical information systems.

5. Conclusion

Many errors in health care relate to lack of availability of important patient information. The
use of information technology (IT) and electronic medical records (EMR) holds promise in
improving the quality of information transfer and is essential to patient safety (Bates &
Gawande, 2003). While the adoption of Information Technology in individual medical
institutions is growing rapidly, interoperability is still a major challenge, and reaching
agreement over the appropriate approach to a national EHR system has proved difficult.
Thus, despite the fact that most hospitals store patient electronic medical information, these
data cannot be easily shared among all healthcare systems because of its discordant formats.
The continuous decrease of costs in RFID technology will soon enforce its use in everyday
life. In this chapter, we have focused on the RFID technology and how it could be used in
emergency care in order to identify patients and to achieve real time information concerning
the patients’ biometric data, which might be used at different points of the health system
(laboratory, family physician, etc.).

Also, this chapter describes an RFID-based system (named SIMOPAC) that integrates RFID
and multi-agent technologies in health care in order to make patient emergency care as
more efficient and risk-free, by providing doctors with as much information about a patient
as quickly as possible. The proposed RFID-based system could be used to ensure the
positive patient identification (PPI) in a hospital. The SIMOPAC goal is to extend the
procedure of patient identification beyond the hospital and country boundaries. Thus, our
RFID-based system could be considered an open-loop RFID application, functioning across
global hospital boundaries. The CIP will allow the identification of patients, and this RFID
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card will provide access to an ambulatory EMR, namely a data repository devised as a
subset of a longitudinal health record. Furthermore, the CIP could be used to allow
physicians to connect to the SIMOPAC server. In order to link patient identifiers to patient
information, the SN@URI approach has been proposed, SN being the CIP serial number.

The interaction of the afore mentioned system with another full EMR system will assure
optimal integration. The HL7 server we have designed and developed can be used to obtain
the EMR of a patient that was identified on the base of his RFID tag. Clinical data can be
acquired from different servers and applications. In addition, any non-HL7 application can
connect to our HL7 server and request data about a patient. Our system is able to integrate
and exchange information with other HL7 and even non-HL?7 based clinical applications
already developed by other companies or organizations. Using multi-agent technology
reduces the need for knowledge about HL7 and interfaces.

Through the use of tag templates that can be translated into several foreign languages our
system facilitates the cooperation between medical units from different countries in order to
assure a good care for a patient from another country.

Every hospital could use SIMOPAC with their existing system in order to promote patient
safety and optimize hospital workflow. We have described a general purpose architecture
and data model that is designed for both collecting ambulatory data from various existing
devices and systems, and storing clinically significant information in order to be accessed by
the emergency care physician. The SIMOPAC complexity is further amplified by the fact
that most individual electronic health record systems are packaged products supplied by a
variety of independent software providers and run on different platforms.

Through the use of the RFID technology, the system we have developed is able to reduce
medical errors, improve the patients’ overall safety and enhance the quality of medical
services in hospitals and other medical institutions. For example, the risk of administrating
wrong medication in case of emergency is highly reduced.

Our future research will focus on the development of various software modules that will
use the medical information collected via RFID in order to optimize the patients” treatment
process.
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1. Introduction

Every year, thousands of people die because of medical errors. For example, in 2004 it was
estimated that each year, more than 98,000 people die because of medical mistakes in the
USS., according to the Institute of Medicine, while in the United Kingdom the number is
40,000, according to the British Medical Journal. In 2005, according to a European
Commission report, the number of deaths due to medical errors in the U.S. was higher than
the total number of persons who died of breast cancer, AIDS or car accidents. A study
conducted by the Institute for Safe Medication Practices in the United States indicated that
approximately 25% of hospital patients had adverse reactions to medications; in many cases
they could have been prevented or alleviated. Also, such side effects are registered in
patients undergoing primary care, but there are not too many studies in this direction. In its
2008 annual report to Congress, the Agency for Healthcare Research and Quality reported
that preventable medical injuries are growing each year by 1 percent (Crowley & Nalder,
2009). An investigation conducted by Hearst Media Corporation showed that nearly 200,000
people die each year from medical errors and hospital infections throughout the U.S (Hearst,
2009). Many of these errors can be avoided by using information technology. But in 2004
only 3% of the 64,000 U.S. hospitals had integrated a hospital information system (Hospital
Information System - HIS) to allow the management of patient records.

The medical history of a patient is very important for his diagnosis and for setting an
appropriate therapy. Unfortunately, for the moment, in many countries, keeping a patient's
medical records is carried out at the general practitioner’s level and healthcare units in
which the patient has performed medical examinations. So, there is no complete data set
comprising all the medical information about a patient and allowing quick access to the
patient's complete medical history. In certain situations, for example, whether the patient
has suffered an accident and he/she is unconscious, the emergency medical personnel do
not have access to medical information concerning that patient. RFID technology provides a
solution for enabling the access of medical personnel to the patient’s medical history, by
using a device (RFID tag) that allows storing relevant medical information related to its
carrier, which provides a quick access to the actual health state of a patient and helps the
medical staff to take the best decisions, especially in case of emergency. Thus, the risk of
administrating wrong medication is highly reduced. Also, multi-agent systems offer the
framework for the collection and integration of heterogeneous information distributed in
different healthcare specific systems to get access to the patient's complete medical history.
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This chapter provides a structured enumeration of the most notable recent attempts to use
RFID technology and multi-agent systems for healthcare. Next, the authors propose an
RFID-based system (named SIMOPAC) that integrates RFID and multi-agent technologies in
health care in order to make patient emergency care as efficient and risk-free as possible, by
providing doctors with as much information about a patient and as quickly as possible.
Thus, this system enables real time identification and monitoring of a patient in a medical
facility, on the basis of passive RFID tag, entitled CIP (Personal Electronic Identity Card).
The system is also able to integrate and exchange information with other HL7 (Health Level
Seven) and even non-HL7-based clinical applications already developed by other companies
or organizations. All hospitals can use SIMOPAC with their existing system in order to
promote patient safety and optimize hospital workflow. We describe a general purpose
architecture and data model that is designed for collecting ambulatory data from various
systems, as well as for storing and presenting clinically significant information to the
emergency care physician.

2. Applying RFID technology in healthcare

Currently, RFID technology is successfully applied in many fields. In this section, we will
consider the integration of RFID technology in healthcare systems. The major challenge
comes from the possibilities to incorporate RFID into medical practice, especially when
relevant experience in the field is relatively low. By attaching RFID tags to persons (patients
or healthcare staff) and objects (medical equipment, medical dressing, blood transfusion
bags, etc.) this technology enables the identification, tracking and tracing of entities,
security, and other healthcare specific capabilities (Figure 1) (Iosep, 2007).

s

Fig. 1. RFID technology use for patient care (Iosep, 2007)

RFID tags can be used in the medical field in the following ways (BioHealth, 2007):
identification of a patient in emergency situations; patient vital signs measurements (for
example, for patients with chronic diseases); recording significant medical information and
their transfer to an electronic monitoring device; monitoring the elderly, even at their home;
monitoring of goods and equipment; controlling drugs administration and blood
transfusions, thereby reducing medical errors in hospitals.

Internationally, at present, the following main areas benefit from the application of RFID
technology in healthcare (Table 1):
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1. Management of medical articles - The fast
tracking of mobile medical articles ensures a
better use of them, which reduces losses and,
consequently, =~ new  acquisitions, = while
considerably reducing the amount of time
wasted by medical staff searching for
equipment;

2. Patient care - Correct identification of patients
and their location at all times may lead to
increased security (for example, in case of
patients suffering from Alzheimer's disease), but
also better management of hospital beds within
a medical unit;

3. Management of drugs and dangerous medical
substances - Drug traceability is fundamental to
eliminate counterfeit drugs. A significant
decrease in the number of errors in patient
medication administration can be achieved
through quick and accurate drug identification,
thus also ensuring the checking of prescribed
dosage for a particular patient.

4. Inventory Management - Early identification of
inventory items and rapid inventory
achievement may result in the elimination of ‘0
stock” situations and optimization of current
inventory etc.

Table 1. Examples of applying RFID technology in various areas of medical fields
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But RFID is, also, an option for patients who are not hospitalized in a medical institution
and who, for example, undergo medical treatment.

Various studies (e.g., BRIDGE project (BRIDGE, 2007)) estimate a significant increase in the
coming years in the use of RFID technology in medical field (Table 2, Table 3).

Millions RFID tags items associated 2007 2012 2017 2022
with
Medical equipment 2 98 190 320
Laboratory samples 1 8 30 40
Drugs 5 246 1500 6380
Total 8 352 1720 6740

Table 2. Estimating the use of RFID tags in the medical field

Use of RFID readers 2007 2012 2017 2022
Locations with RFID readers 110 2770 11900 40600
Total number of RFID readers 180 12600 70200 208000

Table 3. Estimating the use of RFID readers in the medical field

For example, in May 2008, an RFID-based system to be used in surgery rooms was
implemented in San Jose, California. ClearCount Medical Solutions has chosen RFID
technology to automate the process of tracking surgical dressing. The system uses passive
tags, 13.56MHz, with a 2 Kb programmable memory (figure 2). Surgical dressings with
RFID tags used in a surgery cost about $ 35-50. This system has been approved by U.S.
organisation: FDA (Food and Drug Administration) and FCC (Federal Communications
Commission).

Fig. 2. RFID for tracking surgical dressing

Even if the labeling of hospital objects (such as surgical dressings, medical equipment etc.)
submits a development potential for the RFID technology, patient labeling involves far more
issues. Janz and others studied the impact of introducing RFID-based application in the
emergency department of a hospital and found that the information collected from patient’s
tags has been particularly useful, especially in decision making process and resource
management (Janz et al., 2005).
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In 2003, at the Taipei Medical University Hospital (TMU) in Taiwan, a platform that
exploited RFID technologies was implemented, due to the need to handle cases of bird flu
that ravaged Taiwan that year. Thus, the implemented system used RFID technology to
monitor the body temperature of medical staff and hospital patients, to allow the
identification and monitoring of bird flu virus carriers. According to a report, in 2003, 94%
of Taiwan's SARS victims were infected in hospitals. The implementation of this RFID-based
system targeted a more rigorous control in hospitals, so that the danger of SARS disease or
other transmissible diseases could be considerably reduced.
(Chung et al, 2009) proposed the Medicare-grid system (grid-based e-Health System) to
facilitate the process of retrieving and exchanging patient’s EHRs (Electronic Health
Records) among hospitals and medical centers. Grid and peer-to-peer technologies were
used to develop an EHR center as a decentralized database to store and share EHRs among
participating hospitals and medical centers. In addition, they also integrate computing
resources provided by hospitals, to form a computational grid for medical-related
applications. Based on computing resources and a data grid platform, they developed
medical related applications to improve the in-hospital medical services:
1. adata warehouse for medical decision support system; they use data mining techniques
for analyzing patients” EHR information;
2. an RFID-based mobile monitoring system to identify people or items accurately;
3. an wearable physiological signal measurement system that monitors the health
condition of a patient.
But it should be noted that some researchers warn that RFID technology in hospitals can
influence the optimal operation of medical equipment. According to a study published in
June 2008 in The Journal of the American Medical Association, RFID systems can cause
random incidents over medical devices in hospitals. This study, however, is not confirmed
by researcher around the globe and rather asserts that RFID technology can be used in
hospitals and other patient care institutions. 25 common medical devices were tested in this
study, 1,600 tests being considered. In all cases, the devices worked at standard parameters
and no interference from passive RFID devices was observed. The report concluded that the
RFID solutions can be applied to inventory monitoring, entities traceability etc. without
adverse effects on the equipment. Therefore, passive RFID tags can be used safely in
hospitals.
The price of integrating RFID technology in medical systems is the most important
impediment to the adoption of this technology in the medical field. Currently,
implementation and use cost of RFID systems is higher than the cost of any bar code system
on the market. This is, mainly, due to the higher cost of tags production. But a decrease is
foreseen over the next years in the price of tags because of the growing scope of RFID
applications and, implicitly, because the number of these products is increasing.

3. Multi-agent system developed for the medical field

The medical field is characterized by information, data, knowledge and even distributed
competence. Moreover, the three components (data, information, knowledge) may be of
different types: natural language descriptions, images, measured signals, the results of
various tests and measurements (usually lists of numbers). They are stored under different
shapes: sheets of paper, photos, slides, electronic files, books (if we consider the "classical"
knowledge) and sometimes private discussions. Usually they are not available in one place
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at a time. Therefore, this distribution is a major problem when decisions must be made very
quickly.
Modern medical systems include many specialists whose practice is limited to a particular
branch of medicine or surgery. Complex examination of a single patient involves several
consultations by medical specialists and, also, laboratory tests. Medical knowledge,
examinations and treatments are distributed geographically and temporally. Therefore,
there is a need for a consistent flow of information and trust among all involved subjects to
meet the global target - a patient's enhanced health. But the necessary information flow is
not predictable in content and structure, and it is evolving and changing over time due to
new knowledge and reactions. To meet these demands and to provide appropriate decision
support, intelligent software applications have to be used.
Generally, as shown in several studies on health system design for distributed
heterogeneous environments (Laleci et al., 2008) the best-suited method of implementation
is the use of multi-agent systems. Those systems include independent components that
communicate in a reactive way, and some of these components should be instantiated and
removed dynamically on demand.
An agent is a software component that has a well-defined role in the operation of a system.
Also, an agent must have the ability to communicate with other agents or human users. A
multi-agent system is a collection of such entities that cooperate with one another. By using
the multi-agent technology in the system implementation, the following advantages could
be obtained (Bouzeghoub & Elbyed, 2006):
High performance: agents can run in parallel. They can be cloned when their tasks and
goals are very important;
High flexibility: an agent can be developed for any context, providing the interface for
different ontologies;
High modularity: the number of connected sources can increase practically without
limit.
In the medical field, multi-agent systems can provide services that facilitate decision-making
process for medical staff, providing a larger volume of information about certain situations
and reducing the number of operations performed by the human operator. So far,
worldwide, several multi-agent systems have been developed in the medical field. These
systems provide:
e Patient monitoring and, in some cases, generation of automatic prescription;
e Automatic information extraction from medical databases and fast information
analysis;
e  Efficient patient scheduling in medical offices;
e Critical drugs scheduling;
¢ Doctors” access to patient’s medical information, the information being distributed in
heterogeneous databases;
¢  Medical images processing;
e  Patient access to own medical information.
This chapter will describe a few examples of multi-agent systems developed to allow quick
access to the complete medical information of a patient. The solution of developing some
large centralized databases to store information about all patients is difficult to achieve.
Currently, in most cases, medical information on a patient is stored in databases of the
healthcare unit, where the patient resides or where the patient underwent medical
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investigations. The heterogeneity of the information stored in different medical information
systems used in healthcare units hinders easy access to comprehensive medical information
of a patient.

For the integration of heterogeneous data from several health care units, (Schweiger et al, 2007)
proposed the concept of Active Medical Document (AMD). These documents are compiled at
runtime and can be prepared according to user’s needs. The Active Medical Documents
contain agents offering internal services (access control, appointments monitoring) as well as
coordinative, administrative, and medical data (patient medical records). Their built-in agents
offer additional services such as information retrieving and processing. The advantages of
using such documents cover, among others, the possibilities for decentralized, adaptive and
intelligent coordinating, ensuring, above all, availability of heterogeneous data sources.

In order to achieve full medical information about a patient several systems have been
designed to provide advanced capabilities search for this kind of information in the medical
information systems of different healthcare units. For example, agent-based systems, such as
MAMIS (Multi-Agent Medical Information System), developed by Fonseca et al. (2005) and
eMAGS (electronic Medical Agent System), implemented by Orgun et al. (Orgun et al, 2006),
enable the competent information search in a community of autonomous healthcare units
and provide physicians and surgeons with easily accessible information. In MAMIS system,
each medical unit must share, on request, a limited set of information about a patient. In this
direction, the authors propose a common database architecture to be implemented by each
healthcare unit from the considered community. This database is a supplemental database,
developed in addition to their existing private databases. This database stores a limited set
of information about patients and will be available within the community. The eMAGS
system described by Orgun et al (2006) proposes a multi-agent architecture that uses an
ontology based on the HL7 standard (Health Level Seven) to facilitate the flow of
information about a patient within a healthcare organization. In the proposed model,
several healthcare applications are tied together through servers of agents, one for each
medical application registered in the network, a broker for agents and an ontology server.
Another solution allowing the access to complete medical information about a patient lies in
placing the responsibility of sending the results of the medical test to the medical unit to
which the patient belongs, in the hands of the staff from the medical unit where these tests
are performed. To achieve this automatically, one should consider the multi-agent approach.
Nguyen et al. (2008) made the first step in this direction, developing the MEDIMAS system,
which is a multi-agent system for the transmission of test results carried out in laboratories
within a medical unit to the healthcare professional who requested them. The considered
medical unit already has a database and runs an application for recording and managing the
performed analysis. The multi-agent system is designed and implemented in order to
extract the necessary information from the existing database and to notify the appropriate
medical staff within the unit.

Within a national project, Laleci et al. (2008) have developed the SAPHIRE multi-agent
system, used for monitoring patients with chronic diseases both in hospital as well as at the
place of residence. Based on the information provided by monitoring systems and that
existing in the patient's electronic medical records, the system is able to deploy and execute
clinical guidelines in a care environment that includes disparate medical units with
heterogeneous information systems. As a result of conducted research, the team members
have chosen to establish a semantic interoperability environment to enable communication
with different heterogeneous health care systems; the considered solution is the adoption of
a multi-agent system as the basic structure of SAPHIRE system.
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4. Integrating RFID and multi-agent technologies

The research performed over the years has shown that RFID and multi-agent technologies
can provide solutions for problems in various fields. Thus, for example, in the supply chain
of companies, Dias et al. (2008) propose an intelligent transportation system that integrates
both technologies. Lebrun et al. (2010) present a model of a multi-agent system dedicated to
the management of objects identified by RFID tags that users shall move on a flat surface,
with a first application for the study of road traffic.

An RFID Identification System (IRS) commonly uses passive information about a particular
entity, such as the identification and description of the information stored in the RFID tag,
and chooses a set of actions based on already established rules stored in a database (Chen et
al, 2010). Since this database is static, it cannot be updated in a timely manner for new types
of objects or according to the dynamics of the environment, thus creating synchronization
problems. Chen et al. (2010) propose an RFID system based on a code (CRS - Codecentric
RFID System) as a solution to these problems. The RFID tag encodes a mobile agent that
contains up-to-date service directives realizable by an intelligent handling of the dynamics
of various networks.

In the medical field, Bajo et al. (2008) presents a multi-agent architecture, the Geriatric
Residence Multi-agent System (GR-MAS), developed for facilitating health care services in
geriatric residences. GRMAS contains different types of agents and takes into account the
integration of RFID technology, Wi-Fi technologies and portable devices. The core of GR-
MAS architecture is a deliberative planning agent, aimed to optimize the visiting schedules
for medical staff. This agent, which can learn and adapt to new circumstances, was designed
to schedule the nurses” working time dynamically, so that patients receive proper care. Also,
this agent will keep track of the standard working reports on medical staff activities. This
multi-agent system used RFID technology to facilitate location and identification of patients
and medical staff.

5. SIMOPAC solution for accessing full medical information about a patient

Diagnosing and setting proper medical treatment for a patient inevitably involves
consulting the patient's medical history by medical specialists. Unfortunately, the access to
the patient’s medical history is not always possible, which may lead to errors in diagnosing
or in setting a treatment, sometimes with adverse consequences for patients.

Currently, in Romania, the degree of computerization of the health system is relatively low;
the information about patients is to be located in different healthcare units; patient medical
records are neither consistent nor complete, and cannot be accessed online by the medical
staff if necessary. In this context, our research team has designed and implemented an
integrated information system for identifying and monitoring patients - SIMOPAC. The
system aims to operate in the medical distributed environment and particularly, to solve the
problems of identifying and monitoring patients based on the most recent technologies in
the field: radio-frequency identification, collaborative problem solving in a distributed
environment (intelligent multi-agent technology). Altogether, it aims to provide
communications infrastructure in order to enable multi-point access to medical information
conveyed in the system.

Our team designed the SIMOPAC system to use an RFID-based card (named CIP) for each
patient. This card must contain patient personal information such as name, birth date,
identification number and medical information considered critical, such as, blood type or
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certain chronic diseases. In addition, if the patient has carried out medical examinations in
other medical units, another RFID card (named CIP2URI) is considered to store the EHR
server addresses used in the medical units where the patient was consulted. Then, through
SIMOPAC, the patient’s physician can use this card to get the results of the medical
investigations suffered by the patient. This information will also be stored in the SIMOPAC
database.
Some of the medical informatics systems of medical units implement HL7 standard, while
others do not. In the first case, medical information may be retrieved based on the HL7
standard. For healthcare information systems that do not follow the HL7 standard
(hereinafter referred to as non-HL7 servers), a partnership agreement shall be previously
performed, with the details of communication protocol to be used in the SIMOPAC system
to allow the retrieval from their database of the information relating to a patient.
To enable access to a patient's medical history, within the SIMOPAC project, a multi-agent
system was designed and implemented to provide retrieval of information of interest from
different servers of healthcare units where the patient was consulted. Adopting agent
technology does not require major changes in terms of software resources available in the
healthcare units. Thus, existing software systems compliant HL7 can be integrated directly
with the multi-agent system and healthcare information systems that do not meet this
standard are interfaced through specific agents.

Figure 3 shows the flow of information within the multi-agent system which allows the

update of the patients’ medical records with information retrieved from HL7-compliant

servers and non-HL7 partner servers, as well as the notification of the general practitioner
where the patient is primarily registered.

Figure 4 shows the agents considered in the multi-agent system of the SIMOPAC platform

(SMA-SIMOPAC):

Supervisor Agent - the core agent within the platform. It acts as coordinator and mediator of

other agents” actions. Some of the most important responsibilities carried out by this agent are:

e the encapsulation of database connection details;

e creating HL7 and non-HL7 agents to communicate with the EHR servers of medical
units where a patient carried out medical investigation, in order to retrieve medical
records;

¢ notification of family physicians on investigation results received from other medical
units.

HL7 Agent - an agent specifically designed for communication through HL7 messages. The

agent relates to a specific HL7-compliant server and provides appropriate HL7 commands

to retrieve the patient’s observations file.

Integration Agent - an agent who mediates information gathered from non-HL7 servers. In

order to get data from medical units that do not have HL7-compliant medical informatics

systems, a partnership should be previously agreed upon. Thus, a protocol that indicates the
server address and the exact name of the DB-Server-type agent running on the server is set.

To avoid overloading the platform, the Integration Agent will be responsible for getting

information from all non-HL7 servers of medical units where the patient carried out medical

investigation. Essentially, its task is confined to sending REQUEST messages to specific DB

Agents of partner medical units and then to processing the responses.

DB-ServerX Agent - an agent implemented at the partner medical unit system, which knows

the login details and the structure of this database medical unit. This agent extracts relevant

information about patient’s medical investigations and sends it to the Integration agent that
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Fig. 4. Agents considered in SMA-SIMOPAC

initiated the request. The DB-ServerX agent development is based on clear specifications
regarding the response to requests from Integration Agents of various medical units. Thus,
this agent receives the patient's identification number, extracts data from the database,
transforms the data into a message expressed in the particular ontology developed within
the project and then sends the message to the Integration agent.

Physician Agent - the agent that uses the services provided by the SIMOPAC multi-agent
system, namely: requesting complete electronic patient medical records, initiating a process
to update the information if it has not received the results of some medical investigations,
viewing the notifications received from the Supervisor agent regarding the new results
received.
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RFID Agent - is the agent specifically created for reading/writing RFID tags (CIPs). When
reading a tag, according to the data retrieved from it, this agent performs the appropriate
operations, i.e.: if the tag belongs to a family doctor/general practitioner, it creates the
proper physician agent or, if the tag identifies a patient, it displays its own medical records.
This agent is used for the authentication of multi-agent system users.

The update of the patient’s electronic health records with information from HL7-compliant
or non-HL7 servers is performed automatically at a particular time set to the Supervisor
Agent. To achieve this task, the Supervisor Agent extracts from the database the
identification numbers of patients who have performed medical investigations outside the
medical unit where they are registered and the list of server addresses of healthcare units
where such medical examinations were performed. For each patient, the Supervisor Agent
creates an Integration Agent, which receives, as parameters, his identification number and
the list of non-HL7 servers corresponding to the medical units in question, along with the
names of the DB Agents which they will communicate with for getting the necessary
information. The Integration Agent sends REQUEST messages containing the patient's
identification number to the DB agents of the partner medical units and then waits for
answers from those agents. Each of these DB agents is familiar with the login details to the
database from which information about the patient has to be retrieved (such as database
type, address, user and password) and the database structure. Thus, based on the received
identification number, the DB agent will extract data from the database tables containing the
results of medical examinations undergone by the patient and will send them to the
Integration Agent that requested it. The Integration Agent will mark in the database that it
received the requested information from that server. In addition, it sends to Supervisor
Agent the replies containing the requested information. The Integration Agent will end its
execution when it has received responses to all performed requests or after a certain period
of inactivity. With regard to getting necessary information from HL7- compliant servers, the
Supervisor Agent will create one HL7 Agent for each HL7 server of the medical units of
interest. An HL7 Agent receives as parameters the patient identification number along with
details for connection to one of the considered servers. The HL7 agent initiates a
communication channel with the appropriate server and attempts to obtain information
from the patient's electronic medical record database through specific HL7 messages. The
results received by the HL7 agent are also directed to the Supervisor Agent. As a result of
the performed requests, the Supervisor Agent receives responses containing the results of
patient’s medical investigations from the Integration Agent or HL7 Agent. In this case,
Supervisor Agent verifies that the information are not already stored in the system database
and when there are no corresponding entries, adds them to the database and notifies the
Physician Agent of the patient's family physician, with regard to newly received
information. Moreover, when, for example, the family doctor/general practitioner
recommended a specific medical investigation to a patient and got no answer, it can initiate
the process of updating patient’s electronic medical records, simply by selecting a command
button in the user interface of Physician agent (Refresh records button in Figure 4). In this
case, the Physician Agent will forward to the Supervisor Agent the request for updating
medical records of the patient identified through identification number specified in the
window.

Communications between agents comply with the FIPA interaction protocol. Interaction
between agents is illustrated in Figure 6.

To develop the above-described multi-agent system, we selected the JADE platform. Jade is
an open-source multi-agent platform that offers several advantages, such as the following; it
is FIPA compliant (Foundation for Intelligent Physical Agents), allows the execution of
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agents on mobile devices (like PDA), provides a range of security services regarding the
actions allowed for agents (via add-on module JADE-S) and provides intra and inter-
platform mobility.

The SIMOPAC system also has a series of advantages. The integration of RFID technology
provides the unique identification of patients, as well as fast retrieving of minimum patient
health information, which is primordial in emergency cases. Moreover, given the fact that this
system allows medical personnel to obtain information about the patient's medical history, it
will increase the chances of accurate diagnoses and will decrease the number of medical errors.
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Fig. 5. The physician agent interface for displaying and updating patients” medical records

Regarding the information search performance, the eMAGS and MAMIS systems described
above perform an exhaustive search for information related to a patient, in the first case on
the servers that publish such services, and in the second case on servers from a particular
community where medical units must register first. In SIMOPAC approach, it is only in the
servers of healthcare facilities where the patient has performed medical examinations that
the system runs a query, resulting in a general improvement of system efficiency.

By using dedicated agents, SIMOPAC proves to be an easy-to-use tool, which allows
automation of some operations performed frequently in medical units.

6. Conclusions

A patient's medical history is very important for doctors in the process of diagnose and
determination of the appropriate treatment for the patient. In emergency cases, when these
operations must be carried out against the clock, fast retrieval of information related to
patient's medical history may be of vital importance for the patient's life. RFID technology
provides a solution for enabling the medical staff to access a patient’s medical history, by
using a device (RFID tag) that stores essential information about the patient, and acts as a
gateway to the complete electronic healthcare records of the patient. Multi-agent systems
provide, among others, the framework for collecting and integrating heterogeneous
information distributed in various medical units specific systems in order to retrieve the
patient's electronic healthcare records as comprehensively as possible.
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Fig. 6. Agent communication for updating electronic medical records for patients

The RFID-based multi-agent system, SMA-SIMOPAC, designed and implemented by our
research team, facilitates the integration of data from heterogeneous sources (HL7-compliant
or non-HL7 servers) in order to achieve a complete electronic medical record. The adoption
of this system does not require major changes in terms of the software resources existing in
the medical units. The proposed architecture is scalable, so that new sources of information
can be added without amendment to the existing configuration. It also allows easy addition
of new agents to provide other functionalities, without requiring changes of the existing
agents. When a data source does not follow the HL7 standard, a new agent is developed to
interface with this data source and to provide communication with the appropriate agent
from the SIMOPAC system. The agents are independent of each other, and in order to
retrieve information about patients, other agents are created to run the query again for
sources of data. The agents previously created are disposed of when they accomplished the
received task or after a preset time interval from the moment of receiving the task. The
developed system is robust, each agent acting independently and autonomously. The failure
of an agent does not cause overall system failure; other agents may take over the task of that
agent. Last but not least, we should mention that the system is secure, as the access to the
information about a patient is permitted based on an RFID tag specific to the patient or the
doctor who wants to access the patient’s electronic medical records.
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1. Introduction

To increase agricultural productivity and promote efficient management in modern
agriculture, it is important to monitor the field environment, crop conditions, and farming
operations instead of simply relying on farmers’ experiences and senses. However, it is
difficult to realize such monitoring automatically and precisely, because agricultural fields
are widely spaced and have few infrastructures, monitoring targets vary according to crop
selection and other variables, and many operations are performed flexibly by manual labor.
One approach to monitoring in open fields under harsh conditions is to use a sensor
network (Akyildiz et al., 2002; Delin & Jackson, 2000; Kahn et al., 1999) of many sensor
nodes comprised of small sensor units with radio data links. In our previous study, we
developed a sensor network for agricultural use called a Field Server (Fukatsu & Hirafuji,
2005, Fukatsu et al., 2006, Fukatsu et al., 2009a) that enables effective crop and environment
monitoring by equipped sensors and autonomous management. Monitoring with Field
Servers facilitates growth diagnosis and risk aversion by cooperating with some agricultural
applications such as crop growing simulations, maturity evaluations, and pest occurrence
predictions (Duthie, 1997; Iwaya & Yamamoto, 2005; Sugiura & Honjo, 1997; Zhang, et al.,
2002). However, it is insufficient for obtaining detailed information about farming
operations, because these operations are performed flexibly in every nook and cranny
depending on crop and environment conditions.

Several approaches have been used to monitor farming operations, including writing notes
manually, using agricultural equipment with an automatic recording function, and
monitoring operations with information technology (IT)-based tools. Keeping a farming
diary is a common method, but it is troublesome to farmers and inefficient to share or use
their hand-lettered information. Some facilities and machinery can be appended to have an
automatic recording function, but it requires considerable effort and cost to make these
improvements. Moreover, it is difficult to obtain information about manual tasks, which are
important in small-scale farming to realize precision farming and to perform delicate
operations such as fruit picking.

Several researchers have developed data-input systems that involve farmers using cell-
phones or PDAs while working to reduce farmers’ effort of recording their operations
(Bange et al., 2004; Otuka & Sugawara, 2003; Szilagyi et al., 2005; Yokoyama, 2005; Zazueta
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& Vergot 2003). By using these tools, farmers can record their operations easily according to
the input procedures of the systems, and the inputted data can be managed by support
software and then shared with other farmers via the Internet. However, these systems
cannot be easily applied for practical purposes because it is difficult to train farmers to use
these tools, especially the elderly, and the implementation of these methods requires
farmers to interrupt their field operations to input data.

Other systems equipped with a global positioning system (GPS) or voice entry have been
developed to solve the problems of data input (Guan et al., 2006; Matsumoto & Machda, 2002;
Stafford et al., 1996). These hands-free methods help farmers by inputting operation places or
contents. However, the system that uses a GPS requires detailed field maps including planting
information, the development of which requires significant costs and efforts, and with the
system that uses cell phones, it is sometimes difficult for the device to recognize a voice entry
because of loud background noises such as tractor sounds. Furthermore, for easy handling,
these data-input systems only accept simple and general farming operations such as just
spraying and harvesting. To allow flexible use and detailed monitoring, such as what farmers
observe, which pesticide they choose, in what area they are operating and how much they
spray, a more useful and effective support system is desired.
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how a farmer
moves his arm
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; devices
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Fig. 1. Concept of farm operation monitoring system using wearable devices with RFID.

We propose a farm operation monitoring system using wearable sensor devices with radio
frequency identification (RFID) readers and some sensing devices such as motion sensors,
cameras, and a GPS (Fig. 1). This system recognizes detailed farming operations automatically
under various situations by analyzing the data from sensors and detected RFID tags, which are
attached to relevant objects such as farming materials, machinery, facilities, and so on. In this
chapter, we describe the concept and features of the system, the results of several experiments
using a prototype system, and the major applications and extensions of the current systems
based on our research (Fukatsu & Nanseki 2009b; Nanseki et al., 2007; Nanseki 2010).

2. Farm operation monitoring system

Farmers want to record their farming operations in detail without interrupting their
operations and without having to alter their farm equipment so that they can make effective
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decisions about future operations by utilizing the collected information with support
applications. To meet such needs, we propose an innovative farm operation monitoring
system with wearable sensor devices including RFID readers. In this section, we describe the
concept, features, and architecture of our proposed system.

2.1 Concept

The concept of our farm operation monitoring system is to provide a versatile, expansible,

practical, and user-friendly monitoring system that recognizes users’ behavior in detail

under various situations. To develop a useful monitoring system, we must consider the

following requirements:

¢ The system should not encumber farmers” activities during farming operations.

¢  The system should be simple to use for non-experts without complicated processes.

e  The system should be available without changing the facilities or equipment.

e  The system should monitor detailed farming operations under various conditions.

¢  The system should be able to cooperate with various applications easily.

To meet these requirements, we propose a recognition method for farming operations by

using RFID-reader-embedded wearable devices that are comfortable to wear, have

unimpeded access to the farming situations they’re supposed to monitor, and have

sufficient sensitivity to RFID tags. Typical RFID systems, which can identify or track objects

without contact, are used for individual recognition in some areas of logistics, security

control, and traceability system (Finkenzeller, 2003; Rizzotto & Wolfram, 2002; Wang, et al.,

2006; Whitaker, et al., 2007). For example, in the livestock industry, RFID tags are attached to

or embedded in animal bodies, and some applications such as health control, fattening

management, milking management, and tracking behavior are implemented by checking

the detected RFID tags and using that data in combination with other measurement data

(Gebhardt-Henrich, et al., 2008; Murray, et al., 2009; Trevarthen & Michael, 2008). In our

system, however, we adapted an RFID system for use in the recognition of farming

operations by analyzing patterns of the detected RFID tags. The procedure has the following

steps:

1. RFID tags are attached to all relevant objects of farming operations such as farming
materials, implements, machinery, facilities, plants, and fields.

2. A farmer performs farming operations with wearable devices that have RFID readers
on them.

3. A sequence of RFID tags is detected throughout the farmer’s activities.

4. The system deduces the farming operations by analyzing the pattern of the data.

In the conventional applications, RFID tags are attached to objects which themselves are

important targets to be observed. In our system, however, a farmer puts on not an RFID tag

but an RFID reader in order to apply this system to various operations easily. Also, in this

system, not just single detected tags but series of detected tags are utilized to derive the

desired information, unlike the conventional applications.

2.2 Features

The proposed system has some advantages and features. This method is flexible and
available under various conditions without changing the facilities or equipment. All that is
required is to attach RFID tags to existing objects and to perform farming operations while
wearing the appropriately designed devices. For example, only by attaching RFID tags to
many kinds of materials such as fertilizer and pesticide bottles, this method can
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automatically record which materials a farmer selects without interrupting his operations.
With this system, we can easily collect an enormous amount of data about farming
operations, and it helps to solve a shortage of case data for decision support systems (Cox,
1996). In the case of monitoring people who come and go at various facilities, in the
conventional method the people carry RFID tags and RFID readers are set up at the gates to
detect people’s entrances and exits. In our proposed method, however, people wear RFID
readers, and RFID tags, which are cheaper than the RFID readers, are attached to the gates.
This will be effective in the situation in which a few people work in many facilities, such as
in greenhouses. It can also be applied to monitoring operations with machinery at a low cost
by attaching RFID tags to parts of operation panels such as buttons, keys, levers, and
handles. The sequence of detected RFID tags tells us how a farmer operates agricultural
implements.

By combining the data of RFID tags and other sensors, this system can monitor more
detailed farming operations. For example, if an RFID tag is attached to a lever on a diffuser,
we cannot distinguish between just holding the lever and actually spraying the pesticide.
However, by using the data collected by wearable devices with finger pressure sensors, this
system can distinguish between just holding the lever and actually spraying the pesticide
accurately and specifically. Moreover, by connecting a GPS receiver to wearable devices, we
can monitor when and where a farmer sprays the pesticide precisely. This information is
now required to ensure the traceability of pesticides, and this system is expected to be an
effective solution to the requirement of traceability, especially, when farmers manually
perform the cultivation management (Opara & Mazaud, 2001). When attaching RFID tags to
plants, trays, and partitions, we can also monitor the locations of farmers’ operations in
greenhouses where a GPS sometimes does not function well, and we can monitor even the
time required for manual operations such as picking and checking of plants. The
information about the progress and speed of farming operation can help in setting up
efficient scheduling and labor management (Itoh et al., 2003). This system is effective for
monitoring farming operations in detail, especially manual tasks that are difficult to record
automatically in a conventional system.

2.3 Architecture

In our proposed system, a core wearable device is equipped with an RFID reader, an
expansion unit for sensing devices, and a wireless communication unit (Fig. 2). The wireless
communication unit enables the separation of heavy tasks such as data analysis and
management processing from the wearable device. That is, the detected data can be
analyzed at a remote site via a network instead of by an internal computer, so the wearable
device becomes a simple, compact, and lightweight unit the farmer can easily wear. This
distributed architecture allows for the implementation of a flexible management system and
facilitates the easy mounting of various support applications that can provide useful
information in response to recognized farming operations.

Thanks to the distributed architecture, the remote management system can be operated with
high-performance processing. Therefore, the management system can recognize farming
operations based on the patterns of detected RFID tags and sensing data with a complicated
estimation algorithm. We can choose various types of algorithms such as pattern matching,
Bayesian filtering, principal component analysis, and support vector machines by modifying
the recognition function. A basic estimation algorithm is pattern matching in which a certain
operation is defined by a series of data set with or without consideration of order and time
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interval. For example, an operation consisting of the preparation of a pesticide is recognized
when the RFID tags attached on a pesticide bottle, a spray tank, and a faucet handle are
detected within a few minutes in random order. Some estimation algorithms classify the
data in groups of farming operations based on supervised learning, and they enable very
accurate recognition, even though missed detection or false detection sometimes occurs.
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Fig. 2. Architecture of the farm operation monitoring system comprised of a core wearable
device and a remote management system.

3. Prototype system

In our proposed system, farming operations are deduced by analyzing the patterns of
detected RFID tags. To evaluate the possibility and effectiveness of this system, we
developed a prototype system constructed of a glove-type wearable device, Field Servers for
providing hotspot area, and a remote management system. With this prototype system, we
conducted several experiments to demonstrate the system’s functionality. In this section, we
describe the architecture and performance of the prototype system and the results of the
recognition experiments that involved a transplanting operation and greenhouse access.

3.1 System design

Figure 3 shows an overview of the prototype system and the wearable device which a
farmer puts on his right arm. At a field site, we deployed several Field Servers that offer
Internet access over a wireless local area network (LAN) so that the wearable device could
be managed by a management system at a remote site. RFID tags were attached to some
objects the farmer might come into contact with during certain operations. The information
of the attached RFID tags and the objects including their category, was preliminarily
registered in a database (DBMS: Microsoft Access 2003) named Defined DB in the
management system. The remote management system constantly monitored the wearable
device via the network, stored the data of detected RFID tags, and analyzed the farmer’s
operations.

The wearable device was equipped with a wireless LAN for communicating with the
management system, an RFID reader for detecting relevant objects, and an analog-to-digital
(A/D) converter with sensors for monitoring a farmer’s motion. The RFID reader consisted
of a micro reader (RI-STU-MRD1, Texas Instruments) and a modified antenna. The A/D
converter consisted of an electric circuit including a microcomputer (PIC16F877, Microchip
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Technology) with four input channels. A device server (WiPort, Lantronix), which served
the function of a wireless LAN and enabled monitoring of the RFID reader and the A/D
converter via the network, was also embedded. This wearable device worked for up to two
hours when a set of four AA batteries was used. The battery life was able to be extended by
using energy-saving units and modifying the always-on management. In some experiments,
we added sensors such as pressure sensors to monitor the farmer’s fingers and other
wearable devices such as a network camera unit to collect user-viewed image data and a
wearable computer display unit to provide useful information in real-time.

management system

—_—

PIESSUTE  RETD reader
SENnsors

Fieldgervers

Fig. 3. Overview of the prototype system and the wearable device.

The type of RFID reader and the antenna shape are important factors for detecting RFID
tags accurately without encumbering farmers’ activities in various situations. There are
RFID tags available with different frequencies (e.g., 2.45 GHz, 13.56 MHz, and 134.2 kHz)
that differ in terms of communication distance, tag shape, antenna size, and broadcasting
regulations (Khaw, et al., 2004). In this prototype system, the 134.2-kHz RFID was used
because of the emphasis on the communication distance and the radio broadcasting laws in
Japan. A bracelet-type antenna (85 mm in diameter) was developed with consideration of an
easily wearable shape and adequate inductance of the antenna coil (47 uH for 134.2 kHz).
The antenna had sufficient accessible distance (more than 100 mm) to detect RFID tags
without any conscious actions.

Figure 4 shows a block diagram of the remote management system. It accessed the RFID
reader and the A/D converter at high frequency (200 ms interval) and stored the data in a
database (DBMS: Microsoft Access 2003) named Cache DB. In this system, we simply chose
pattern matching as an estimation algorithm. The rules of expected farming operations were
preliminarily defined into a pattern table with combinations or sequences of objects or
categories that had already been registered in Defined DB. The management system checked
the time-series data of Cache DB against the pattern table to detect defined farming
operations. When the system recognized a certain farming operation, the information of the
recognition result was recorded, and appropriate actions in response to the results were
executed.
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Fig. 4. Block diagram of the remote management system.

3.2 Recognition experiments

3.2.1 Transplanting operation

To evaluate the feasibility and the basic performance of this system, we performed a
fundamental experiment to recognize transplanting operations in a field environment. In
this experiment, a user took each potted seedling, checked the seedling’s condition, and
transplanted it to a large pot if it was growing well. RFID tags were attached to every pot
including empty pots for transplanting, and a user performed the operation with the
wearable device. Field Servers were deployed in the experimental area, and the remote
management system accessed the wearable device via the Field Servers. We arranged twelve
potted seedlings including two immature ones and tested whether the detailed information
about this operation could be obtained by using our proposed system.

Figure 5 illustrates some results from this experiment. The white circle shows the detected
RFID tags corresponding to each pot. The pots labeled pot-A to pot-E (categorized as small
pots) were potted seedling, while the pots labeled pot-I to pot-IV (categorized as large pots)
were empty pots for transplanting. The seedling in pot-B was an immature one that did not
need to be transplanted. The transplanting operation was defined as occurring when a
detected small pot was transplanted to a large pot detected within ten seconds, but only if
the large pot was detected for over three seconds. The system was able to correctly identify
every target pot that a user touched during the operation without any problem.
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Fig. 5. Result of a recognition experiment about transplanting operation.
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When a user took a large pot, an RFID tag of another large pot was mistakenly detected once
in a while because these large pots were piled up. However, the defined rule was able to
filter out the false detection, so this system was accurately able to recognize the operation. In
this experiment, our proposed system was also able to recognize the correspondence
relation of which large pot a seeding in a small pot was transplanted to. For example, the
seedlings in pot-A, -C, -D, and -E were transplanted to pot-I, -II, -III, and -IV (the user didn’t
transplant pot-B, so that pot didn’t have a corresponding large pot). In this system, not only
the detected RFID tag identification number but also the detected time was stored in the
database. By subtracting the first detected time of the small pot from the last detected time
of the corresponding large pot, we were also able to obtain the process time of the
transplanting operation as detailed information.

3.2.2 Greenhouse access

The next experiment was recognition of people entering and leaving greenhouses. In this
experiment, RFID tags were attached to both sides of sliding doors (tag-A: outside; tag-B:
inside) of greenhouses. A user equipped with the prototype wearable device entered and
exited two different greenhouses eight times each to work inside and outside them. This
system judged a greenhouse access by checking the sequence pattern of the detected RFID
tags with pattern matching. The entering action was defined as occurring when the tag-B of
either greenhouse had been detected for more than one second within ten seconds after the
tag-A of the greenhouse was detected. The leaving action was defined as the opposite
pattern of the entering action.

Figure 6 illustrates some results from the experiment. In this experiment, this system
couldn’t perfectly detect the entering and leaving actions; the percentage of accurate
recognition in total was 87.5% for entering and 81.3% for leaving. The main reason for
misrecognition was not missed detection due to inadequate antenna sensitivity but false
detection caused by the excessive antenna range, which resulted in the antenna mistakenly
detecting a far-side tag through the door once in a while. In this condition, the system was
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Fig. 6. Result of a recognition experiment about greenhouse access.
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able to deduce the correct operations based on the detected patterns, even though
false detections were included in them. At other times, the system was not able to deduce
the correct operations that included false detections. To solve this problem, we must
consider the allocation of the attached RFID tags so that the antennas can avoid false
detections.

4. Applications

Our proposed system can recognize farming operations from the patterns of detected RFID
tags. The farm operation monitoring system has the potential to be used effectively and to
be implemented in a wide variety of applications. By using some sensor devices together,
this system can recognize farming operation more accurately. By coordinating with Field
Servers, we can also obtain more detailed information about farming operations. Moreover,
this system enables us to provide useful information in response to the recognized operation
by cooperating with agricultural support tools. In this section, we describe several
applications of the system and the results of the experiments.

4.1 Recognition with RFID and sensing devices

Our prototype wearable device had an A/D converter with four input channels and an
expansion port for RS232C. We used a pressure sensor to monitor the condition of the
farmer’s hand and a network camera unit to record user-viewed image data during farming
operations. By using the enhanced wearable device, this system can recognize complicated
farming operations and obtain useful information in detail. To evaluate the feasibility and
effectiveness of the system, we conducted a recognition experiment of the snipping
operation with a pair of scissors.

In this experiment, a user equipped with the enhanced wearable device took a plant tray,
checked the condition of a plant in the tray, and snipped off unwanted leaves with scissors.
RFID tags were attached to each plant tray and to the handle of the scissors. The system
recognized the snipping operation when the RFID tag of the scissors was detected and
simultaneously the value of the pressure sensor for the forefinger exceeded a certain
threshold level that was set by preliminary test. By using the detected data of the RFID tag
attached to the plant tray, this system deduced which plant was sniped off. The network
camera unit on the user’s shoulder captured several pictures of the operation after it was
recognized.

Figure 7 illustrates some results from the experiment, which tested the snipping operation
five times each in two kinds of plant tray. By using RFID tags and the pressure sensor
together, this system was able to distinguish the status between just holding the scissors and
actually using the scissors. In this experiment, the system had 80% accurate recognition of
the snipping operation. The main reason for any misrecognition was that sometimes the
value of the pressure sensor did not exceed the threshold level because the position of the
sensor attached to the glove was not accurate for the user. The image data was adequately
collected just when the user snipped a target leaf, and it enabled us to provide useful
information about how the user performed the operation. In this experiment, the data of the
pressure sensor was shown as an 8-bit raw data item with no calibration data. If we
calibrated the sensor, we could get more detailed information about the user’s technique
with the scissors.



150 Deploying RFID — Challenges, Solutions, and Open Issues

o]
L
(=]

Threshold o RFID tags of scissors
/ are detected

Snipping Snippin ig/ﬂ

i

[\S]
=
(=]

TV
¥ 3
1 ]
| 1

pressure sensor (raw data)
[l
Ln
o i

holding e “ A\ holding
0 1

16:03:40 16:04:00 16:04:20 16:04:40 16:05:00
Time

Fig. 7. Result of a recognition experiment about snipping operation.

4.2 Multi monitoring with field servers

Image data provides useful and helpful information for agricultural users to check crop
conditions and to comprehend farming operations. Especially, recording operations of
skilled farmers visually is very important for new farmers and agricultural researchers to
understand practical techniques. We previously developed Field Servers with controllable
cameras that can realize the distributed monitoring system. By using the Field Servers in
cooperation with our proposed system, we can record the processes of farming operations
carefully from a number of different directions in response to the results of recorded data.
To evaluate the feasibility and effectiveness of the system in cooperation with Field Servers,
we conducted an experiment in which the system collected pictures of recognized farming
operation by controlling the camera of the surrounding Field Servers.

In this experiment, RFID tags were attached to a warehouse door, to some points on a rack
in the warehouse, and to stored farming materials such as pesticide bottles. One Field Server
equipped with a controllable camera was deployed near the warehouse. The Field Server
periodically monitored field and crop conditions as part of a scheduled operation. The
system recognized the preparing operation when a certain RFID tag of farming materials
was detected after the RFID tag on the warehouse door was detected. We had previously
registered the material places and preset camera positions and settings. When the system
recognized that a certain material was being taken, it performed an event operation to
record the target process by using the Field Server camera with a zoom function.

When two management systems share one controllable camera, there is a potential conflict
between scheduled operations and event operations that require monitoring a different
target. To solve this problem, we introduced a multi-management system (Fukatsu et al.,
2007, Fukatsu et al., 2010). Figure 8 shows the operation status flow of the multi-
management system and illustrates some results from the experiment designed to test the
system. One management system (Agent-A) monitored the Field Server on the basis of its
scheduled operation and the other system (Agent-B) periodically checked the RFID
database. When a defined operation was recognized, Agent-B sent a stop signal to Agent-A
to avoid access collision, and Agent-B preferentially directed the camera of the Field Server
to the defined position.
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Fig. 8. Operation status flow of the multi-management system.

When a user with a wearable device tried to bring out the materials randomly, the system
was able to record the target operation procedure as the image data. In some cases, it
couldn’t acquire desirable image data because the speed of the camera was not fast enough.
To avoid the delay of the camera moving, we modified the camera control algorithm in
which the camera was preliminarily directed to the expected position when the rack-
attached RFID tag was detected. By introducing the modified algorithm, we were able to get
more image data that included the scene of the operation.

4.3 Cooperation with support application

In agriculture, many support applications that provide useful information to farmers have
been developed. Some support applications, such as a navigation system for appropriate
pesticide use (Nanseki & Sugahara, 2006), are provided as Web application services, which
are available for our proposed system. By combining our system and Web-based support
applications, we can provide appropriate information in real-time in response to farming
operations. For example, it is helpful for a farmer to get pointed advice regarding proper
usage of a pesticide to avoid misuse of the pesticide.

To evaluate whether the system was able to cooperate with a Web-based support
application easily, we conducted an experiment in which the system provided detailed
information about the pesticide held by a farmer via a wearable computer display in real-
time. In this experiment, we prepared a Web application service for pesticide management
that outputted a target pesticide name, its detailed information including history of usage,
and relevant links to information about the appropriate pesticide to use in response to an
inputted query. By using the Web application service, we were also able to register and
update target pesticide information via the Internet. When the system recognized that a
certain pesticide bottle was taken, it sent the recognized pesticide ID to the Web application
service and received detailed information about it with an HTML format. Then, the system
outputted the information to the wearable computer display connected to the Internet via
the Field Server.

Figure 9 illustrates some results from the experiment. RFID tags were attached to five kinds
of pesticide bottle and a spray tank. A user with the prototype wearable device and a
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wearable computer display conducted the pesticide preparation. When the RFID tag
attached to the pesticide bottle was detected, the system was able to provide the appropriate
information to the user. When the RFID tag of the spray tank was detected after the
recognition, the system judged that the pesticide was used, and it updated information
about the pesticide’s use history by accessing the Web application service. We confirmed
that the target history information was automatically updated without problems when the
user poured a certain pesticide into the spray tank.
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Fig. 9. Support application of providing useful information.

4.4 Extension of the system: the farming visualization system

Several types of the farm operation monitoring system have been developed according to
the varied needs of farms. All of these systems are designed to record and replay all the
information of farming operations based on combinations of data from several kinds of
sensors, including RFID readers. Some farms need a low-end type of system with only a few
sensors. This type of system is simple to use and has a low introduction cost. On the other
hand, some farms need a high-end system with many sensors. This type of system can
monitor many kinds of farming operations with high accuracy and frequency. Our
proposed system can be modified to suit both kinds of farm.

Our system can also be extended in various directions within the field of agriculture, and
one such extension is the farming visualization system (FVS) that has been developed based
on our previous research (Fukatsu & Nanseki 2009b; Nanseki et al., 2007). One of the major
application fields is to record precious and detailed farming history for good agricultural
practice (GAP) and food traceability. Another major application field is the human
development of young farming operators. These applications fields of the FVS are especially
important in large farm cooperations, and the government has aided us in developing
several types of FVS. The NoshoNavi project, begun in 2010 as a five-year period, is one
such national research project (http:/ /www.agr kyushu-u.ac.jp/keiei/NoshoNavi/).

Figure 10 shows images of a high-end type of FVS. The wearable devices of the system
include two wearable RFID readers (Wellcat), two cameras (Logicool), one differential GPS
(Hemisphere), one mobile PC (Panasonic) and one head mount display (Mikomoto). The
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two RFID readers on both hands enable us to distinguish whether the right or left hand
touches the RFID tags. One of the cameras captures a wide view of the farming
environment, and the other camera captures a narrow view, focusing on the area
immediately around the operator’s hand. The differential GPS has 50-cm accuracy. The
mobile PC controls each sensor and manages all the data, so this particular system does not
need a network connection. The visualization software of the FVS can show an integrated
view of all the data of these sensors.
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Fig. 10. High-end type of the farming visualization system.

The system enables a fully automatic recording of Five W’s and one H information of the
whole farming operation. With this system, non-skilled operators can learn farming skills
based on recorded visual and audio data of a skilled operator, for example. The data of
RFID readers gives exact information about the materials touched by a skilled operator. The
data of the differential GPS gives the exact location where an operation is done. Images of
farm operation from the viewpoint of the skilled operator give good guidance to non-skilled
operators.

The low-end type of system has only one RFID reader with one GPS mobile phone. This
type of system is suitable for automatic recording of the location of a farming operation and
materials touched by operators. The system is now being tested on several farms, including
one of the biggest rice farms in Japan. The farm grows many varieties of rice with several
cultivation methods requested by the buyers, in 150 ha of paddy fields. There are more than
20 farming operators. One of the major issues of the farm management is the passing on of
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the farming skills of the skilled operators. The FVS is expected to be helpful in solving this
problem.

5. Discussion and future work

We have proposed a farm operation monitoring system with wearable devices including
RFID readers and conducted some experiments with a prototype system. These experiments
show that the system can recognize farming operations appropriately and can provide
useful information to users in response to the recognized operations. The feasibility and
effectiveness of our proposed system has been evaluated experimentally, and we have
discussed issues remaining to be solved future works, and the potential of the system for
practical use.

One of the main issues of the system is recognition accuracy. In our experiments, false
detection of RFID tags occurred once in a while because of excessive antenna sensitivity. To
avoid false or missed detection, adequate design of an RFID antenna is required. For
example, a ring-type or a fingertip-type antenna is capable of detecting only fingered objects
selectively. By using another type of shaped antenna or combining several types of
antennas, we can solve the problem. Adequate tag allocation is also important. Attaching
many RFID tags while avoiding the mutual interference and false detection helps the system
to increase the recognition accuracy, even when some RFID tags are not detected. We
should also consider the position at which we attach RFID tags and the reading interval of
RFID readers depending on the operation contents and farmers’ activities, so that key RFID
tags will not be missed.

To recognize farming operations more accurately, it is important not only to detect RFID
tags adequately but also to estimate the farming operation effectively from detected data,
including that from motion sensors. In our experiments, we appended a pressure sensor to
the wearable device to recognize complicated operations and to interpolate the data of RFID
tags. By using many kinds of motion sensors such as finger-bending sensors, acceleration
sensors, capacitive sensors, and myogenic potential sensors depending on the situation, this
system will be able to recognize farming operations with a high degree of accuracy. With
regard to an estimation algorithm of farming operations, we use pattern matching in our
experiments, because we attached a minimum amount of RFID tags for this testing. If we
had many RFID tags attached to relevant objects, useful motion sensors, detailed rules with
many steps for recognizing operations, and preliminary data for supervised learning, we
could apply various kinds of estimation algorithms. These algorithms should be customized
and adjusted on the basis of the performance of the wearable device, tag allocation,
operation contents, and user requirements. It is also important to consider what farming
operation should be recognized, how we should define the rules for the farming operation,
and which tags and sensors we should use for the recognition. The preparation of
registering many kinds of rules and tag information needs careful consideration and a lot of
effort. To recognize various farming operations, some support tools for registering these
data easily will be needed.

Another problem is the need to overcome fitting difficulties with the wearable devices. In our
experiment, the glove with a pressure sensor didn't fit the target user and the sensor data
sometimes indicated wrong values that caused mistaken recognition. In general, it is difficult
to fit a wearable device to every user, so wearable devices should be designed with a target
user in mind or have some key components such as the sensor position be adjustable. Where
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and how a wearable camera is set to record clear and desirable image data is also important. A
wearable camera may be swung in response to the user's motion, and the position and
direction of the camera may easily be changed. The desirable angle and direction of the camera
also differs according to the operation and the user’s request. For example, a head-mounted
camera can record from the user’s viewpoint, but the user’s head will move frequently during
some operations. In some situations, it is better to use a camera with a wide field of view
mounted on the user’s chest pocket or waist belt. It will be important to design a wearable
device with ergonomics, operation contents, and each user’s individual features.

Though the proposed system has some open issues, the system in its current form can
record a farmer’s operation easily and automatically. It is effective for realizing agricultural
support applications such as labor control, precision management, and food traceability. To
make improvements in farm management, it is important to know how long farmers
perform each operation in detail. Our system enables farmers to record labor information
easily. In some countries, large-scale farming is popular, so precision management can
easily be conducted by using the automatic and mechanized operation system. On the other
hand, manual operation tasks are still required in many countries and on many farms, so
our proposed system helps to realize precision management in these situations. Especially in
Japan, there are many small-scale farms on which it is difficult to perform mechanized
farming. Moreover, to grow high-quality crops, practical farmers operate some implements
manually, because each crop needs a different amount of fertilizer and chemicals. In food
traceability, not only the supply chain but also farmers are required to record the processing
of products (Smith & Furness, 2008). The record of cultivation management, especially
pesticide use, has become increasingly important, but the task requires much effort. For a
farmer to meet the legal requirements, this system is helpful to establish traceability and to
provide detailed information such as image data.

This system also enables the production of advanced applications such as controlling
equipment in a coordinated manner, useful databases of operation techniques, and
navigation and attention systems for new farmers. Field Servers have a function to control
peripheral equipment such as greenhouse heaters and sprays. By combining with Field
Servers, our proposed system can control suitable machines automatically to reduce
farmers’ efforts in response to recognized farming operations. By combining the information
of operation history and other monitoring information such as crop growth data, we can
analyze the effects of operations on the crops. Practical farmers check various conditions
with their senses based on their experience, and this system can record data of farming
operations of skilled farmers. If we can obtain information not only on farming operations
but also on the farmers’ behavior, e.g., what they pay attention to and how they interact
with crops and fields, the database will become an important tool for understanding their
techniques and wisdom. Especially in Japan, the age of the farming population is increasing,
and the number of farmers is rapidly decreasing. Therefore, practical techniques of skilled
farmers are vanishing, and new generations of farmers lose an opportunity to learn from
them. By storing a lot of information on farming operations in detail, this system can
provide a useful digital archive of the agricultural system. By using our proposed system,
we can realize an advanced decision support system such as the navigation and attention
systems. Such a system can provide useful and suitable information such as a tutorial about
the next operation in a sequence, the needed data for decision-making, and warnings about
misuse to a farmer in real-time in response to recognized operations. Such a system will
enhance the farmer’s sensitivity, judgment, and activity.
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We have proposed an innovative monitoring system to recognize farming operations easily,
and have demonstrated the effectiveness and feasibility of a farm operation monitoring
system with RFID readers and tags. Our proposed system can be applied to a wide variety
of situations and purposes not only in agriculture but also in other fields. It is expected to be
used as an effective tool for monitoring humans” behavior and experiences.

6. Conclusion

To monitor farming operations easily and automatically, we proposed a farm operation
monitoring system with wearable sensor devices including RFID readers and tags. By
attaching RFID tags to various objects such as farming equipment and performing farm
operations with wearable devices including RFID readers, the system can recognize the
operation by analyzing the pattern of detected RFID tags and sensor data. This proposed
system can monitor farmers’ operations flexibly without interrupting their activities or the
necessity of changing their facilities or equipment. Moreover, this system can facilitate
effective support applications that provide useful information to farmers in response to the
recognized operations. To evaluate the feasibility of the system, we conducted several
experiments with a prototype system. Through the experiments, we demonstrated the
effectiveness and potentiality of our proposed system.
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The Application of RFID in Automatic
Feeding Machine for Single Daily Cow

Zhijiang Ni, Zhenjiang Gao and Hai Lin
China Agricultural University
China

1. Introduction

Chapter Objectives

In this chapter, you'll be able to do the following:

¢ You'll know why the identification of single daily cow is needed
The RFID device used in this research

e  The communication between RFID and PC, between RFID and MCU
The good effect due to the technology (experiment)

2. Why the identification of single daily cow is needed

Daily cow is one kind of ruminant animal, whose rumen plays an important role in the
digestive process. There are many kinds of microbes in the lumen. Actually it is these
microbes that play a crucial part for the digestion. These microbes are sensitive to the pH
value in the rumen environment. To keep these microbes be in active status, the pH value
should be kept at stable (the pH range should be 6.4~6.8). The studies show that the pH
value in the rumen is relative with the amount of the concentrated feed. So we need control
the amount of the concentrated feed that each daily cow got. This process involves the
feeding based on a single daily cow. To realize this process, we need to identify the daily
cow, and then give it the amount of concentrated feed that it needs. This process could be
realized by the application of RFID system.

Ni (2009) designed an intelligent moving precise feeding machine for single dairy cow. An
RFID system was equipped on this machine, which can move and identify the single dairy
cow, and then give it the amount of the concentrated feed needed. The schematic figure is
showed in Fig.1.

Voulodimos (2010) established a complete farm management system based on animal
identification using RFID. This system contains various kinds of workstations, such as
desktop computers (servers, database), laptops, handheld mobile devices, and a number of
different subsystems. Fig. 2 shows the main subsystems: the central database, the local
database and the mobile — RFID subsystem.

The central database system (left down in Fig.2) is used to store all information related to the
management of animal tracking and monitoring at central level.

The local database system (right-down in Fig.2) is based on an animal data management
application, such as tracking of animal vaccination, tracking of animals’ diet.
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Fig. 1. Schematic for Feeding Machine (Ni,2009)
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Fig. 2. Platform architecture (Voulodinos, 2010)
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3. The RFID device used in this research

RFID is the abbreviation for Radio Frequency Identification, which is a technology that
utilizes communication through electromagnetic waves to exchange data between an object
and a terminal to realize the purpose of identification.

A RFID system (Fig.3) typically comprises following three parts (Roberts, 2005):

¢  AnRFID device (tag);

¢ A tagreader with an antenna and transceiver;

¢ A host system or connection to an enterprise system.

(7 / ==
Lij} <<\ .,1%] u u

g Reader
RFID Tag

Enterprise System

Fig. 3. A typical RFID system (Roberts, 2005)

In the research of Ni (2009) and Li (2010), the reader used is SMC-R134 (Fig. 4), and the tag is
SMC-E1334 (Fig. 5). Both the reader and the tag are the product of SMARTCHIP
MOCROELECTRONIC CORP (SMC) in Taiwan.

Fig. 5. SMC-E1334 Tag(Ni, 2009)
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The maximum identify distance for this RFID system is 50cm +10%. The frequency is 134.2
kHz. The working voltage is DC 9V. The parameters are shown in table 1.

Name Parameters
Type SMC-R134
Frequency AM 134.2 kHz

Voltage Vee =9V

Current dissipation

Induction distance

Weight 780g + 2%
Length 264 mm
Width 264 mm
Height 30 mm

Max: 200 mA (9V)
50cm +10%, working with SMC-E1334 tag

Table 1. Parameters for SMC-R134 Reader (Ni, 2009)

There are ten pins for the reading head of SMC-R134 reader. The colors for each pin (from
left to right) are: red, black, yellow, purple, gray, green, brown, white, blue and orange,
which is shown in fig. 6. The function for each pin is shown is table 2.

. Pin . Min Typical Max .
Pins Color Name I/O Sign Value Value Value Instruction
PIN1 red Vce I Vece 8V EAY 10V Power
PIN2 black GND I Vss - - - Power

Vi-H Vee- Vce Vcct+0.2V
PIN3  yellow Programl I Vil 02V- GND Vest0.2V Select mode
Vi-H Vce- Vce Vcct+0.2V
PIN4 purple Program2 I Vil 02V- GND Vest0.2V Select mode
Used to
PIN5  gray o 45V +8V select
magnetic
emulation
Vo-H Vee- Vce Vcct+0.2V Wiegarld
PIN6 — green  DATAL Oy 1 02v. GND  Vet02V  output
V.-H Vce- Vce Vcct+0.2V Wiegand
PIN7-brown — DATAO Oy oy, GND  Vest0.2V output
PIN8  white
PIN9 blue RS232 O 5V 18V RS232
Connected
PIN10 For I Vi-H Vce- Vce Vcct+0.2V GND to
OTaNge  Customer Vi-L  0.2V- GND Vss+0.2V  Light orange
LED

Table 2. The function for each I/O pin (Li, 2010)
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Fig. 6.1/0 pins for SMC-R134 (Ni, 2009)

There are two types of output format: R5232 and Wiegand. Ni (2009) used RS232 format to
establish the communication between RFID and PC. Li (2010) used Wiegand format to
establish the communication between RFID and MCU.

4. The communication between RFID and PC, between RFID and MCU

4.1 The communication between RFID and PC

Ni (2009) used visual basic 2005 (VB 2005) as the software to communicate RFID with PC.
To realize this objective, RS232 output format was used. The function of ReadExisting() was
used to read the data sent by RFID reader. Before doing this, we need to establish the serial
port object in VB 2005. The block diagram of establishing serial port object is shown in Fig 7.

| Imports SerialPort Class |

W
| Declare a serial port object H Dim R5232 as SerialPort

W

| Select the serial port name |

Establish serial port object
R5232=New SerialPort{mPortName, mBaudRate, mParity, mDataBit, mStopbit)

ICIose serial port: RS232.Close() |

ar N

Y

Open serial port: R5232.0pen() |

Fig. 7. The block diagram of establishing serial port object (Ni, 2009)
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4.2 The communication between RFID and MCU

Li (2010) used Wiegand output format to establish the communication between RFID and
MCU. This can realize the automatic control through only RFID and MCU without the help
of computer. So the cost was minimized.

The software developed by Ni (2009) can be used as post processing tool to establish the
dairy cow information system. The cow information, such as, ID number, weight, age, milk
production, were recorded into the database. The ID number was gotten through the
communication of RFID and PC. Then these ID numbers can be exported to the MCU to
establish the communication between RFID and MCU.

Li (2010) imported two external interrupts to read the tag number. Once the tag number is
matched with one of the ID stored in MCU, the single cow will be identified, and the cow’s
information will show in the LCD screen. The block diagram of communication between
RFID and MCU is shown in Fig 8.

EX0=1 ! p| ENI=1
trigger l trigger
= +
EX0=0 i EX1=0
F
T T
i f (num==0) | — | First_bit=0 First bit=1 | &—— | if (num==0)
N l W

if (rom>=1ddémum <=5 - 1 if (rom>=1ddmom <=3
i £ (roam =9dhnnm <=16) i £ (rum>=9&4num<=16
SR SITRaR ) | 4| Storeinto array: + ERH e RS
i £ (roam =25 num =32 ) wiegand|6] i £ (ran >=258nun <=32)
i £ (roam =33 48num <=40) i £ (nam »=33%8&nun <=40)
i £ (num =41 &8num <=48) i £ (roam =41 énum <=48)
¥ l l ¥
if (num==COWTO1-1)| ——3| Last_bit=0 Last_bit=1 if (ram==COUNTO1-1)
N l l N
if (num=COUNTO1) | ——— | EX0=0;EX¥1=0; | #————— | if (num=COUNTO1)

Fig. 8. The block diagram of communication between RFID and MCU (Li, 2010)
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5. The good effect due to the technology (experiment)

Gao (2008) invented one kind of intelligent precise feeding machine. This machine was used
in the research of Ni (2009) and Li (2010). This machine was equipped with the SMC-R134
reader. And the experimental cow was worn an ear tag (SMC-E1334). The feeding machine
is shown in Fig 9.

Fig. 9. Feeding Machine (Ni, 2009)

Ni (2009) did a basic experiment using this machine. Ten dairy cows were fed for one
month. The concentrated feed was given by this machine based on the cow information (ID
number, weight, age, milk production, etc). The result showed that the milk production can
be added 4kg per day per cow.

Li (2010) did a deep experiment using this machine. 70 dairy cows were used. Besides the
milk production, milk fat content and protein content were also be evaluated. The improved
milk production is 3.9 kg, the average milk fat content is 3.74%, and the average protein
content is 2.98%.

6. Summary

In this chapter, we introduced the application of RFID in daily cow industry. Firstly, we
gave a brief introduction of why the identification of single daily cow is needed. By using
RFID technology, the single daily cow information can be stored in database system.
Through the tag ID, we can know the information about the cow. Later, we introduced one
kind of RFID device used in the research. The communications between RFID and PC, RFID
and MCU were established. Finally, two experiments based on the machine invented by Gao
(2008) were introduced. The experimental results was good. The milk production were
improved about 4kg per day for per cow.



166 Deploying RFID — Challenges, Solutions, and Open Issues

7. Abbreviations and symbols

RFID: Radio Frequency Identification
e  PC: Personal Computer
MCU: Micro Controller Unit
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The U.S. National Animal Identification System
(NAIS) & the U.S. Beef-Cattle Sector:
A Post-Mortem Analysis of NAIS

Rhonda Skaggs
New Mexico State University
United States of America

1. Introduction

The appearance of bovine spongiform encephalopathy (BSE) in the United States in late 2003
resulted in severe economic impacts to the U.S. livestock sector. U.S. exports of beef and live
cattle were immediately embargoed by importing countries as a result of BSE, and markets
have not fully recovered eight years later. The trade status of the U.S. beef and cattle sectors
was severely harmed when trading partners used BSE as justification for increased
protectionism. The trade response to one BSE-infected cow and the desire to protect the U.S.
livestock industry’s economic interests enhanced concerns about intentional and accidental
disease outbreaks. The first BSE-infected cow identified in the United States and ongoing
fears that a virulent disease (foot and mouth disease, in particular) could cost billions and
destroy the U.S. livestock sector led many people to conclude that a nationwide individual
animal identification system was necessary. As a result, the National Animal Identification
System (NAIS) was set forth in early 2004 by a working group including both industry and
government officials. The NAIS built on the National Animal Identification Plan initiated in
2002. The goal of the NAIS was nationwide 48-hour traceback of all livestock and poultry in
the event of a disease emergency.

The Animal Health Protection Act (AHPA) enacted with the 2002 Farm Bill set the legal
stage for the federal government to be involved in the national animal identification effort.
The 2002 AHPA includes language that indicates the federal government’s intention to
expand regulation of livestock due to interstate commerce and related movements of pest or
disease threats (O'Brien, 2006). The AHPA was interpreted as giving the U.S. Secretary of
Agriculture the ability to prohibit all movement of livestock unless producers participated
in the NAIS. The NAIS entailed three components: Premises registration, animal
identification, and animal tracking. Premises registration was the assignation of a unique
premises number to all facilities where animals are managed or held. Animal identification
assigned a unique number to individual animals or lots in the case of animals that stay with
the same group their entire lives. Animal tracking involved the collection of data for animal
movements and the recording of those data in a central recordkeeping system which could
be quickly and comprehensively accessed in the event of an animal health emergency.

A 2005 USDA document indicated that the NAIS would begin as a voluntary program, but
would become mandatory in 2009 (United States Department of Agriculture - Animal and
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Plant Health Inspection Service [USDA-APHIS], 2005). The USDA stated in a 2006 document
that while the agency had the authority to make the system mandatory, it had chosen
to make every component of NAIS voluntary at the federal level (USDA-APHIS, 2006a).
In a 2008 report, the USDA designated cattle as the highest priority species with respect
to NAIS implementation and presented revised timelines and benchmarks for NAIS
progress by species (USDA-APHIS, 2008a). Implementation benchmarks for cattle were
scaled down from previous NAIS documents, and the cattle implementation timeline was
also extended. NAIS benchmarks were scaled back for other species, although not as much
as for cattle.

In June 2006 the USDA published a document intended to provide guidance for “non-
commercial” livestock producers and their position within the NAIS. This guide attempted
to alleviate small-scale livestock producers” concerns about the system, stating that NAIS
participation was voluntary and that the NAIS would “largely focus on commercial
operations and animals” (USDA-APHIS, 2006b). Critics of NAIS quickly pointed out that
many statements in the report were inconsistent with other NAIS documents regarding the
government’s plan to extend NAIS coverage to all livestock and livestock movements within
the United States.

The federal government issued numerous grants and cost-shares to states and tribes as
inducements for premises registration and spent more than $120 million in the process;
however, at the end of 2009, only 36% of premises were registered nationwide (USDA-
APHIS, 2010). Some states achieved higher levels of premises registration by tying it to
other state-level licenses or programs. In September 2008, the USDA issued a memorandum
which stated that premises registration would be mandatory for emergency disease
management or for state or federal activities involving diseases regulated through the Code
of Federal Regulations. Although this memorandum was cancelled in December 2008, the
USDA maintained that the federal government has broad authority to assign premises
identification numbers as part of their normal animal health program activities. Recent
livestock disease outbreaks in some states thus have resulted in mandatory NAIS
participation for affected producers.

In June 2009, federal funding for NAIS in its current form was dropped from the fiscal 2010
spending bill by the House Agriculture Appropriations Subcommittee, with House leaders
indicating that no future funds would be available for the program unless USDA developed
and implemented a mandatory NAIS. The USDA conducted numerous NAIS “listening
sessions” throughout the country in 2009 and received many more comments on NAIS at
the Regulations.gov website.

Since the inception of NAIS, the federal government has asserted that the future economic
viability of the U.S. livestock industry rests on improved disease management through
nationwide animal identification and traceability. However, over the last several years,
many U.S. livestock producers raised concerns about the security and confidentiality of
premises and animal data provided to the national system, increased liability on the part of
producers as a result of traceback to the farm level, the costs of NAIS participation, and the
overall feasibility of the system. Opponents of NAIS claimed it was unconstitutional, a
violation of their property rights, inconsistent with religious beliefs, an invasion of their
privacy, and a loss of freedom. They did not believe USDA’s assurances that NAIS
information would not be subject to Freedom of Information Act requests or that use of the
information would be restricted to animal health emergencies. The 2009 “listening sessions”
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were dominated by NAIS opponents, with a small minority of session participants speaking
out in favor of the system. The comments posted at Regulations.gov were nearly unanimous
against NAIS.

In February 2010, the USDA announced that it was abandoning the NAIS (USDA-APHIS,
2010). The agency indicated that it was going to “revise prior animal identification policy
and offer a new approach to achieving animal disease traceability” (USDA-APHIS, 2010).
The new approach will apparently only apply to animals moving interstate, although the
operational details of the approach have yet to be developed. The agency’s February 2010
Factsheet also stated that the new approach intends to “help overcome some of the mistrust
caused by NAIS.”

For almost a decade, proponents maintained that NAIS would protect producers’ animals,
investments and neighbors, and that “as producers become increasingly aware of the
benefits of the NAIS and the level of voluntary participation grows, there will only be less
need to make the program mandatory” (USDA-APHIS, 2006a). The USDA stated that NAIS
would help protect US. livestock and poultry from disease spread, maintain consumer
confidence in the food supply, and retain access to domestic and foreign markets (USDA-
APHIS, 2007). In 2010, the federal government was forced to admit that arguments in favor
of NAIS had fallen flat with a large segment of U.S. livestock producers.

The cattle industry was designated by the USDA as having the highest priority for full NAIS
implementation; however, the cow-calf portion of the beef cattle sector was very resistant to
NAIS (evidenced by continuously extended timelines and increasingly modest benchmarks
for implementation). The economic, structural, and socio-cultural reasons for cow-calf
producer resistance are the subject of the rest of this paper. If future livestock disease
traceability efforts in the United States are to be successful (and disease catastrophes are to
be avoided), it is absolutely essential that the context of cow-calf producer resistance to
NAIS be fully understood. The objective of this paper is to describe the context and
implications for the post-NAIS traceability framework.

2. Overview of U.S. agriculture and the beef-cattle sector

The history of U.S. agriculture is dominated by a relentless march toward increased
concentration. Ever fewer numbers of farms are producing an ever larger percentage of total
agricultural output. Of the 2.2 million farms enumerated in the 2007 Census of Agriculture,
10% generate almost 85% of the value of all agricultural sales (United States Department of
Agriculture - National Agricultural Statistics Service [USDA-NASS], 2009). The remaining
90% of farms are responsible for 15% of output value. U.S. agriculture wasn’t always this
concentrated and much of the history of U.S. settlement and economic development is one
of smallholders supporting their household through agricultural production, while
generating a small marketable surplus. Technological changes occurring throughout the 19th
and 20t centuries worked to increase productivity and drive down per unit production
costs; new lands and resources were brought into production, and real prices for
agricultural commodities plunged. As the relative purchasing power of raw agricultural
commodities decreased, so did farm household incomes. Extreme structural upheaval
occurred, many farms failed and millions of farm families exited agriculture. Their land was
subsequently absorbed by survivor farms which grew larger. The remaining farms were
successful as long as they managed to stay on the technology treadmill or otherwise survive
decreasing real prices for their products. Consequently, many farm households now achieve
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acceptable income levels as a result of non-farm income sources. One-third of all U.S. farms
have consistently negative net farm incomes and nearly 83% of total national farm
household income in 2004 originated from off-farm sources (Hoppe et al., 2007). At first
glance, it would seem that negative net farm incomes should prompt continued
outmigration of people and resources from agriculture. But, it isn’t happening.

U.S. farm-level commodity production is very diverse although 98% of U.S. farms are family
farms, organized as proprietorships, partnerships, or family corporations that do not have
hired managers (Hoppe et al., 2007). U.S. family farms range from small limited resource
operations, to the extremely large industrialized farms that account for the majority of farm-
level production. The USDA estimated that in 2004 57% of U.S. farms were retirement or
residential/lifestyle farms, and that these farms’ off-farm income as a share of total
household income was 98% (Hoppe et al., 2007). According to the USDA, rural-residential
farms account for only 7% of the value of production and include 35% of farm assets
(including land). Small farms of all types, defined as having annual sales of less than
$250,000, are 90% of farms, generate 25% of production value, and hold 68% of farm assets.
Small farms, and especially retirement and residential/lifestyle farms, tend to specialize in
the production of beef cattle, primarily cow-calf enterprises (Hoppe et al., 2007). There are
several economic reasons for this specialization, including lower labor and management
intensity (desirable to operators who are retired or who hold full-time non-farm jobs),
relatively low cash costs of beef cattle production, and favorable tax treatment.

Productivity gains in U.S. agriculture over the last century have been astounding. However,
the beef cow-calf industry is a notable exception to the productivity increases which
characterize agriculture overall. This is due to the biological limitations of bovine
reproduction. The rate of reproduction in cattle continues to be stable and low, with one
cow rarely producing more than one calf. Natural twin production continues to be an
unusual occurrence in beef cattle herds, and often results in extra production costs and/or
sterile female offspring. By comparison, the U.S. hog industry has been characterized by
steady increases in piglets/litter and litters/sow/year. Genetic advances and the adoption
of industrialized confinement production by the hog industry in the post-World War 1II era
led to dramatic increases in productivity, decreases in real hog prices, and industry
concentration. The lack of equivalent productivity gains in beef cattle production are
reflected in the much less drastic decrease in the real purchasing power of the calf
commodity over the last half century, and an unconcentrated cow-calf sector.

The nature of the bovine digestive system also has contributed to relatively low productivity
gains and limited adoption of capital and management intensive technologies in U.S. cow-
calf production. Land-extensive calf production processes continue to be used in much of
the cow-calf sector because the beef animal functions as a scavenger, using and transforming
low value forages produced on marginal lands into a higher-valued product. Land-
extensive production processes are generally not compatible with management intensive
technologies, adoption of which is driven by the need and opportunity to increase returns
per unit of capital and management input.

Most of the advances in technology and increases in efficiency in the beef industry have
occurred beyond the farm gate at the feeding and packing levels. The feedlot and meat
packing sectors have dramatically increased in size and concentration to achieve economies
of scale. The beef feeding sector is increasingly dominated by a small number of extremely
large operations, while the four largest beef packers controlled 84% of the market in 2007
(Hendrickson and Heffernan, 2007).
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The beef cow-calf sector is the foundation of the beef cattle industry. Cow-calf production is
not concentrated, dispersed nationwide, and occurs in every state, with an estimated 33
million national beef cow inventory living on almost 765,000 farms and ranches (USDA-
NASS, 2009). Cow-calf operations produce the calves (or the animal frames - including
skeleton, internal organs, and hide) upon which the cattle feeding sector accumulates meat
using higher energy feed resources (usually under confinement conditions).

The USDA’s National Animal Health Monitoring System (NAHMS) divides cow-calf
producers into three groups: Those who have cow-calf herds primarily for income
objectives (14% of producers), those whose beef cow-calf operation is a supplemental source
of family income (72%), and those who keep cattle for some reason other than for providing
family income (e.g., pleasure) (14%) (USDA-APHIS, 2008b). Differences in management
practices for calving, animal health, feeding, marketing, and record keeping for different
types of cow-calf operations are statistically significant and strikingly obvious in the
NAHMS survey results (USDA-APHIS, 1998). Management of non-primary income herds is
consistently less intensive, and productivity indicators for the herds are less favorable.

The technologies used in cow-calf production have not changed greatly over the last
century, although some advances in cow-calf productivity have been made through
selective breeding, use of veterinary pharmaceuticals, and improved forage management.
Cow-calf production in the United States continues to be characterized by low entry costs,
low cash production costs, low technology requirements, and low management intensity.
Cow-calf operations also have lower exit probabilities than other farm enterprises because of
their compatibility with off-farm work (Hoppe & Korb, 2006).

The technological stability of the U.S. cow-calf industry is evidenced by the small change in
the average size of a U.S. beef cow herd over the last ~30 years (it went from 40 in 1974 to
43 in 2007) (USDA-NASS, 2009). By comparison, the average size of a U.S. milk cow herd
went from 26 in 1974 to 133 in 2007. Nationally, almost 80% of U.S. beef cow-calf operations
have fewer than 50 cows with these farms accounting for 29% of the country’s beef
cow herd.

Most research exploring U.S. cow-calf producers’ motivations has been conducted in the
West by investigators interested in rangeland management and public land policy issues.
For example, the desire to have a rural lifestyle was found to inflate the value of farms and
ranches in the West (Gosnell & Travis, 2005) while a relatively small percentage of
ranchland value can be explained by livestock income in the Southwest (Torell et al., 2005).
Gentner & Tanaka (2002) found that half of western public land ranchers earn less than 22%
of their total income from ranching, that a ranch business “profit motivation” is a relatively
low-ranked objective for all types of ranchers, and that public land ranchers are strongly
motivated to be in ranching for tradition, family, and lifestyle reasons (i.e., consumptive
objectives). Similarly, Cash (2002) noted that most U.S. beef cattle producers are not actually
in the business of farming,.

The multiple roles of livestock in traditional societies have long been recognized by
anthropologists, human ecologists, and other social scientists. In traditional societies,
livestock are mobile stores of wealth and status. And even though the United States has a
very advanced economy, cattle continue to be viewed as “banks-on-the-hoof” by cow-calf
producers (Eastman et al., 2000), who say that when they “need the money” is a key factor
in determining when they market their cattle (Lacy et al., 2003). For many cow-calf
producers, cattle and the land used to produce them are investments, savings, and financial
safe-havens. Cattle provide emergency funds, and are also a stable supply of high quality
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meat for family consumption. Similar to their counterparts in traditional societies, cattle are
also a source of identity and a cultural touchstone for many U.S. cow-calf producers. Pope
(1987) concluded that “romance, recreation, the achievement of a desired social status, or
simply the maintenance of a family tradition” are the primary motives for many western
US. cattle producers. Identity objectives are financially feasible, compatible with other
lifestyle and household objectives, and are encouraged by the nation’s tax system. Lifestyle
goals, particularly the desire to live in the country, were the most highly ranked strategic
ranch goals among small-acreage livestock producers interviewed by Rowan (1994).
Technological advances, structural adjustment in response to technology, economies of size,
and the wringing out of cultural identity objectives have not occurred at the cow-calf
producer level as they occurred throughout much of U.S. agriculture in the 20th century. As
a result, household-level cow-calf production has maintained more of its traditional
economic, social, and cultural character than any other geographically dispersed
agricultural commodity sector in the United States today.

3. The NAIS pushback

The trend of fewer numbers of ever-larger beef feeding and packing operations throughout
the United States has led many cow-calf producers to be concerned about the structure of
the overall beef industry, the negative effects of downstream concentration, and their belief
that they are at the losing end of the structural change. Many believe that prices received by
cow-calf producers are depressed as a result of non-competitive market behavior by feeders
and packers. Domestic cow-calf producers feel threatened by the market impacts of
imported feeder cattle from Mexico and imported fed cattle from Canada. Live cattle
imports are viewed favorably by a majority of feeders and packers, who generally welcome
the flow of the animals into the U.S. market. Many in the cow-calf sector vigorously
promoted country of origin labeling (COOL) for U.S. beef. COOL was opposed by feeders
and packers as a result of their integration with the rest of the North American as well as the
global cattle-beef markets.

The schism between the cow-calf sector and the feeding and packing sectors led to the
creation of a new industry lobbying group, the Ranchers-Cattlemen Action Legal Fund,
United Stockgrowers of America (R-CALF USA). R-CALF consistently appeals to cow-calf
industry fears about trade liberalization and global market integration, property rights
erosion, loss of freedoms, and invasions of privacy. R-CALF was opposed to the NAIS. The
National Cattlemen’s Beef Association (NCBA) represents cow-calf producers, as well as
feeders and packers. In the view of R-CALF, the NCBA and the United States Department of
Agriculture do not represent the interests of “independent cattlemen.” The NCBA
publishes Beef Magazine, was very supportive of the NAIS, and was a key player in the effort
to establish a centralized, NCBA-affiliated, privately held database for animal tracking
information. In 2005 Beef Magazine reported that 76% of survey respondents said a national
system of individual animal ID and traceback was needed for health monitoring purposes,
and 63% indicated such a system should be mandatory. According to the magazine, 83% of
cattle producers who responded to their survey individually identify their cattle and 12%
use electronic ID tags. These results are very different from USDA NAHMS 2007-08 survey
results, which found that 53% of U.S. cow-calf producers use no form of individual calf
identification and less than 1% of producers use electronic ID technology (USDA-APHIS,
2009a). In 2006, the Cattle Industry Work Group (established by the USDA to develop NAIS



The U.S. National Animal Identification System (NAIS) &
the U.S. Beef-Cattle Sector: A Post-Mortem Analysis of NAIS 173

guidelines and standards for the cattle industry) declared electronic ID technology
(specifically, radio frequency identification (RFID)) as the technology to be used to
individually identify cattle under NAIS (USDA-APHIS, 2006c¢).

Although originally conceived as a means to deal with animal health emergencies (zoonotic
and otherwise), NAIS proponents and technology vendors consistently emphasized the
valuable management benefits to producers from individual animal identification and
performance record keeping (particularly in their RFID and electronic forms). NAIS
proponents and technology vendors have assumed that management intensification and the
tools to accomplish it are desired by producers. However, cow-calf production is an
intrinsically low-management intensity activity. It is a land-extensive activity and one where
it is often not desirable, necessary, or feasible for producers to increase management
intensity or capital investments. NAIS proponents touted individual animal identification’s
role in maintaining international market access and cattle and meat trade flows. This
justification has not been well received by cow-calf producers who believe international
trade is a threat to their industry. In their opinion, shutting off beef exports would be a small
price to pay for shutting off the live cattle imports with which they directly compete.

For the cow-calf sector, NAIS became an attempt to impose a technology mandate and
modernization on an industry where cow reproductive limitations, producer household and
personal objectives, and cattle’s efficient use of low-value forage have limited and will
continue to limit technology adoption and modernization. Much of cow-calf producer
opposition to NAIS was founded on fears that they would pay for the NAIS while the
feeding and packing sectors would benefit from animal tracking and performance
information derived from the electronic data.

Cow-calf producers’ fears about the costs of NAIS were confirmed in a 2009 USDA benefit-
cost analysis of the system (USDA-APHIS, 2009b, 2009¢c). The analysis concluded that beef
cow-calf operations would incur 79% of the total annual beef cattle industry cost of a fully
implemented NAIS. Given existing economies of size, the cost of an individual cow-calf
animal ID system with full traceability ranged from a low of $2.48 per head for the largest
operations to a high of $7.17 per head for the smallest operations. These data supported
NAIS opponents’ long-running contention that NAIS would benefit large agribusiness at the
expense of the smallest farming and ranching operations in the country.

4. Conclusion

A few years ago, the author of this paper was forcefully told by a USDA official that anyone
who wanted to “produce or market cattle in the United States” would have to comply with
NAIS. This official clearly did not recognize what a critical wedge issue NAIS would
become within the U.S. beef-cattle industry. He and the broad complex of government
animal health personnel, large agribusiness interests (particularly feeders and packers), and
established industry associations failed to appreciate the deep distrust many cattle
producers have of them. The proponents of NAIS also seem to have been unaware or
dismissive of the deeply ingrained socio-cultural aspects of cow-calf production and
traditional small-scale lifestyle agriculture in the United States. Although this paper focuses
on the cow-calf sector, many traditional small-scale producers of other species objected to
the NAIS using arguments similar to those of cow-calf producers.

Serious miscalculations by government officials about livestock producers and owners fed
and strengthened grassroots-level resistance to increased animal health regulations. NAIS
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proponents in government and the private sector sent too many conflicting messages to
NAIS skeptics. Official NAIS reports and documents that appeared on and disappeared
from the USDA’s website following criticism added to confusion, suspicion, and hostility
regarding NAIS. As a consequence, new disease management risks have been created and
the ability of the nation to effectively deal with real animal health emergencies has been
compromised. The level of suspicion created by NAIS among traditional livestock producers
led to an environment where, should a disease such as FMD arise in the United States, many
producers will not respond as they should in a true emergency. Rather, they will suspect
that a false emergency is being used to expand government control of their activities. Efforts
to implement livestock movement control, quarantine, condemnation, and depopulation
will be hampered and defied by some producers. Under these circumstances, disease
outbreaks could be catastrophic for the entire nation.

The USDA appears to have recognized the suspicions and potential for civil disobedience
within the livestock sector which resulted from the NAIS experience, as evidenced by
official statement that the new animal disease traceability framework has trust issues to
overcome (USDA-APHIS, 2010). However, memories of NAIS will negatively affect
whatever form a federally-promoted traceability framework takes in the future. Cow-calf
producers’ distrust of federal regulation and their suspicions about relationships between
large agribusiness NAIS supporters and the federal government are unlikely to moderate
under any new federal traceability program. NAIS became part of the paranoia smaller (and
many larger) producers feel about industry structure and market power relationships within
the U.S. beef-cattle sector. The USDA’s recent statements that the new traceability
framework will apply only to animals moving interstate will not mollify many cow-calf
producers, as the vast majority of beef calves produced in the United States cross state lines
at some point in their lives (even if they are first sold “locally”). Specifically, the February
2010 statement from USDA-APHIS that small producers who sell animals “to local markets”
will not be a part of the new disease traceability framework has yet to be operationally
defined.

Unfortunately, much federal and state credibility has been lost in the rush to mandate a
culturally insensitive, high technology, management-beneficial, and trade-oriented animal
identification program. NAIS represented an enormous leap in government involvement in
the beef cow-calf sector. From the beginning of NAIS, government was under the
impression that it was dealing with an “industry”; however, much of U.S. livestock
production is deeply grounded in culture and lifestyle. Expanded regulation of culture and
lifestyle choices was an uphill battle for NAIS, and will continue to be so in the future.
USDA'’s unsuccessful efforts to promote NAIS as a management tool and as a means for
supporting trade carried little weight with the large percentage of non-management
intensive, non-trade oriented cow-calf producers. These producers’ concerns about
competition from U.S. imports of feeder and fed cattle aren’t going away simply because
federal animal disease traceability efforts are being renamed.

Successful animal disease management in the future will require significant rebuilding of
trust between state and federal animal health officials and grassroots-level producers. This
will require that animal health officials credibly demonstrate their independence from large-
scale agribusiness and from identification technology vendors.

Previous disease management and eradication programs (e.g., scrapie, brucellosis) haven't
required producer investments in electronic eartags and other equipment. Furthermore, a
comprehensive, nationwide, 48-hour traceback objective probably is infeasible under any
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existing and future technology and management assumptions, regardless of what
technology vendors say.

The USDA-APHIS announcement that future federal animal disease traceability efforts will
apply to animals moving interstate means that any new program is likely to have much in
common with NAIS. A future federally-influenced traceability program will thus encounter
resistance and disease management will be compromised because of the NAIS experience.
The loss of federal credibility and increased mistrust of government which resulted from
NAIS has made the United States beef industry vulnerable to trade barriers and
protectionism. The U.S. beef industry needs international trade, and post-NAIS, also needs
programs that assure the quality and safety of U.S. beef products to overseas buyers. The
demise of NAIS and potential cow-calf producer resistance to future government-mandated
traceability systems have created a vacuum that industry-driven quality assurance or
process verification programs can fill. In the wake of NAIS, an industry-driven system that
covers willing buyers and sellers and financially rewards specific attributes or processes will
be more successful than government regulation at holding and growing international
markets for U.S.-produced beef.

Even though NAIS was not implemented, animal disease hazards haven’t disappeared. In
their recent factsheet, the USDA indicated that post-NAIS animal disease management and
traceability efforts will be led by the states and tribal nations (USDA-APHIS, 2010). NAIS-
related damage control needs to be high on the agenda for state and tribal agencies
responsible for animal disease management. Whatever reservoirs of trust grassroots
livestock producers have for state- or tribal-level animal health agencies desperately need to
be refilled before new or well-known pathogens emerge to threaten livestock or human
health throughout the United States.
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Vladimir Konyukh
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Russia

1. Introduction

A mine is considered to be a plant that produces useful mineral with a given percentage of
ore and given quantity, whereas the cost of mining is expected to be minimum. The places
of extraction (faces) move in space and time in accordance with the extraction of a rock
mass. Mine planning is used to plot variables such as, from which places and how much
rock mass to extract, where a miner is working, and what the utilization of any machine is,
what the cost of mining is. Geological conditions for mining were determined by nature.
They are unpredictable. The environment in a mine is especially harsh: dirty, dusty, and
damp. Conditions of mining change randomly all the time.

Many technologies are used in the mining. However, any technology needs a real time data.
The data are necessary for a decision-maker to get information about extraction out of each
part of a deposit, utilization of each machine, working time of each miner, etc. The
information will be used to keep cost to a minimum. For example, a diagram of an
underground ore mining is shown on the Fig.1.
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Fig. 1. An example of underground ore mining: 1-drilling machine; 2- loading-haulage-
dumping machine; 3- concreting machine; 4- charging machine
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The roadways are developed by drilling (1) and charging (4) machines to get access to
deposits of ore. After blasting, a concreting machine (3) prepares a roadway. Other drilling
and charging machines prepare an extraction chamber. After blasting the rock mass is
transported by mobile loading- haulage-dumping machines with a bucket (2) on the
distance 30-100 meters to a dumping place.

Many questions for management are not clear enough, such as:

e  how much rock mass was delivered from each face;

e  what the state of each faceis;

e what condition mine machines are ;

e how long each machine is working;

e who is the driver of each machine;

e what is the utilization of each machine in the mine ;

e  where is each miner at present;

e  what is the distribution of mine machines in the mine.

To answer such questions, reliable sources of information are necessary.

2. Problems of mine planning

2.1 Surface mining

The shovels, which extract a rock mass, are distributed in a space. Extracted rock mass is
transported by trucks to refinery, storage or waste. For example, the layout of an open pit
mine is shown in Fig.2.

Storage

Waste

Fig. 2. Mining at an open pit mine

Both shovels and trucks are historically various#nd have a high cost. That is why the
full utilization QE-sRgF? ™ i em “ N shovels - M trucks” is actual for

and shovels to improve the work of the open pit mine. There were many efforts to
determine placement of the trucks and shovels by using a Global Positioning System
(GPS), to measure the load of a truck by vibration of body, and to identify a truck by bar-
coding. Unfortunately, these ways are difficult and have many limitations for mine
planning,.

A dispatcher of an open pit mine would like to get the following information:
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ID of i-th (i=1,M) truck;

ID of j-th (j=1, M) driver of the truck;

ID of k-th (k=1,N) shovel;

ID of k-th (k=1, M) of the shovel’s driver;

ID of the dumping place;

current load of i-th truck;

starting point of i-th truck;

finish point of i-th truck;

time of i-th truck’s arrival from a known starting point;

time of i-th truck’s departure to a known finishing point;

quantity of fuel in a i-th truck;

what a condition of k-th shovel ( waiting, loading of rock mass into a back, breakage) is;
what a condition of i-th truck ( movement with rock mass, movement without rock
mass, refueling, breakage, loading, dumping, waiting) is;

what number of trips has the i-th truck taken;

what number of k-th shovel’s buckets were carried by i-th truck.

If the truck situated in loading zone, the shovel loads the truck by several scooping. The
number of scooping depends on many factors.
A total time of working cycle T for the each machine consists of two parts:

Ts=Ty+ Ty

where T,=working time of k-th shovel;

T, = idle time of k-th shovel.

Using this information, management could get the following indices to improve the activity
of the open pit mine:

-the utilization of the i-th truck

where L; =number of trips for i-th truck;

T, =working time of I-th trip for the i-th truck;

T= total time (including idle time) of I-th trip for the i-th truck;
-accumulated working time of i-th truck

Al: i T ;
I=1

-the utilization of the k-th shovel
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_ gl el
Ki = %H4——,

where g= (1,G)-number of the shovel’s working cycles;

v= (1, V) = average number of shovel’s buckets to load the i-th truck;
T4 =working time for v-th loading cycle;

-accumulated working time of the k-th shovel

-need for fuel for the i-th truck

L
Q=>qi,
1=1

where g = consumption for fuel for the I-th trip;
-need for energy for the k-th shovel

G
Ei= qu ’
g=1

where g; = consumption for energy of the k-th shovel;

-distribution of energy between machines;

-cost of mining;

-quantity of rock mass that was extracted from various places in a deposit;

-placement of each person at mine;

-working time of each person at mine.

Thus, an on-board medium source must keep the following information about a truck (table 1).

Information Regularity | Use for mine planning
ID of a truck Shift All trucks on the open pit mine
ID of a truck’s driver Shift Assigning of a driver to a truck
State of a truck Every Utilization of a truck
hour
Quantity of fuel inside a Every Need for fuel for a truck
truck’s tank hour
Working time of a truck Current Accumulated working time for maintenance
Load of a truck’s body Every trip | Accumulated quantity of extracted rock mass
Place of dumping Every trip | Distribution of rock mass between a refinery,
storage, and wastes
Number of a trip Every trip | Comparison of a trucks’ utilization

Table 1. Information about a truck
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Other mobile objects, such as a drilling machine, must store and transfer various
information for a dispatcher (at least the ID of a machine, its placement, its condition, and
duration of its work). Current information about the placement of each working person is
necessary for efficient management of the open pit mine.

2.2 Underground coal mining
The most widespread technology of coal mining is shown on the Figure 3.
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Fig. 3. Technology of coal mining at a fully - mechanized face

A shearer (1) extracts of a strip of coal, moving on a metal conveyor (2). At the same time,
support units (3) are drawn up a face. The metal conveyor delivers extracted coal to a
conveyor network (4). An underground train (5) is loaded under a bin (6).After loading an
underground train transports the coal to a shaft (7). Then the coal is lifted by a skip (8) to the
surface.

Many underground roadways for ventilation and transportation are inside an underground
mine. Some of them are abandoned, some roadways are in development. All roadways form
an underground network.

At present, some information about current work is transferred by a team-leader by
telephone. Objective information in real time will improve mine planning (table 2).

Planning at the mine will be more effective because new information can be acquired on the
basis of the initial data:

-utilization of j-th mobile machine at i-th face
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Information Regularity Use for mine planning
ID of the i-th (i=1; n) face gi;he State of the mine

State of the i-th (i=1; n) face (work, stoppage) | Every hour | Re-distribution of faces

Quantity of coal, that was extracted out of the
i-th face

Comparison of faces,

Every shift output of the mine

State of k-th machine ( work, stoppage or
breakage)

Utilization of j-th mobile
machine, timely repair
Utilization of k-th
Every hour | stationary machine,
timely repair

Every hour

State work, stoppage, breakage of k-th
stationary machine

Grade of the bin’s filling errll;he Utilization of the bin

Placement of the underground train: on the
way to the dumping place, on the way to the All the
loading place, in front of the dumping place, time

in front of the loading place

Control of transportation

Condition of the underground train: under a
loading, under a dumping, movement,
waiting, breakage

All the

. Control of transportation
time

Calculation of working
time, identification in
cases of accidents

ID of each miner during the working shift for | Twice in
the i-th face the shift

Calculation of working
time, identification in
cases of accidents

ID of each miner in the various places of the | Twice in
mine the shift

Calculation of working
Placement of miners in the mine Every hour | time, identification in
cases of accidents

Table 2. The initial data about underground coal mining

where g= (1,G)-number of the machine’s working cycles;

T, =working time in g-th working cycle;

T.= total time (including idle times) of the g-th working cycle;
-utilization of k-th stationary machine at i-th face

where g= (1, G)-number of the working cycles;
T, =working time for the g-th working cycle;
T.=total time (including idle times) of the g-th working cycle;
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-accumulated working time of the j-th mobile machine

G
A]'= ZTWX ’
g=1

-accumulated working time of the k-th stationary machine

G
A=Y Tug;
g=1

-need for energy for the i-th face

K /
Qi :qu+217//

k=1 =1

where K= number of stationary machines in the i-th face;
J=number of mobile machines in the i-th face;
-distribution for energy between faces;

-time-table of trains’” movement,

-load of a train,

-number of trains for each placement of mining

-cost of mining;

-quantity of rock mass, that was extracted out of various places of a deposit;

-working time of each person at the mine.

Managers of the mine will be able to organize mining at a minimum cost.

2.3 Underground ore mining

The widespread technology of ore mining by extraction chambers is shown in the Figure 4.
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Fig. 4. Underground mining at an ore mine: 1- a roadway for ventilation and drilling

machine; 2- a loading-haulage-dumping machine (LHD); 3- a roadway for transportation by
LHD; 4- a dumping place; 5- an underground train; 6- a skip for lifting of rock mass; 7- shaft.
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First, many vertical boreholes (40-60 meters long) are drilled from a drilling roadway (1)
( Fig. 4 ). Then the boreholes are charged by explosive partially. After the blasting the ore
mass drops to the bottom of a chamber. After that, a diesel Loading-Haulage-Dumping
machine (LHD) (2) scoops the rock mass and transports it via roadway (3) for a distance 50-
100 m to a dumping place (4). Finally, an underground train (5) transports the ore mass to
the shaft (7). The rock mass is lifted by skip (6) to surface for refinery. A percentage of useful
mineral for a chamber is variable. As a rule, one is known before.

The problem is- how to distribute extraction between the chambers to ensure the given
percentage for ore mass on output of the mine. All of mobile machines are attached to the
chamber. A behavior of a chamber without extraction is unpredictable.

The following data can be extracted during current work of the mine (table 3).

After preparation of the initial data, a manager of the mine can determine:

-utilization of i-th LHD-machine for the j-th extraction chamber

G
ST
K=—=t

G ’

> (Tu+To)
g=1
where g= (1,G)-number of the machine’s working cycles;
T, =working time in g-th working cycle;
T= total time (including idle times) of the g-th working cycle;
-utilization of k-th train

N
> Tn

Kk - n=1

N 7
D (Tu+To)

n=1

where n= (1,N)-number of trips for k-th train;

T, =working time for the n-th trip;

Tr=time of the n-th trip;

-accumulated working time of the i-th LHD-machine

A,‘= ZC:ng
=1

-accumulated working time of the k-th train

A= i Ton;

n=1

-need for fuel for the i-th LHD-machine

G
Qi= qu ’
g1

where go=fuel consumption for g-th trip of i-th LHD-machine;
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Information

Regularity

Use for mine planning

ID of the i-th (i=1; n) mobile machine

Start of the
shift

Consideration of
machines,

ID of the driver on i-th (i=1; n) mobile machine |Start of the Consideration of drivers,
shift permission for driving

Placement of the i-th (i=1; n) mobile machine All the time  |Control of mining

State of j-th mobile machine: work, stoppage or |All the time |Utilization of the

breakage machine
State ( work, stoppage, breakage) of k-th All the time |Utilization of the
stationary machine machine

Quantity of rock mass that was extracted out of |Each trip Output of the i-th (i=1;
a j-th chamber for the trip of the i-th (i=1; n) n) mobile machine
mobile machine

Quantity of rock mass, that was delivered toa |Each trip Calculation of rock mass
dumping place after a trip of LHD

Total quantity of rock mass that was extracted  |Finish of the |Output of the mine

out of a j-th extraction chamber shift

Grade of the bin’s filling All the time | Utilization of the bin
State of the underground train : loading, All the time |Utilization of the train
movement to the shift , movement to the bin,

dumping, breakage

ID of a miners in the various places of the mine |Start and Calculation of working

finish of the
shift

time, identification in
case of accident

Placement of miners in the mine Every hour |Calculation of working
time, identification in
case of accident

ID of a miners in the j-th face Start and Calculation of working

finish of the
shift

time, identification in
case of accident

Quantity of explosive that was expended for the
j-th extraction chamber

After blasting

Need for materials

Percentage of dangerous gases inside the j-th
extraction chamber

All the time

Danger warning

Placement of the underground train: on the way
to the dumping place, on the way to the loading
place, in front of the dumping place, in front of
the loading place

All the time

Control of transporting

ID of the train on the mine

Start of the
shift

Utilization of the train

State of the underground train: under a loading,
under a dumping, movement, waiting, breakage

All the time

Control of transporting

Volume of fuel for i-th (i=1; n) mobile machine

All the time

Need for fuel for the i-th
(7=1; n) mobile machine

Table 3. The initial data about underground ore mining
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-distribution for fuel for LHD-machine between places of extraction;

-time-table of train movement,

-load of a train,

-dynamics of rock mass extraction out of the j-th extraction chamber;

-number of trains needed for each place of mining;

-cost;

-quantity of rock mass extracted from various places in a mine;

-working time of each person at mine.

As a result, the more effective work, e.g. a redistribution of LHD-routes can be organized
according to the concentration of desirable minerals in various places of the deposit.

2.4 Delivery of supplies to distributed underground faces

The distributed faces need the various supplies from the surface to continue mining. At
present, a number of supplies loads, such as support units, are delivered from surface
storage to a face with the aid of a shaft dropping, transporting by underground rail train,
and transporting by winches (Fig.5).

Surface storage
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Fig. 5. Existing delivery of loads to distributed faces: 1- underground storage; 2-rail train; 3-
winches

98
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The disadvantage of such delivery is the long delay in delivery of supplies to a face. Besides,
subjective mistakes for distribution of supplies between faces take place. Underground faces
move all the time. A limited space and movement of a face do not permit to have an own
storage for a face. Equipping of supplies by medium sources makes it possible, to ensure a
face by necessary supplies in “Just-In-Time”- mode (Krieg, 2005).

3. Mobile objects in mining

Moving mine faces require mobile objects. Let’s describe some peculiarities of such objects
from the point-of-view of mine planning.

It is necessary to know where each miner is in real-time. Consequently, each miner must
have an ID. Many ID-readers must be distributed on the pathways miners and connected
to the surface via an information network. Mine machines and dangerous places must
determine the ID of a miner. Every miner must wear a helmet (hard hat) ( Fig. 6 ).

Fig. 6. A miner as a mobile object for mine planning

A helmet is the most suitable place for a medium source that must be cheap, light, and
stable to harsh environment. Its capacity may be small. A mine has up to 1000 miners. In
underground mining, every miner has a lamp with a battery pack in addition to a helmet.

A truck moves on the fixed road during surface mining (Fig.7). To make a decision about a
distribution of trucks, a dispatcher would like to know ID of a machine, ID of a driver, a fuel
need, time of loading, movement, and dumping, start and finish points of movement,
current load, and placement on a pit mine, and state of a truck. A medium source will work
in harsh conditions, with natural temperature, under metal environment. An open pit mine
has until 50 trucks.

@) (b)

Fig. 7. A truck for surface mining: a- without rock mass; b- with rock mass
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There are many mobile machines for underground mining, such as a Loading-Haulage-
Dumping Machine (Fig. 8).

Fig. 8. Loading-Haulage-Dumping Machine as an example of mine machine for
underground ore mining

An underground mine has up to 50 such machines. As a rule, a Loading-Haulage-Dumping
machine has a diesel drive and rotating bucket.

A surface dispatcher would like to know ID of the machine, ID of the driver, current fullness
of the bucket, the fuel need of each truck, current placement and state of each machine, time
for each trip. An on-board medium source should work in metal environment and harsh
conditions.

4. Identification of mobile objects

Like identification of mobile objects in industry, such decision is the obvious application of
miners’ identification (Wilma’s, 2009). A miner has an own transponder, that is placed on a
miner’s helmet or on a battery pack (Fig. 9).

RFID-reader

Information network Transponder
on a helmet

Fig. 9. Identification of a miner

A transponder can be used for identification of other mobile objects. ID of an object is
written into a transponder. Stationary RFID-readers with RFID- antennas are connected
with the information network and placed in various points of a working zone. If a mobile
object moves near an RFID-antenna, the data about his ID and placement have been
introduced into the information network (Fig. 10).
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Information network

RFID- »| RFID-reader
antenna
A

[ I | Mobile object
: On-board Iﬁ
|| transponder |
|
py—— .

Fig. 10. Information accompaniment of a mobile object

It makes it possible to determine the time of arrival to working place; time of work’s finish,
placement of a miner at present; give permission for control of a machine.

Additional information can be derived on the basis of the data:

¢ how long did each miner work?

e  where is a miner after his shift?

how long was each machine used?

by which miner was driven each machine?

e was access to the machine permitted for the miner?

¢  whois left in an emergency zone at present?

This information makes it possible to discover the placement of any miner, calculate his
working time, and identify a miner in case of accident. The decision could be applicable also
for other mobile objects in mining (Spadavecchia, 2007). An RFID-reader can read a
vehicle’s ID and switch a color-light signal in front of a crossroads. Many RFID-readers on
the way of a vehicle can form its route.

5. Requirements to medium sources for mine planning

Many peculiarities of mining make special demands on medium sources.

A transponder for surface mining will be able to work in a natural temperature ranging
from -50 © C up to +50° C. A transponder for underground mining will be able to work in a
temperature ranging from 0° C up to + 50° C.

Mostly an underground roadway is up to 4 meters wide. That is why the distance between a
mobile object and an antenna is up to 3. 5 meters. The same distance is required for surface
mining.

Mine environment is especially damp, dusty, and dirty. An on-board medium source will be
able to work in metal environment with electromagnetic violence.

Mostly mobile machines work individually. That is why anti-collision prevention is
necessary for miners mainly. However, sometimes it is necessary to determine, how many
machines are situated together, e.g. inside a repair shop.

A transponder to identify a mobile object must keep information about the ID of the object
only. It is enough to have a capacity app. 1 Kb.
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A storage capacity to add information about current mining must be up to 200 Kb. Such
information will be written up to 100 times per shift and will be kept at least for one month.
The speed of mobile objects during underground mining is up to 1 meter per second. The
data for mine planning are mostly constant. The distance between distributed stationary
readers must be app.50 meters. The information network must be applicable for many
readers, which could be work at the same time.

There are app. 150 mobile machines at a mine. A mine machine has the high cost. That is
why; an on-board medium source can be expensive also. The information in a transponder
must be protected against non-permitted access and non-permitted rewriting to avoid
intentional falsification. A transponder in front of an emergency zone must be intended not
only for a miner, but also for a mobile machine.

The acquired information must be complete to reduce cost, close down exhausted areas of
deposit and mine new areas of a deposit, stabilize the percentage of useful mineral for a
customer, plan the maintenance of mine machines, determine requirements of = machines
for development of mining, and etc.

6. A mobile mine machine as the data medium

If a mobile machine has an on-board RFID-writer and other mobile objects have on-board
transponders, one can determine the way to continue a movement at underground
crossroads, determine a miner or another machine in front of the location the mobile
machine. It is difficult to get data out of moving working places. A mobile machine with an
on-board sensor, transponder, and RFID-writer is suggested by the data on current mining.
There are no limitations for the transponder’s size.

We suggest using a mobile machine with RFID-writer that writes current information from
an on-board sensor to an on-board transponder (Fig. 11).

Information network

N\
§
§
\
\
\
.
\

RFID- o| RFID-reader
antenna
____________________________ Mobile object
1
|
On-board RW- RFID- — On-board |
transponder N writer sensor :=>
|

Fig. 11. Delivery of underground information from a mobile object to RFID-reader

A stationary RFID-antenna is placed on a wall of the roadway. The information from a
mobile object is transferred to the RFID-reader, and then is introduced to the information
network, which connects the distributed moving medium sources with an information
centre on the surface (Fig. 12).
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Fig. 12. Connection of underground RFID-readers with an information centre 5 on surface:
1-drilling machine; 2- loading-haulage-dumping machine; 3- shotcreting machine; 4-
charging machine

The on-board RW-transponder can collect the data of various sensors to read not only
current information but also track that accumulate a quantity of extracted rock mass.
Besides, one must keep track of the ID of the various machines.

7. Reliability of primary information

To transfer primary information about current mining, a reliable information network must
be introduced. Methodology of the volume balance can be used to have reliable information
for mine planning.

n

iﬂi= bj,

i=1

[
K8

where )" a = quantity of rock mass, that was extracted out of m distributed faces; » b=
i=1 j=1

quantity of rock mass, that was delivered to storages of mine.

This is estimated on the condition, that extracted rock mass has no addition or loss on the

way to a dump.

Besides, the time from between the start of work at a face and appearance of each load at a

dump must be calculated and compared with real time.

8. Total planning of mining for the mine

The structure of mine planning can be compared to a manufacturing planning. “Computer
Integrated Manufacturing” is a plant that fulfills some orders of customers. One consists of
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standards “Manufacturing Resources Planning,” “Manufacturing Execution System,”
“Supervisory Control And Data Acquisition,” “Control,” and “Input/Output” (Knuth,
2005). All standards are exchanged by information in real-time.

“Computer Integrated Mining” consists of “Mine’s Resources Planning,” “Mining
Execution System”, “Supervisory Control And Data Acquisition”. Two lower standards
“Input/Output” and “Control” are necessary for control only.

At first, orders for useful minerals are analyzed by management of mine on the standard
“Mine’s Resources Planning”

(Fig.13).

Order for useful

mineral

Mine’s Resources Planning

|

Mining Execution System

|

Supervisory Control And Data Acquisition

1-st source of L. i-th source of . N-th source of
data data data
1-st object i-th object N-th object

Fig. 13. Standards of mine planning

Managers on the standard “Mine’s Resources Planning” evaluate the potentiality of the
mine to fulfill a received order. They plan the development of the mine: existing places,
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abandoned places, and new places for mining. In addition, managers plan a changing of a
machine, maintenance of mine machines, need for energy, need for materials, need for labor,
etc. Decision-makers need various information about current mining (table 4).

Information Regularity Effect for mine planning
Current places of mining | A month Evaluation of current state of mining
A?a.ndOHEd places of A month Control of abandoned places
mining
Pe.rs'pectlve places of A month Development of the mine
mining

Percentage of ore in A shift Preparation of a refinery, discharge of a
extracted rock mass customer’s order

Energy consumption for

distributed places A shift Planning of need for energy sources
Distribution of materials A shift Order of materials for distributed
consumption working places

Cost of mining A month Comparison with the current cost

Planning of a energy consumption,

Accumulated working Time of a .

. . . maintenance, and replacement of a
time of a machine working cycle .

machine

A 1 i . . .

Jeeumul atgd working A shift Calculation of earnings
time of a miner

f distri . .

Orders of distributed An hour Distribution of materials

places for materials

Table 4. Information for the standard “Mine’s Resources Planning “

Energy consumption for j-th place of mining is calculated automatically as

E(T) = Z:EI(T),

where Ei(T)=energy consumption by i-th machine for the period T; n= number of

machines for j-th place of mining,.
Need for k-th kind of materials (explosive, cables, pipes, etc.) for the mine is calculated as

m_ K
S(T) =YY 5.

k=1

LN

j=

Plans for the mine should be corrected according to current orders out of distributed faces.
Cost of mining is summarized as the share expenditures on working powers, energy,
materials, amortization, etc.

Accumulated working time of a machine is necessary to replace machines workout:

T=34,
=0

where W= summary working time of i-th machine.
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Accumulated working time of a-th miner is necessary to determine the earnings of a-th
miner:

F

Po= Z(pf 1),
i=0
where p;= hour’s earnings of a-th miner; n= (0;F) = number of working hours for a-th miner.
Analyzing current information about the activity of the mine, a manager is able to re-distribute
the mobile machines between places of mining, re-distribute teams of miners for a working
shift, change the faces according to a current order, re-distribute the working shifts, etc.

9. Reflection of current mining

It is necessary for a dispatcher, to observe the current activity in a mine. To realize it, a
Supervisory Control And Data Acquisition (SCADA system) is used. The existing SCADA-
packages, such as In Touch®, can be adapted to the mine. The self-designed SCADA-system
can be developed for the mine also. The development of the own SCADA-system is cheaper,
but depends on developers of the mine.

There are static and dynamic information about current mining. Static information consists
of the plan of the mine; the placement of stationary equipment, network of communications,
placement of faces, some inscriptions. Dynamic information consists of current data about
the mine: the state of any face (work or idle time), output of any face, state of any mobile
object, current placement of any mobile machines; fullness of any bin. For example, the open
pit mine is presented on a screen (Fig. 14).
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3250.00
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Fig. 14. Reflection of the open pit mine in USA ( Sturgul, 1995)
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Static information is the placement of shovel, silos, belts, railway, and  inscriptions.
Dynamic information is placement of trucks, state of the shovel, number of empty and
loaded trucks, utilization of the shovel, time of the trip, filling of the silos, and load of the
belts.

At first, static information must be constructed on a dispatcher’s screen (table 5).

Information Details Accuracy
Scheme of the mine no required | £ 10 m
Places of loading no required | £ 10m
Places of unloading no required | £ 10 m
Network of existing faces no required | + 10 m
Network of abandoned faces no required | + 10 m
Network of communications no required | + 10 m
Transport network no required | £ 10 m
Placement of the stationary machines | norequired | * 10m
Various tables standard standard
Various inscriptions standard standard

Table 5. Static information for a dispatcher’s screen

Then dynamic information about current time, output of the face, current plan’s execution,
pre-recognition of future accidents, and support of operative decisions in case of accidents is
presented on a screen in real-time mode (table 6).

Information Regularity Reflection

State of a face Every hour Color of a face
Distribution of mobile objects | Every 15 minutes Placement on the network
Output of a face Every hour Current data

Time of a working cycle Each working cycle | Data

Output of the part of the mine | Each shift Data

Fullness of every bin Every 15 minutes Full part of bin

State of the transport machine | Each trip Color of a machine

Table 6. Dynamic information for visualization of current mining

Information is changed on a dispatcher’s screen by introduction of global variables (by tags).
Connection of medium sources with virtual reflection of mining is realized using OLE for
Process Control (OPC).

The main rule for visualization is that the information must be enough to make a decision
about improvement of current mining. For example, a decision-maker can compare the
activity in various places of the mine.

Watching current mining information, a dispatcher can step and call the concrete persons,
such as a team’s leader to clear the matter up. The SCADA-system recognizes pre-accident
situations in good time and notifies about beginning violations in normal work of the mine.
If a random accident takes place, the SCADA-system produces recommendations to a
dispatcher, who can prevent a deterioration of the situation , e.g. localize a random fire in
various places of the mine.
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As well as current information, the SCADA-system keeps detailed information about past
mining, such as utilization of a mine machine. Comparison of current information with
former information can improve the current mining.

Using this system, the information about total working time, expenses of energy, total
output, utilization of mobile objects, and utilization of bins can be acquired for managers of
the mine.

10. Mining execution system

The system is geared to control execution of shift planning and prepare information for the
standard “Mine’s Resources Planning “.

Sometimes mine equipment units have failures. Breakages lead to random refusals of a total
technological chain.

Mining Execution System (MES) redistributes the faces and mine machines to ensure the
same output of mine. The standard needs current information about mining (table 7).

Information Regqularity Effect for mine planning

Output of a face All the time | Contribution of a face to the mine’s output
State of a face All the time | Re-distribution of mining’s places
Working time of a face All the time | Fulfillment of a face’s plan

State of a machine All the time | Control of mining

Working time of a machine | All the time | Planning of maintenance
Placement of a machine All the time | Planning of mining

Placement of miners All the time | Planning of miners’ distribution
Working time of a miner All the time | Evaluation of miner’s use
Fulfillment of a mine’s plan | All the time | Evaluation of plan’s fulfillment
Real time All the time | Evaluation of the shift’s time

Table 7. Information for “Mining Execution System”

Using this information, a mine dispatcher can determine how to maintain output during of
unpredictable situations.

11. Suitability of RFID for mine planning

Optical character recognition needs comparison with a model. Random forms of objects,
such as surge pile of rock mass make this impossible for mining. Infrared identification is
not applicable for mining, because there is limited potential for a changing environment,
requires the line of sight between a transmitter and receiver of information, needs
comparison with a pattern. Bar coding has no protection to soiling and can not be attached
by new information.

As a rule, voice sources of information are in use for mine planning. Voice sources are non-
exact and non-reliable for mine planning.

Mobile data mediums on the basis of RFID produce many opportunities for mine planning.
RFID- system can work under the harsh mine environment and does not require the light-of
-sight between a transponder and a writer. Active transponders can be read at great
distances. It is an obvious use of an RFID- system for identification and positioning of
mobile objects.
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Some mines introduce RFID to identify miners (RFID for Mining, 2008), like identification of
goods in commerce. Many transponders can be read at once. Nobody can avoid being
identifies before work. RFID-systems present the data in real time. It is impossible to forge
information inside a transponder.

The possibility exists to add information and use machines to deliver data about working
places in real time. Active transponders for mine applications may be smart. RFID- systems
have no moving parts and do not require regular maintenance.

However, all miners must be informed in case of an accident. RFID may not be used to
transfer accident information. The special design of RFID- system for a metal, dirty, and
dusty environment is necessary. A mine must be equipped with an information network.
Underground mines for coal mining require special permission to use RFID-system in an
explosion-dangerous environment.

12. Towards intellectual mining

Deposits of useful minerals that were easily accessible for traditional mining are exhausted
already. Historically, an underground mine is dangerous and unpleasant for miners. At
present, the average depth of mines is 1200 meters. The deeper a mine is, the worse and
more dangerous miners’ work is and the more expensive miners’ work is. The high
temperature of the Earth’s centre raises the temperature of the underground mine and it will
be impossible to work.

It is too hard to co-ordinate underground mining actions in space and time. There are idle
times of underground equipment owing to inadequate information about current mining.
Employers waste a lot of money transporting miners for underground work.

The long-term dream of mining engineers is to be able to mine without underground
miners. The main idea is - the control of underground machines from the surface (Fig. 15).
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A console for remote control is situated in front of a working place. One is connected via an
underground information network with the driver’s box on surface. Mobile mine machines
move along a guideline, which is placed in roadways. A driver observes a working place as
if he is on a machine and transfers control commands to the machine. Each of the mine
machines is equipped with an on-board receiver.

A broadband information network is the backbone of future mining. Such a network must
transfer video, audio, and data information from distributed working places to the surface
and back.

A machine in intellectual mine can adapt itself to changing working conditions: to change
positions of working heads, direction of movement, step size of a roof support, and speed of
a roof support. Such opportunities will make it possible to avoid some geological hazards,
avoid dangerous rock pressure manifestations, stabilize the quality of mining, and increase
the utilization of machinery. Existing information networks for voice exchange is not
available for intellectual mining because the control of an autonomous machine in real-time
needs a broad transmission band for video information.

Information network for a future mine could be used not only for remote control of
underground machines, but also for mine planning using RFID.

As the long-term, an RFID-system for mining on other planets without direct visibility of a
working place can be created.

13. System approach to use RFID for mine planning

The main idea of system approach consists of the creation of elements for the future system
using step-by-step development. Each element will be included in a future system later
without changes.

An RFID-system will be included in future mining that is based on control without direct
visibility. How to transfer current information about mining to management of the mine?
Many distributed working places are moving all the time during mining.

The existing information network in a mine was created for telephonic communication only
which has a narrow communication band. Probably, transmission of data information via
such a network will be incorrect for future mine planning.

A distributed information network for a future mine must transfer video information in
real time mode to a remote driver. That is why one must connect moving transmitters with
stationary receivers and be broad- band. Later, the network for future mining will be used
for transferring information from on-board transponders without additional expense.

14. Need for research on the way to mine planning using RFID

It is necessary to test the RFID- system for the harsh mine environment that is metal, dirty,
dusty, and damp.

An on-board RFID-writer for a suitable mine machine must be selected. One should have
input for a sensor and output for the transponder. Existing telephonic network must be
tested for suitability to transfer data information from the transponder.

The influence of random electromagnetic interference on RFID-system must be evaluated.
Placement of RFID-writer and RFID-transponder on a mine machine must be carefully
chosen. The packages must be developed for each stage of mine planning. A human-
machine interface must be developed for the visualization of current mining.
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15. Conclusion

Mining has many peculiarities to get reliable information for mine planning. Environment
for a data medium is humid, dirty, and dusty. Mine machines are metal. Working places are
distributed in a space and move all the time. At present, RFID is used for identification of
miners only, like identification of moving goods using EPC.

The connection of a sensor on a mobile object allows an RFID-writer to develop new
potential for RFID-applications in mine planning.

Such a mobile data medium allows the gathering of various information: current reports about
an extraction in various places of a deposit, placement of mobile objects during mining in real
time, avoidance of non-permitted access to control, acquisition of full information about
current mining, warning about emergency situations, and etc. An RFID-system can be used to
visualize the placement of machines along roadways; to monitor miners with personal
transponders; to prevent non-permitted control of machines; to give priority control of
machines; to evaluate productivity of both machines and mining areas; to evaluate fuel
consumption and machine resources. This information can be used for management of the
mine.
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The Applicability of RFID for Indoor Localization

Apostolia Papapostolou, Hakima Chaouchi
Telecom & Management Sudparis
France

1. Introduction

Although RFID has a relatively long history of more than 50 years in the field of wireless
communications, only the last decade it has received a considerable attention for becoming
a useful general purpose technology. Actually, RFID was initially developed as an automatic
identification system consisting of two basic component types, a reader and a tag (Want, 2006).
The reader is able to read the IDs of tags in its vicinity by running a simple link-layer protocol
over the wireless channel. RFID tags can be either active or passive depending on whether
they are powered by battery or not, respectively. Passive tags are prevalent in supply chain
management as they do not need a battery to operate. This makes their lifetime large and
cost negligible. The low cost of passive tags, the non-LOS requirement, the simultaneous
reading of multiple tags and the reduced sensitivity regarding user orientation motivated the
academia and industry for exploring its potentials in more intelligent applications Baudin &
Rao (2005).

This chapter studies whether an RFID deployment can be applied for the purpose of indoor
localization. It is widely accepted that location awareness is an indispensable component
of the future ubiquitous and mobile networks and therefore efficient location systems are
mandatory for the success of the upcoming era of pervasive computing. However, while
determining the location of objects in outdoor environments has been extensively studied and
addressed with technologies such as the Global Positioning System (GPS) (Wellenhoff et al.,
1997), the localization problem for indoor radio propagation environments is recognized to be
very challenging, mainly due to the presence of severe multi-path and shadow fading. The key
properties of RFID motivated the research over RFID-based positioning schemes. Correlating
tag IDs with their location coordinates is the principle concept for their realization.

Though RFID offers promising benefits for accurate and fast tracking, there are some
technology challenges that need to be addressed and overcome in order to fully exploit its
potential. Indeed, the main shortcoming of RFID is considered the interference problem
among its components, mainly due to the limited capabilities of the passive tags and the
inability of communication between readers (GP & SW, 2008). There are three main types
of RFID interference. The first one is due to the responses of multiple tags to a single reader’s
query, the second is related to the queries of multiple readers to a single tag and finally, the
third is due to the low signal power of weak tag responses compared to the stronger neighbor
readers’ transmissions. The first type affects the time response of the system, whereas the
other two reduce the positioning accuracy. In addition, interference from non-conductive
materials such as metal or glass imposes one more concern regarding the appropriateness of
RFID for widespread deployment.
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In this chapter, deploying cheap RFID passive tags within an indoor environment in order
to determine the location of users with reader-enabled mobile terminals is proposed. The
rationale behind selecting such configuration is mainly due to the low cost of passive
tags, making their massive deployment a cost-effective solution. Moreover, next generation
mobile terminals are anticipated to support RFID reading capabilities for accessing innovative
tag-identifiable services through the RFID network. Three popular positioning algorithms are
compared. The reason of their selection is because they can be all easily implemented on either
the mobile or a central engine but they differ in their processing requirements. This chapter
also studies the impact of several system design parameters such as the positioning algorithm,
the tag deployment and the read range, on the accuracy and time efficiency objectives. Finally,
mechanisms for dealing with these problems are also discussed.

The rest of this chapter is organized as follows: section 2 provides essential background for
indoor localization and popular RFID positioning systems. In section 3 we explain the main
shortcomings of RFID regarding localization which was our main motivation for conducting
this study. In section 4 the conceptual framework of a RFID-based positioning system is
described and section 5 provides simulation-based analysis results. Finally, in section 6 we
give our main conclusions.

2. Background and related work

This section provides an overview of the indoor localization problem and a literature review
in RFID indoor positioning systems.

2.1 Indoor localization

The localization problem is defined as the process of determining the current position of a user
or an object within a specific region, indoor or outdoor. Position can be expressed in several
ways depending on the application requirements or the positioning system specifications.
Localization using radio signals has attracted considerable attention in the fields of
telecommunication and navigation. The most well known positioning system is the Global
Positioning System (GPS) (Wellenhoff et al., 1997), which is satellite-based and very successful
for tracking users in outdoor environments. However, the inability of satellite signals to
penetrate buildings causes the complete failure of GPS in indoor environments. The indoor
radio propagation channel is characterized as site specific, exhibiting severe multi-path effects
and low probability of line-of-sight (LOS) signal propagation between the transmitter and the
receiver (Pahlavan & Levesque, 2005), making accurate indoor positioning very challenging.
For indoor location sensing a number of wireless technologies have been proposed, such as
infrared (Want et al., 1992), ultrasound (Priyantha et al., 2000), WiFi (Bahl & Padmanabhan,
2000), (Youssef & Agrawala, 2005), (King et al., 2006), (Papapostolou & Chaouchi, 2009a),
(Ubisense, n.d.), UltraWideBand (UWB) (Ingram et al., 2004), and more recently RFID
(Hightower et al., 2000), LANDMARC, (Ni et al., 2004), (Wang et al., 2007), (Papapostolou
& Chaouchi, 2009b).

Localization techniques, in general, utilize metrics of the Received Radio Signals (RRSs).
The most traditional received signal metrics are based on angle of arrival (AOA), time of
arrival (TOA), time difference of arrival (TDOA) measurements or received signal strength
(RSS) measurements from several Reference Points (RPs). The reported signal metrics are
then processed by the positioning algorithm for estimating the unknown location of the
receiver, which is finally utilized by the application. The accuracy of the signal metrics and
the complexity of the positioning algorithm define the accuracy of the estimated location.
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Depending on how the signal metrics are utilized by the positioning algorithm, we can
identify three major families of localization techniques (Hightower & Borriello, 2001), namely
triangulation, scene analysis and proximity.

2.1.1 Triangulation

Triangulation methods are based on the geometric properties of a triangle to estimate the
receiver’s location. Depending on the type of radio signal measurements, triangulation can be
further subdivided into multi-lateration and angulation method. In multi-lateration techniques,
TOA, TDOA or RSS measurements from multiple RPs are converted to distance estimations
with the help of a radio propagation model. Examples of such positioning systems include
GPS (Wellenhoff et al., 1997), the Cricket Location System (Priyantha et al., 2000), and the
SpotON Ad Hoc Location (Hightower et al., 2000). However, models for indoor localization
applications must account for the effects of harsh indoor wireless channel behavior on the
characteristics of the metrics at the receiving side, characteristics that affect indoor localization
applications in ways that are very different from how they affect indoor telecommunication
applications. In angulation techniques, AOA measurements with the help of specific antenna
designs or hardware equipment are used for inferring the receiver’s position. TheUbisense
(Ubisense, n.d.) is an example of AOA-based location sensing system. The increased
complexity and the hardware requirement are the main hindrances for the wide success of
such systems.

2.1.2 Scene analysis/fingerprinting

Scene analysis or fingerprinting methods require an offline phase for learning the RRS behavior
within a specific area under study. This signal information is then stored in a database
called Radio Map. During the real-time localization phase, the receiver’s unknown location
is inferred based on the similarity between the Radio Map entries and the real-time RSS
measurements. RADAR (Bahl & Padmanabhan, 2000), HORUS (Youssef & Agrawala, 2005),
COMPASS (King et al.,, 2006) and WIFE (Papapostolou & Chaouchi, 2009b) follow this
approach. The main shortcoming of scene analysis methods is that they are susceptible to
uncontrollable and frequent environmental changes which may cause inconsistency of the
signal behavior between the training phase and the time of the actual location determination
phase.

2.1.3 Proximity

Finally, proximity methods are based on the detection of objects with known location. This can
be done with the aid of sensors such as in Touch MOUSE (Hinckley & Sinclair, 1999), or based
on topology and connectivity information such as in the Active Badge Location System (Want
et al., 1992), or finally with the aid of an automatic identification system, such as credit card
point of cell terminals. Such techniques are simple but usually suffer from limited accuracy.

2.2 RFID positioning systems

RFID positioning systems can be broadly divided into two classes: tag and reader localization,
depending on the RFID component type of the target.

In tag localization schemes, readers and possibly tags are deployed as reference points within
the area of interest and a positioning technique is applied for estimating the location of
a tag. SpotON (Hightower et al., 2000) uses RSS measurements to estimate the distance
between a target tag and at least three readers and then applies trilateration on the estimated
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System Target Deployment  Approach Accuracy
Hightower et al. (2000) Tag ~ Readers RSS trilateration 3m

Ni et al. (2004) Tag Readers & Tags RSS Scene Analysis 1-2m
Wang et al. (2007) Tag  Readers & Tags RSS proximity and optimization 03-3ft

Stelzer et al. (2004) Tag  Readers & Tags TDoA weighted mean squares -
Bekkali etal. (2007) Tag  Readers & Tags RSS mean squares and Kalman filtering 0.5 -5 m

Lee & Lee (2006) Reader Tags (dense)  RSS Proximity 0.026 m
Han et al. (2007) Reader Tags (dense)  Training and RSS Proximity 0.016 m
Yamano et al. (2004)  Reader Tags RSS Scene Analysis 80%

Xu & Gang (2006) Reader Tags Proximity and Bayesian Inference 1.5m
Wang et al. (2007) Reader Tags RSS proximity and optimization 0.2-05 ft

Table 1. RFID Localization systems.

distances. LANDMARC (Ni et al., 2004) follows a scene analysis approach by using readers
with different power levels and reference tags placed at fixed, known locations as landmarks.
Readers vary their read range to perform RSS measurements for all reference tags and for the
target tag. The k nearest reference tags are then selected and their positions are averaged to
estimate the location of the target tag. Wang et al. (Wang et al., 2007) propose a 3-D positioning
scheme which relies on a deployment of readers with different power levels on the floor and
the ceiling of an indoor space and uses the Simplex optimization algorithm for estimating
the location of multiple tags. LPM (Stelzer et al., 2004) uses reference tags to synchronize
the readers. Then, TDoA principles and ToA measurements relative to the reference tags and
the target tag are used to estimate the location of the target tag. In (Bekkali et al., 2007) RSS
measurements from reference tags are collected to build a probabilistic radio map of the area
and then, the Kalman filtering technique is iteratively applied to estimate the target’s location.
If the target is a RFID reader, usually passive or active tags with known coordinates are
deployed as reference points and their IDs are associated with their location information. In
(Lee & Lee, 2006) passive tags are arranged on the floor at known locations in square pattern.
The reader acquires all readable tag locations and estimates its location and orientation by
using weighted average method and Hough transform, respectively. Han et al. (Han et al.,
2007) arrange tags in triangular pattern so that the distance in x-direction is reduced. They
show that the maximum estimation error is reduced about 18% from the error in the square
pattern. Yanano et al. (Yamano et al., 2004) utilize the received signal strength to determine
the reader position by using machine learning technique. In the training phase, the reader
acquires the RSS from every tag in various locations in order to build a Support Vector
Machine (SVM). Since it is not possible to obtain the signal intensity from every location,
they also propose a method to synthesize the RSS data from real RSS data acquired in the
training phase. When the reader enters the area, it will pass the received signal intensity
vector to the SVM to determine its position. A Bayesian approach is also proposed to predict
the position of a moving object (Xu & Gang, 2006). Having the posterior movement probability
and the detected tags’ locations, the reader location is determined by maximizing the posterior
probability. Then, the reader position is calculated by averaging the inferred position from
all tags. However, the accuracy of the algorithm depends on the movement probability
model. Finally, (Wang et al., 2007) proposes also a reader localization scheme by employing
the Simplex optimization method. Table 1 summarizes the main characteristics of the above
systems.

Apparently, selecting a best scheme is not trivial since it depends on several factors such
as deployment cost, processing requirements, time and power constraints, scalability issues
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etc. The second type of positioning schemes attracted our attention because they are easier
to be implemented since low cost passive tags can be deployed in a large extent in most
indoor environments. Additionally, it is anticipated that future mobile terminals will have
a reader extension capability for gaining access at a wide range of innovative applications and
services supported by RFID systems. However, there is lack in the literature of a research
study regarding the impact of the interference problem, persisting in RFID, on the localization
performance. To that end, we have selected three positioning algorithms differing in their
complexity level in order to investigate their behavior when multiple reader-enabled mobile
nodes need to be localized simultaneously. We believe that examining this parameter is crucial
for verifying the efficiency of employing RFID in general location sensing applications.

3. RFID shortcomings

The communication link between the main RFID components is half duplex, reader to tag and
then tag to reader. In the forward link, the reader’s transmitting antenna (transmitter) sends
a modulated carrier to tags to power them up. In the return link, each tag receives the carrier
for power supply and backscatters by changing the reflection coefficients of the antenna. In
such a way;, its ID is sent to the reader’s receiving antenna (receiver). The path loss of this two
way link may be expressed as:

PL(d) = PL, + 10N log (;) + X, )
0

where d the distance between the reader and a tag, PL, the path loss at reference distance d,

4
given by PL, = GG, (gT'gr) <ﬁ> and Gy, gt, and Gy, gy are the gains of the reader and tag
transmit and receive antennas, respectively. T is a reflection coefficient of the tag and A the
wavelength. N = 2n, where n the path loss component of the one way link. The path loss
model defines the received power RSS(d) at the receiver given the transmit power P of the
transmitter, i.e.:

RSS(d) = Py — PL(d). @)

In the absence of interference, the maximum read range a reader receiver can decode the
backscattered signal is such that:

Ryax = arg rl?za(;( RSS(d) > TH, (3)

where TH represents a threshold value for successful decoding.

Even though RFID technology has promising key characteristics for location sensing, it has
also some limitations which become more intense in the case of simultaneous tracking in a
multi-user environment and thus should be taken into account before employing an RFID
system for localization.

Since RFID technology uses electromagnetic waves for information exchange between tags
and readers, how radio waves behave under various conditions in the RFID interrogation zone
(IZ) affects the performance of the RFID system. Radio waves propagate from their source
and reach the receiver. During their travel, they pass through different materials, encounter
interference from their own reflection and from other signals, and may be absorbed or blocked
by various objects in their path. The material of the object to which the tag is attached may
change the property of the tag, even to the point it is not detected by its reader.
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However, the most harmful type of interference is the one among its components which
is known as the RFID collision problem. Three are its main types: tag collision, multiple
reader-to-tag collision and reader-to-reader collision.

3.1 Multiple tags-to-reader interference

When multiple tags are simultaneously energized by the same reader, they reflect
simultaneously their respective signals back to the reader. Due to a mixture of scattered waves,
the reader cannot differentiate individual IDs from the tags. This type of interference is known
as multiple tags-to-reader interference or tag identification problem.

3.1.1 Anti-collision algorithms

For resolving multiple tag responses an anti-collision mechanism is essential. Reviewing the
literature, several anti-collision protocols have been proposed, such as time-division multiple
or binary tree-based schemes (GP & SW, 2008). For instance, the EPCglobal (EPCglobal,
n.d.), an organization that recognized the potential of RFID early, proposed bit-based Binary
Tree algorithm (deterministic) and Aloha-based algorithm (probabilistic). The International
Standards Organization (ISO) as part of the ISO 18000 family proposed the Adaptive Protocol
which is similar to the Aloha-based algorithm proposed by EPCglobal, and binary tree search
algorithm. These protocols mainly differ in the number of tags that can be read per second,
their power and processing requirements.

In this work, we selected the Pure and Slotted Aloha schemes (Klair et al., 2009) as basis for
our analysis. Let D, the set of tags simultaneously energized by the reader r,,. When reading
starts, each tag transmits its ID irrespectively of the rest |D,| — 1 tags. The communications
from a tag to the reader is modeled as a Poisson process (Schwartz, 1986). Each tag responds
on average A times per second. The model requires independence among tag transmissions,
which is supported by the lack of tag-to-tag communication capabilities. Since each tag’s
transmission is Poisson distributed, there is a mean delay of 1/A between consecutive
transmissions. This is referred to as the arrival delay (Schwartz, 1986). Thus, on average
each tag takes ﬁ time to transmit its ID for the first time. This is referred as arrival
delay (Schwartz, 1986). During collisions, colliding tags retransmits after a random time. In
Aloha-based schemes, the retransmission time is divided into K time slots of equal duration
s and each tag transmits its ID at random during one of the next time slots with probability
1/K. This means tags will retransmit within a period of K x s after experiencing a collision. On
average, a tag will retransmit after a duration of % x s = a slots. The number of collisions
before a tag successfully responds is e*¢4 — 1, where ¢*G4 denotes the average number of
retransmission attempts made before a successful identification, where G4 = |Dy|As is the
offered load and x = 1 for Pure Aloha (PA) and x = 2 for Slotted Aloha (SA). Since each
collision is followed by a retransmission, the average delay before a successful response is
(eXG4 — 1)a, followed by a single successful transmission of duration s. In total, the average
delay a tag takes to transmit its ID successfully is trg = (e¥¢4 — 1)as + s + \D+|/\’ For
non-saturated case, i.e. tags to be detected are less than the maximum number of tags that
can be read per inventory round, the total time needed for reading successfully |D,| tags
follows the linear model

1
Trr = |Dul X trr = |Dul x {S [1+ (¥ *1)4 + W} (4)
u
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3.2 Multiple readers-to-tag interference
Multiple readers-to-tag interference occurs when a tag is located at the intersection of two
or more readers’ interrogation range and the readers attempt to communicate with this tag
simultaneously. Let R; and R; denote the read ranges of readers r; and r; and d;; their distance.
Apparently, if

Ri + R]' > d,’j (5)
and r; and r; communicate at the same time, they will collide and the tags in the common area
will not be detected.

Figure 1(a) depicts two readers r; and rp which transmit simultaneously query messages to a

tag t1 situated within their overlapping region. t; might not be able to read the query messages
from neither rq nor r, due to interference.

QOverlapping Region

'
' o
H 0
"

LT L

.

(a) Many Readers-to-Tag Interference.

(b) Reader-to-Reader Interference.

Fig. 1. Two types of interference in RFID.

3.2.1 Reader collision probability

The probability Pg of such collision type between readers r; and r;, if equation (5) is satisfied,
depends on the probabilities #; and r; are simultaneously trying to communicate with their
common tag. For characterizing the probability of simultaneous reader communication, we
assume that each reader is in a scanning mode with probability p**"*. Thus, Pi? depends on

the probabilities r; and r; are in a scanning mode, p;**" and p3**"

: i respectively, i.e.

PC — pscmz scan

X p. 6)

A mechanism coordinating reader transmissions as the one proposed in (Papapostolou &
Chaouchi, 2009a) can compensate this type of interference.

3.3 Reader-to-reader interference

Reader-to-reader interference is induced when a signal from one reader reaches other readers.
This can happen even if there is no intersection among reader interrogation ranges (R; + R; <
dij) but because a neighbor reader’s strong signal interferes with the weak reflected signal
from a tag. Figure 1(b) demonstrates an example of collision from reader r, to reader r; when
the latter tries to retrieve data from tag t1. Generally, signal strength of a reader is superior to

that of a tag and therefore if the frequency channel occupied by r; is the same as that between
t; and rq, r1 is no longer able to listen to t;’s response.
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3.3.1 Read range reduction

Reader-to-reader interference affects the read range parameter. In equation (3) this factor had
been neglected. However, when interfering readers exist, the actual interrogation range of the
desired reader decreases to a circular region with radius R},,,, which can be represented by

R‘{nax = arg maxde[O,Rmax]SIR(d) 2 TH, )

where Py(d)
SIR(d) = =2 8
@) Yili ®

and I; the interference from reader r;.

The Class 1 Gen 2 Ultra High Frequency (UHF) standard ratified by EPCGlobal (EPCglobal,
n.d.), separates the readers’ from tags’ transmissions spectrally such that tags collide only with
tags and readers collide only with readers.

4. RFID Positioning system framework

From architectural point of view, a location determination scheme can be either user-based
or network-based. In the first case, each user is responsible for collecting and processing
information necessary for determining his location, whereas, in the second case, a dedicated
server is responsible for gathering all required data and finally providing the location
estimates for all users. Processing capabilities, privacy and scalability issues, link quality are
usually the main factors for selecting the appropriate approach. Since a RFID system includes
tags, readers and servers, we propose a hybrid architecture as a compromise between them,
i.e. both user and a dedicated location server participate in the location decision process.
Figure 2 depicts the proposed architecture. The reader embedded at each user device queries
for reference tags within its coverage in order to retrieve their IDs. Then, the list of the
retrieved tag IDs with the corresponding RSS levels is forwarded to the Location Server
within a TAGLIST message. Based on the received TAGLIST messages and a repository
which correlates the IDs of the reference tag with their location coordinates, the Location Server
estimates the location for all users by employing a RFID-based positioning (see subsection
4.1) algorithm and finally returns the estimated locations back to the corresponding users in
LOCATIONESTIMATE messages.

The communication between the reader and the tags is done through the RF interface of the
reader, whereas the communication between the reader and the server is possible through
the communication interface of the reader, such as IEEE 802.11. Alternatively, assuming
multi-mode devices, the TAGLIST and location estimation messages can be exchanged by the
wireless interface of the user device.

It is worthy mentioning that the proposed architecture may not be always the optimal choice.
For example, if the wireless medium between users and the Location Server is not robust
enough for exchanging messages successfully, a user-based approach would be more efficient.
In this case, when a new user enters the indoor area it can receive information regarding
the tag deployment automatically or after having subscribed to a relevant service. Then,
by following a positioning algorithm, it can estimate its own location. However, in such
approach, greater attention should be given regarding the complexity of the positioning
algorithm since mobile terminals have limited resources compared to servers.
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Fig. 2. Proposed RFID-based Positioning Architecture.

4.1 Positioning algorithms

A positioning algorithm defines the method of processing the available information in order to
estimate the target’s location. The main metrics for evaluating its performance are its accuracy,
memory requirements and complexity. In this paper, we study three positioning algorithms
which can be easily implemented in the sense that they do not require any special hardware,
but differ in their complexity and memory requirements.

Let D, denote the set of reference tags successfully detected from a user’s reader r,, and SS,, a
vector of the corresponding RSS measurements such that the entry RSS; is the RSS from the
tagt € Dy tory.

4.1.1 Simple Average (SA)

This algorithm is based on the assumption that the reader radiation pattern forms a perfect
circle. Thus, the user’s location is estimated as the simple average of the coordinates (x¢, y¢)
of all tags t € D, i.e.

= = Yiep, Xt LieD, Yt

i) = (g ) ©
This scheme has the minimum memory requirements since only the ID information from the
detected reference tags is used for estimating the unknown location. Regarding its processing
requirements, it involves 2 x |Dy| additions of the coordinates of the detected tags and 2
divisions. Therefore, it has linear complexity O(|Dy|).

4.1.2 Weighted Average (WA)

Since some of the detected tags may be closer than others, biasing the simple averaging
method is proposed as an alternative approach. This can be achieved by assigning a weight w;
to the coordinates of each tag t € D,. These weights are based on their RRS from the reader.
Thus, (9) becomes:

(Xu, Ju) = (ZteDu Wi Xt Liep, W - Vf) (10)

Yiep, Wt Yiep, Wi
where wy = 1/|RSS;| and RSS; the measured RSS value from tag ¢.
This scheme requires more memory than the SA, since RSS information is used in addition
to tags’ IDs for estimating the unknown location. Regarding its processing requirements,
it involves 4 x |D,| addition, 2 x |D,| multiplication and 2 division operations. Thus, its
complexity remains linear, i.e. O(|Dy]).
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4.1.3 Multi-Lateration (ML)

Finally, we investigate a multi-lateration based approach which tries to take into account the
imperfection of the readers’ radiation pattern. The distances from all detected tags D, are first
estimated and then (x,, ¥, ) can be obtained by solving the following system of | D, | equations:

(x1 —xu)?+ (y1 —yu)* = ‘;l%
(11)

(x|p,| = Xu)* + (Yp,| — yu)* = &‘ZD,A

The above system of equations is not linear. According to (Caffery, n.d.) it can be linearized by
subtracting the last equation from the first | D, | — 1 equations. The resulting system of linear
equations is given then given by the following matrix form:

Alxy yu]” =D, (12)

where

2(xt —x1)  2(yr —y1)

2(xt — xp,|) 2(yt — Y|p,|)

2 2 2 » 13
*x‘pu‘+y1*y|Du\+d17d|D 13)

u‘

2 2 > 2 > &
p,1-1 ~ *ip,| tYip, 1~ Y. T, 1~ p,|

Since dAt are not accurate, the above system of equations can be solved by a standard LS
approach (Caffery, n.d.) as:
(%0, 7u)T = (ATA)1ATD (14)

with the assumption that AT A is nonsingular and |D,,| > 3, i.e. at least three tags are detected.
This scheme has similar memory requirements with the WA. However, it has polynomial
complexity O(|Dy|?) and it involves complex matrix operations such as creating an inverse
matrix.

5. Performance analysis

In this section we evaluate the performance of our approach through simulations, using
Matlab, (Matlab, n.d.), as our simulation tool. As performance metric we use the Mean
Location Error (MLE) and Mean Localization Time (MLT). MLE is defined as the Euclidean
distance between the actual and the estimated position of a user. The MLT includes the time
Trr needed for retrieving successfully all | D, | tags’ IDs within range, given by eq. (4), the
processing time of the positioning algorithm, which depends on its complexity and the time
needed for sending successfully the TAG LIST message from the reader (or user terminal) to
the server and the time needed for sending successfully the location estimation from the server
to the reader (or user terminal).
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Fig. 3. Impact of tag density (J)

We provide and interpret results of the simulations we conducted for evaluating the impact
of the parameters 4, B, and Ryux on the system performance. In order to illustrate the
performance degradation due to the collision problem and the essentiality of an anti-collision
mechanism, we considered two multi-user environmental cases which differ in the level of
the collision problem. Assuming that the probability user readers query their tags follows
uniform distribution U (B, 1), we set f = 0 for the first case and f = 1 for the second case.
Apparently, for the second environment all users readers scan simultaneously for their tags
and thus its performance is anticipated to be worse due to the collision problem among them.

5.1 Localization accuaracy

Figures 3(a) and 3(b) illustrate the dependency of the MLE on the tag density, J, when g = 0
and B = 1, respectively, and for the three RFID-based positioning methods described in
subsection 4.1, i.e. AVG, W-AVG and ML. For all cases, increasing the inter-tag spacing
reduces the accuracy. However, when the collision problem is severe, the achieved accuracy
and performance reduction are worse and thus a dense tag deployment is required for
providing robustness. Finally, comparing the behavior of the three positioning schemes, we
note that there is a benefit from the added complexity but in highly colliding environments
the achieved benefit is not significant.

In figures 4(a) and 4(b) the influence of the maximum read range, Ry, is depicted when
6 = 2. For both scenarios we observe that when R,y = 1, the MLE is increased and this is
because tags are not detected. When B = 0, Ryux = 2 gives the optimum performance for
two main reasons; further than this collisions are more probable but also location information
from far-away tags is included. For the second case, the optimum performance is achieved
when R,y = 3 meters because of the collisions which prevents tags from being detected.

5.2 Time response

In Figure 5 we study the time-response performance of the positioning system, focusing on
the time needed for retrieving the ID information from detected tags, i.e. Trg. From equation
(4) we see that Trg depends on the total number of detected tags |Dy| and the PA or SA
anti-collision algorithm which affects parameter x. |D;| depends on the reference tag density
¢ and the read range Ryx. Obviously, as ¢ increases |D,| decreases, whereas when Ryqy is
higher more tags are detected. The MLT versus the inter-tag spacing ¢ for both anti-collision
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algorithms when R,y = 3m and R;;qx = 5m is depicted in Figure 5(a) and Figure 5(b),
respectively. First of all, we observe that Slotted Aloha has better performance than Pure
Aloha, due to the reduction of the vulnerability period 2s (Burdet, 2004). In both figures,
when the grid deployment is dense, the tag reading time is very high due to the big number
of responding tags. Comparing the two cases of Ry values, when R,y = 3m less tags
are within a reader’s interrogation zone and thus, less reading time is required. Finally,
recalling Figure, we conclude that there is a trade-off between the accuracy and time response
objectives, regarding the optimal value of §. More tags provide more information for the
location determination process but on the other hand more time is required for detecting them.
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Fig. 5. Impact of system design parameters on Time Response.

Figure 6 depicts the processing time T (specified in flops!) of each positioning algorithm
as the inter-tag spacing increases, for Ryux = 3m and Ryuy = 5m in figures 6(a) and

! The execution time of a program depends on the number of floating-point operations (FLOPs) involved.
Every computer has a processor speed which can be defined in flops/sec. Knowing the processor speed
and how many flops are needed to run a program gives us the computational time required: Time
required (sec) = Number of FLOPs/Processor Speed (FLOP/sec) (Canale, n.d.).
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6(b), respectively. The main observation is the high processing time of the Multi-Lateration
approach for dense tag deployments. The most interesting remarks, however, can be made if
Figure is taken into account. The W-AVG approach has the best performance if both objectives
are considered. Moreover, for Ry,x = 5m and 6 = 5m, the accuracy of the ML technique
is high without considerable processing cost. Therefore, more sophisticated techniques can
alleviate the need for carefully designed systems.
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Fig. 6. Impact of positioning algorithm on Time Response.

Finally in Table 2 we summarize the main advantages and disadvantages of the system design
parameters regarding their accuracy, time response, complexity and behavior under different
environmental situations.

6. Conclusion

The growing popularity of the RFID technology and the increasing demand for intelligent
location-aware services in indoor spaces motivated exploring its potential for providing
accurate and time efficient localization with low deployment cost. However, despite the
great benefits RFID can offer, the interference among its components and some materials
are its main limiting factors. Therefore the impact of the RFID interference problem
on the positioning performance should be extensively studied before the deployment of
RFID-assisted location systems.

In this chapter, we explore the applicability of the RFID technology in location sensing and
the main design and environmental factors that should be considered before developing an
RFID-based localization scheme. We focused on a scenario when the location of multiple
reader-enabled terminals needs to be estimated based on the information retrieved from
low cost passive tags, which are deployed in an area. We proposed a mathematical model
for taking into account all implicating factors which affect the accuracy performance of the
system, that is all types of collisions among its components, interference from materials,
and temporal environmental changes. Extensive simulations were conducted to evaluate
the impact of these parameters. More precisely, when reader collisions is not an issue, a
low dense (6 < 4 meters) deployment of passive tags can provide an accurate location
information with error less than 1 meter. However, in a highly colliding environment, passive
tags should be deployed with spacing of 1 meter in order to have similar location error
resilience. Interesting remarks can be drawn regarding the communication range of readers.
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‘ Design Parameter | Pros | Cons ‘
Ref T. - MLE}
eference ag . - MLT 1
Deployment 0: [5—=1]m |- Robustness
- MLE | for multi-user )
Maximum Read case - MLE 1 for single-user
R Ruyax : [5— é|m case
ange - MLT
- Lowest complexity - Highest MLE
P1051t1.olr:1ng S-AVG - Good MLE resilience as|- Suffers the most from all
algorithm shadowing increases interference types
) - When interference is
- Moderate complexity high, its  increased
W-AVG - Best performance when complexity —over SA
shadowing is high doesn’t provide accuracy
advantage
- Best accuracy . .
- Highest complexity
- Best MLE resilience
ML . . - Bad performance when
against all interference L
shadowing is high
types
) o - Less users are
Tag Reading activity| f: [1—0] |- MLE]| simultaneously localized

Table 2. System Design Guide.

In the absence of collisions, short read range (2 meters) is beneficial. In contrast when readers
attempt simultaneously access to the medium, a higher range (3-4 meters) results in better
accuracy.

To summarize, RFID technology is suitable for positioning, but its performance degrades in
highly populated environments and thus a denser tag deployment or/and a mechanism for
controlling reader transmissions are required.
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1. Introduction

Indoor object localization system has become more and more important in various fields these
days. For example, people not only feel stress but also waste precious time when they cannot
find what they want in the expected place. If we can provide people with information about
the object location, people will save lots of time and lead a comfortable daily life. Furthermore,
if we can detect object movement and estimate object location online, we will be able to
know life patterns of people by analyzing the behavior of objects in everyday life. Efficient
online object localization system should be able to identify the object a user wants and to
determine its location. In our work, we focus on object’s "location” in the environment (e.g.
Table, Bed, Sofa, etc.) instead of object’s 3-dimensional "position", because we think the only
object location is sufficient to achieve our application. Various technologies have been used
to construct such systems up-to-date, but most of them have difficulty in recognition of the
objects.

Against this problem, many studies have focused on radio frequency identification (RFID)
technology due to its strong identification ability(Hightower et al., 2000; Mori et al., 2007;
2005; Ni et al., 2004; Shih et al., 2006). In general, RFID system is composed of two devices:
1) RF readers and 2) RFID tags. Data including RFID tags’ identification information are
communicated between RF readers and RFID tags via RF signals, which can be transmitted
even if obstacles stand between RF readers and RFID tags. At this point, RFID technology is
superior to other technologies such as camera vision in identifying objects. Another important
characteristic of RFID technology is that signal strength indicator received by RF readers,
which we call RSSI, has a certain dependency on the distance between RFID tags and RF
readers. This relationship can suggest us an effective clue to estimate the distance from each
RF reader to the target RFID tag(Hightower et al., 2000).

RFID technology can be divided into two types depending on the mechanism of data
transmission: 1) Passive RFID and 2) Active RFID. The main difference of these two RFID
systems is the way of data transmission. Because passive RFID tags do not contain any
batteries inside them, they utilize the power of passive readers to activate themselves. As
a result, the data transmission range is short, 1 meter at best. In contrast, because active RFID
tags contain batteries inside themselves, they utilize their own power for data transmission.
Consequently, the data transmission range of active RFID is much longer than that of passive
one, some active RFID systems can achieve data transmission range up to 100 meters.
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We adopt active RFID instead of passive one as our key technology for the following reasons.
One reason is its long transmission range. Since we aim to develop an indoor object
localization method, long transmission range is more convenient than short one. Another
reason is the number of RF readers required for object localization. As the transmission range
of active RFID is much longer than that of passive RFID, the required number of RF readers
is much less than that of passive ones. This advantage of active RFID plays a great role in
reducing the total introduction cost of the system. The other reason is for the potential of
active RFID tag. One remarkable characteristic of active RFID tag compared with passive one
is that active RFID tag can attach sensors inside. In fact, every active RFID tag, which we
used in our work, contains a vibration sensor to detect object motion. It is certain that users
have to exchange battery of active RFID tags regularly in about one year or so. However, the
battery itself is inexpensive and the benefits provided by the system are much greater than the
exertion spared for the exchange. Also, rapid technology progress will definitely expand the
battery life in the near future.

Several researchers have focused on developing indoor localization methods based on active
RFID up-to-date(Hightower et al., 2000; Ni et al., 2004; Shih et al., 2006; yao Jin et al., 2006;
Zhao et al., 2007). For example, Hightower et al. (2000) applied triangulation algorithm to the
SSIs received by several RF readers to estimate the 3-dimensional position of tag indoors. This
estimation method works well under the condition that few obstacles exist in the environment,
however it fails to localize objects once too often in the environment where various obstacles
exist like actual human living space. The main reason for the failures is that received SSI,
which we call RSS], is quite sensitive to environmental factors such as the presence and the
location of people and furniture because the radio waves are weak against those factors.
To reduce the environmental influences on RSSI, some researches introduced the concept of
reference tags as an indicator of object position(Ni et al., 2004; Shih et al., 2006). It is certain that
reference tags are useful for reducing the influences on RSSI to a certain extent, still it cannot
be evaluated as the perfect solution to indoor object localization. In those researches, the
authors also conducted some experiments in the environment where obstacles exist to show
the robustness of their methods. However, the complexity of their experimental environment
is far from that of our target environment. Human living space is full of various obstacles not
only static ones such as furniture, but also dynamic ones such as human beings. To estimate
object location robustly in such an environment, we have to confront with more difficult
problems than those researches.

To improve the robustness of object localization, our previous work(Mori et al., 2007) focused
on the idea that any objects’” movements were connected with human behavior. In other
words, human position in the environment would be an important clue in estimating object
location. Therefore, we introduced a kind of position sensors underneath the floor in the
previous work, which we call floor sensors, so as to detect human position in the environment.
As a result, floor sensors played an effective role in detecting human position, however,
some challenges still remained unsolved, such as the number of sensors required for human
localization. To achieve high-resolution human localization, the position sensors need to cover
the whole area of the environment. As a matter of fact, 356 position sensors were embedded
in the environment. Because each position sensor is not cheap, to cover the whole area costs a
great deal. In addition, it is troublesome to repair those position sensors in case of breakdown.
To reduce the cost and maintenance burden caused by floor sensors, we have combined
active RFID technology with various types of switch sensors. The main advantage of these
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sensors against floor sensors is that they are inexpensive and easy to install into any kinds
of environment. In addition, because these sensors are generally used for human monitoring
and crime prevention nowadays, it is quite natural to have these sensors embedded in human
living space. Substitution of simple sensors for floor sensors makes it difficult to detect human
position accurately in the environment, which will cause a decline in estimation accuracy of
object location. To solve this problem, we use an integrated algorithm in compensation for the
lack of human position information. By taking this approach, we have proposed a method for
indoor object location estimation based on active RFID and simple environment-embedded
sensors, which achieves sufficient accuracy even without using any costly sensors designed
for detecting human position.

2. Hardware composition

In this section, we introduce our active RFID system and various sensors embedded in our
experiment environment.

2.1 Active RFIS system
In our research, we adopted Spider V Active RFID System (Fig. 1) produced by RF Code as the
key technology for the following two reasons.

¢ Capability of measuring received signal strength indicator (RSSI) between a tag and reader

¢ Vibration sensor attachment on each Active RFID tag

(With case) (Without case)

(a) RF Reader (b) RFID Tag

Fig. 1. Spider V Active RFID System

The specifications of the RF reader and the RFID tag are summarized in Table 1 and Table 2.

Item Specification
Operating Temperature —20°Cto +70 °C
Read Range Over 10m
Dimensions 127mm x 130mm x 40mm
Operating frequency 303.8MHz

Table 1. Specifications of Spider V Active RFID Reader

2.2 Environment-embedded sensors
Sensing Room(Mori et al., 2006) is a typical residential environment embedded with various
types of sensors in different spots such as high resolution pressure sensors under the floor,
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Item Specification
Battery type Replaceable coin cell (CR2032)
Battery life Up to 3 years
Operating Temperature —20°Cto +70°C
Weight 20g
Dimensions 60mm x 30mm x 10mm
Operating frequency 303.8MHz
Group code & tag ID code Over 1 trillion IDs
Signal transmission period 1 sec

Table 2. Specifications of Spider V Active RFID Tag

and micro switch sensors in a cabinet and a refrigerator. Retrieved from these sensors, the
data are accumulated into the database system and then used to learn users’ behavior pattern
in a daily life to provide them with appropriate supports. Figure 2 shows the overview picture
of Sensing Room and its sensor modules. The following sections will describe each sensor
module’s structure in details.

ToasterModule Drawers Module
(1 Switch Sensor) (10 Switch Sensors)

Door Module
(1 Switch Sensor)

Microwave Module
(1 Switch Sensor)

Floor Module 2
(104 Pressure Sensors)

[Refrigerator Module
(1 Switch Sensor) 0

[EIFRE T

Bed Module
(221 Pressure Sensors)
Table Module
Sofa Module (4 Pressure Sensors)
(4 Pressure Sensors)
Floor Module 1
(252 Pressure Sensors)

Fig. 2. Experiment Environment (Sensing Room)

¢ Floor Sensor Module

Sensing Room’s floor is embedded with a number of high resolution pressure sensors
underneath. By analyzing the pressure values obtained from these sensors, the locations
of persons in the room can be estimated. The arrangement of pressure sensing units and
screenshots taken during the execution time of floor sensor monitor program are illustrated
in Fig. 3.

In floor sensor module, a Force Sensing Register (FSR) manufactured by INTERLINK co.
is used as a basic pressure sensing element. FSR is a pressure-sensitive resistor that has
a characteristic of changing its resistance value when a load is charged on its surface.
This characteristic is utilized to detect person’s weight charging on the floor. Floor sensor
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Am

iz

Force Sensing Register

Fig. 3. Floor Sensor Module

module has 356 pieces of FSR in total embedded under a large number of 200mm x 200mm
veneer tiles spread thorough the floor.

Firstly all pressure values are retrieved from each FSR; these data are analyzed to
derive a pressure load distribution on the floor. Next, a labeling process will be
taken on the retrieved pressure value data that exceed a determined threshold value to
compute approximate weight and the CG (Center of Gravity) point of a load distribution
corresponding to each labeling area. This process will produce the output as pairs of (x,
y) coordinates corresponding to estimation result of a user’s location in the room. Because
the interval between FSRs is 200mm, the resolution of location estimation is also 200mm
at best. Sensor data sampling rate of floor module is 10 Hz, a sufficient speed to track a
person’s location smoothly in a daily situation.

Switch Sensor Module

Our switch sensor module utilizes a number of micro typed switch sensors equipped
to a cabinet, a toaster, a microwave, and a refrigerator to detect a cabinet drawers’, a
toaster door’s, a microwave door’s, and a refrigerator doors’ open-closed state. Ten
micro switches are embedded to each drawer of a cabinet, while two are equipped to
the refrigerator, one to the toaster, and one to the microwave oven. Same as floor sensor
module, the switch sensor data’s sampling rate is 10 Hz. Although we did not target those
locations in the evaluation experiment, switch sensor module can be used for locating
objects in the locations where RFID signal is not accessible such as “in the cabinet drawer”
or “in the refrigerator”.

Table Sensor Module
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Table sensor module measures weight on it with pressure sensors embedded at its four
corners. As well as floor sensor module and switch sensor module, the sampling rate of
table sensor module is also 10 Hz. By analyzing the reaction of the acquired sensor data,
the system can detect the moment smoothly that an object is placed on the table or the
moment that an object is taken from the table.

¢ Sofa Sensor Module

Sofa sensor module has the same structure as table sensor, which has four pressure sensors
embedded at its four corners. The sampling rate of sofa sensor module is also the same as
other sensors, which is 10 Hz. Analyzing the reaction of the acquired sensor data provides
the system with the information such as human is sitting on the sofa or human moves from
the sofa.

3. Location estimation methods

To provide a robust object localization method in residential environment, we integrate the
following two approaches in our research: 1) RSSI-based Localization and 2) Sensor-based
Localization. RSSI-based Localization regards plural received signal strength indicators
(RSSIs) as a unique RSSI pattern to classify into particular object location. Whereas,
sensor-based localization estimates possible location candidates based on the information
about human behavior and location detected with various sensors. We describe each
estimation approach in the following part, and then we demonstrate how to integrate these
two approaches into one localization method.

3.1 Location estimation based on RSSI

As mentioned above, RSSI has a certain dependency on the distance between RF readers and
RFID tags, which is shown in Fig. 4. According to Fig. 4 however, the dependency does not
demonstrate linear relationship due to the nature of RSSI and environmental noises such as
furniture. Still, RSSI does not change dramatic unless the layout of the environment changes
dramatically. In other words, RSSI shows rather constant value under static environmental
condition. Therefore, we attempt to use plural RSSIs instead of single RSSI in order to provide
a reliable location indicator.

Based on the idea described above, several RF readers are installed at different spots in the
environment. Because active RFID shows long data transmission range, only five RF readers
are sufficient to cover the whole area of the environment. By attaching an RFID tag to each
object, these RF readers can receive RF signals from RFID tags, which means there are the same
number of clues to estimate the distance between the object and the surrounded RF readers.
Pattern recognition approach regards these location clues as one pattern and determines the
object’s location by comparing the acquired pattern with typical patterns of each supposed
object location.

In our work, we adopted three kinds of pattern recognition methods such as k-nearest
neighbor (KNN)(Cover & Hart, 1967), distance-weighted k-nearest neighbor (DKNN)(Pao
et al., 2008), and three-layered neural network (NN)(Shimodaira, 1994) algorithms. The main
reason for these choices is the high flexibility in dealing with multidimensional data. In
addition, KNN and DKNN algorithms in particular are strong at pattern discrimination of
high dimensional data within short processing time.
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Fig. 4. Dependency of RSSI on Distance

In general, pattern recognition process can be divided into three phases: 1) Preparation Phase,
2) Learning Phase, and 3) Classification Phase. In preparation phase, the system needs a
learning database including representative training datasets of each class. Then, in learning
phase, the system determines some parameters required to discriminate each class from
others. Lastly, in classification phase, the system compares input data with training datasets
in the learning database and determines the most similar class according to the defined degree
of similarity.

In KNN algorithm, for example, the pattern recognition process is demonstrated as Fig. 5.
The first step when the target object is placed at unknown place, is to collect SSIs transmitted
from the tag attached with target object and received by several RF readers. In the Fig. 5,
we supposed five RF readers in the environment. We can regard this five SSIs, which we
call data set, as one pattern of SSI. Next step is to compare the pattern with training data set
stored in learning database. In learning database, we have sufficient data sets, which store
both SSI pattern and object location, which is called class, as one set. What we explained
so far is common process about pattern recognition. The unique process to KNN is called
voting process which we will mention below. In KNN algorithm, we used euclid distance
as an indicator represents the similarity between one data set pattern and another. In other
words, the smaller the euclid distance is, the more similar the data sets are. We calculated the
euclid distance between the new data set and every data set stored in learning database and
sorted the training data set in increasing order. Then we choose 'k’ data sets from the top of
the sorted learning database. What we call voting process is to determine object location by
counting the number of locations contained in the selected data sets and choosing the most
one as estimated result.

Our learning database is constructed as follows. RFID tags are placed at each supposed object
location to acquire RSSIs between surrounding RF readers with themselves. The typical scene
of RSSI calibration is shown in Fig. 6. Thus, RSSI calibration is conducted at 13 locations with
five RF readers installed in the environment, which is shown in Fig. 7. As 1420 datasets are
acquired at each object location, the total number of datasets saves into the learning database
is;
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Unknown Input Data l imation Based on KNN (K =5)

RSSIs from
Unknown Place
SSI received by Readerl = 80
SSI received by Reader2 = 81
SSI received by Reader3 = 72
SSI received by Reader4 = 73
SSI received by Reader5 = 80

Choose the top 5 1.RSSI=[80,79,72,74,80] Class:DeskCabinet
2.RSS1=[82,78,76,70,79] Class: Table
—>>| 3.RSSI=[81,80,74,75,79] Class:DeskCabinet
4.RSSI=[76,78,76,72,77] Class:Bed
5.RSSI=[82,77,74,70,79] Class: DeskCabinet

training data from
the sorted database based

on euclid distance

*RSSI: Received Signal Strength Indicator Voting Process

Training Data Y
RSSI=[0,91,0740] ClssiSink Ectimated Location:
RSSI=[70,68,70,58,57] Class:Fridge )
RSSI=[80,72,78,69,0] Class:Cabinet DeskCabinet

Learning Database
Fig. 5. Location Estimation Based on KNN
13(locations) x 1420(datasets/location) = 18460(datasets) 1)

The time required for conducting the whole RSSI calibration is about 13 minutes since our
system can collect RSSIs from 24 RFID tags at the same time in one second.

Fig. 6. RSSI Calibration at Table

Based on this learning database, we conducted a cross validation to evaluate the effectiveness
of our pattern recognition approach. In the cross validation, the whole learning database is
divided into two parts, one is called testing dataset, and the other is called training dataset.
A testing dataset consists of one RSSI dataset from every object location in the environment,
whereas, a training dataset consists of the rest part of the learning database. After the first
evaluation, another testing dataset composed of the next 13 RSSI datasets from every object
location will be chose for evaluation. Thus, 1420 times of evaluation are conducted in total.
The estimation performance based on KNN algorithm is demonstrated in Fig. 8.



Use of Active RFID and Environment-Embedded Sensors for Indoor Object Location Estimation

227

Experiment Environment

Fridg
X

oCmlie] =0

Door

YV—a

ShoesBox——»/

)

)

\
KitchenCabinet

(1) Bed

TVSheIf—’

Chair

(2
Reader,

\O(Active RFID
/

.

Desk

es|
\DeskCabinet

e

.

StereoShelf

Fig. 7. Supposed Object Locations and RF Readers

Shelf

97.00%

600 (oe eag ) Best Accuracy

95.00%

F400%

93.00%

92.00%

91.00%

Gorrectively Classified Instances[%]

90.00%

2 K=5 K=7
Value of K

K=9

Fig. 8. Location Estimation Performance by KNN Algorithm



228 Deploying RFID - Challenges, Solutions, and Open Issues

According to Fig. 8, the pattern recognition approach works effectively in discriminating
each class from others, although there is slight dispersion in estimation performance between
different k values.

3.2 Location estimation based on object motion and human behavior

Another approach to improve object localization performance is to make the best use of
sensing information. As mentioned before, several kinds of sensors are used in our work.
Vibration sensors attached inside RFID tags are supposed to provide the system with the
information about object motion state, whereas, sensors embedded in the environment are
supposed to provide the information about human behavior and location.

It is important to perceive the moment that an object is placed for estimating its location with
sensors in the environment effectively. The vibration sensor on each RFID tag offers a great
solution to meet this requirement by detecting object motion state. However, to integrate the
vibration sensors into our system needs another problem to be solved.

Generally, active RFID tags are produced under the following policies, 1) saving the battery,
2) miniaturizing the size, and 3) cutting down the cost. To follow these policies, the frequency
of data transmission and the performance of vibration sensor inside are set up to be low.
These restrictions cause some significant problems. For example, the system cannot detect the
moment that object motion state changes in real-time because vibration sensor data requires a
moment, which is the sampling rate, to convey its reaction to the system. In addition, vibration
sensor often fails to detect object motion in the case that the movement is faint. However,
object motion detected with vibration sensor is considered as the most important information
in our system because the system uses vibration information to determine the timing to
estimate object location. To deal with the time delay between actual object movement and
vibration detection, we stagger a few seconds in our algorithm to estimate the exact moment
that an object starts to move.

The concrete location estimation algorithm based on environment-embedded sensors and
vibration sensor is constructed as follows. Our system can estimate the following three cases
individually online by combining detected reaction of each sensor. a) Object is put on and
taken away from a table. b) Object is put on and taken away from a sofa. c) Object is put into
and taken out of a drawer. That is to say, as long as the movement of object is concerned about
the area where we installed embedded sensors, we can estimate its behavior. To be concrete,
our system can detect not only the final location where object is placed, but also the state of
object in starting and quitting movement. The system estimates the two kinds of object state
as follows.

3.2.1 Estimation of movement start

In this section, we describe an algorithm to detect the start of object movement and to estimate
the original location from which object begins to move. On the occasion of estimation, we
assume that target object is in a still state before the system receives any change of sensor
state.

1. Check the state of environment-embedded sensors
According to the embedded sensors. if an object starts to move from a place where sensors
are installed, the system can detect the exact moment with the related sensors. Even if the
object moves from a place where no sensors are installed, the system can also recognize the
moment by referring to the reaction of the vibration sensor and other embedded sensors.
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2. Check the state of vibration sensor
If a vibration sensor also reacts soon after the embedded sensor reaction, the system
estimates that object movement should have something to do with the sensor-embedded
place. In other words, the object is very likely to be moved from that place.

3. Recheck the state of environment-embedded sensors

After the vibration sensor reaction, if the system receives the reaction of the same
embedded sensor, it indicates that the object must be moved from the place.

To make the general rules mentioned above clearer, we pick up a typical scene to demonstrate
the estimation rules in Fig. 9. Figure 9 shows the scene that an object is moved from the table.
Firstly, the system can detect the state that something is on the table by checking the reaction
existence of the table sensor. Secondary, when the object moves, the vibration sensor reaction
will inform us of the timing of motion start. If the object does move from the table, the change
of table sensor data will indicate the strong relativity of the object and the table. Thus, the
system can estimate the object has been moved from the table in good possibility.

if ON ---> ON

e
‘5 4 @)Vibration Sensor Reaction

iif OFF ---> ON

if ON ---> OFF
Estimation:

@bject is moved from the tab@

Fig. 9. Sample of Movement Start Estimation

Whereas, the process of object location estimation based on sensors is described as follows.

3.2.2 Estimation of movement end

In this process, we describe an algorithm to detect the end of object movement and to estimate
the final location where the object is placed. The system estimates the object location on the
assumption that target object has been moving until the vibration sensor reaction disappears.

1. Receive the change of state of environment-embedded sensors
If the system receives the reaction of environment-embedded sensor on the condition that
the object is in the moving state, it will suggest that the object is close to the place where the
sensor is embedded because of the presupposition that only one user is in the environment.

2. Check the change of state in vibration sensor

The phenomenon that vibration sensor’s reaction vanishes under the condition of the
embedded sensor being active indicates the high relativity between the object and the place
where the sensor is embedded.
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3. Recheck the state of environment-embedded sensors

The second time reaction after the vibration sensor becomes inactive allows us to
determine that the object is placed on the place.

To make the general rules mentioned above clearer, we pick up a typical scene to demonstrate
the estimation rules in Fig. 10. Figure 10 shows the scene that an object is placed in a drawer of
a cabinet. Firstly, the system will receive a reaction from the related switch sensor in addition
to the continuous reaction from the vibration sensor on the RFID tag, which means the user
opens the drawer with the object gripped in his or her hand. Soon after that, if the reaction
of the vibration sensor disappears, the possibility of the object being put into the drawer
suddenly increases. However, this does not give the confirmation because the location where
the object is placed might have no relationship with the drawer at all. Still, if the system
receives another reaction from the same switch sensor before long the vibration sensor’s
reaction vanishes, the connection between the object’s location and the drawer becomes even
deeper than ever.

if OFF ---> ON

(2)Vibration Sensor Reaction
lif OFF --> ON
if ON ---> OFF

Estimation:
@bject is placed into the CabineD

Fig. 10. Sample of Movement End Estimation

In this way, the system estimates the motion and the location of the object by combining
the information from vibration sensor and environment-embedded sensors. The concept
of the algorithm is easy to follow, but we have to overcome some difficulties to make the
estimation algorithm work well. One of the difficulties is to deal with the time delay caused
by limited sampling rate, which we used to collect sensor data. For example, an object must
have moved before the reaction of the vibration sensor and must have been placed before
the reaction disappeared from the system. We estimate the length of time delay from actual
experiments and conquer the difficulty by taking the time lag into consideration in estimating
object motion.

Another difficulty about the vibration sensor is that sometimes it does not work well. For
example, if an object is moved roughly, vibration sensor will keep reacting throughout the
movement, however, if an object is moved silently, the vibration reaction will sometimes
disappear. This means that the system should not expect continuous vibration reaction
during the object movement. Therefore, we defined a time interval to estimate the state of
object movement more accurately. If the period from the last reaction of vibration sensor is
within that interval, the system still regards the object as moving. Because the length of that
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time interval depends on the way a user moves object, we decide the parameter from actual
experiments.

Although the solution mentioned above works well in estimating object motion, it also has
a problem in other aspect. That solution makes it difficult to decide the timing when an
object is moved or when an object is placed in real-time because the system has to wait
for the time interval to make the decision. It matters when we combine the reaction of a
vibration sensor with those of environment-embedded sensors to estimate where the object
is placed. According to the estimation algorithm mentioned above, the real-time detection of
the object being placed is essential in determining the final location of the object. However,
the information that object is placed will be clarified for the first time a few seconds later after
the actual point in time. Toward this problem, the system saves a series of sensor reactions
into a temporary buffer and applies the proposed estimation rules to those data after the state
of object motion fixes. The weakness of this solution is that the system cannot estimate object
location in real-time. However, we can know the correct time about the object being placed
from the object movement history into which the system stores the object estimation results
every sampling rate. In case that the system cannot estimate object location in real-time, it
saves the estimated result until the state of object is settled.

3.3 Integration method

So far we explained two estimation algorithms, one is based on pattern recognition, the other
is based on sensing technology. Each approach has its own strength and weakness. In our
work, as we have mentioned, we integrated these two approaches into one estimation method
as shown in Fig. 11. First, the algorithm processes the data from the vibration sensor and
embedded sensors to decide whether the target object is in the sensor-embedded area or
not(Case 1 in Fig. 11). If the object is in the area, the system uses the data from the vibration
sensor and embedded sensors (except for the floor sensor) for the estimation. If the object is
not in the area, the algorithm estimates the candidates for object location by using the human
position and object motion detected with floor and vibration sensors. In this case, the system
determines the most probable object location by integrating the locations estimated on the
basis of the RSSI data with those estimated on the basis of the human position data.

Object Location History Database

_ [Object] [Location]
Nail Clipper Cabinet?
Lol Toy Sofa
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Fig. 11. Object Localization Algorithm
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4. Experiments

In this section, we describe the design of our experiments to evaluate the proposed system
effectively and the conditions which we used throughout the experiments.

4.1 Experimental design

To evaluate our estimation algorithm from different aspects, various experiments were
conducted based on different conditions. First, we conducted exactly the same experiment
as many times as the number of pattern recognition methods used in our research, which are
k-nearest neighbor (KNN), distance-weighted k-nearest neighbor (DKNN), and three-layered
neural network (NN). The purpose is to examine the effect of each method on the estimation
performance. In general, classification performance highly depends on the parameters used
in each pattern recognition algorithm. For example, the performance of KNN or DKNN is
dependent on parameters such as the value of k, whereas the performance of neural network
depends on parameters such as the number of nodes in hidden layer. In our experiments,
various combination of parameters were examined to find out the best one that presents the
highest estimation performance.

Besides, we divided experiment conditions into three types, 1) Estimation only based on RSSI
data, 2) Estimation based on RSSI data and sensor data that contains floor sensor data, and
3) Estimation based on RSSI data and sensor data except for floor sensor data. This division
enables us to evaluate not only the efficiency of estimation based on RSSI, but the effectiveness
of our proposed integration of estimation algorithm.

4.2 Experimental conditions
Our experimental conditions are listed in Fig. 12. As introduced before, Sensing Room, shown
at the left part of Fig. 12, was our test environment. Throughout the experiments, four objects,
shown at the top left part of Fig. 12, were selected as typical daily objects, which were a
nail clipper, a mug, a coffee mill, and a stuffed animal. On each object, an active RFID tag
including a vibration sensor was attached. Also we assumed 13 locations where objects would
be placed and five readers installed at different places. For pattern recognition, we constructed
a learning database with about 18,000 data sets stored in it. In more detail, the same amount
of RSSI datasets of each location of the labeled 13 locations were stored as training datasets.
In the experiment, a participant leaded a typical daily life using four objects with active
RFID tags attached shown in Fig. 13. The system was supposed to estimate the location
of each object every sampling frame. The total number of targeted frames was 2520. To
provide the localization performance through a sequence of daily activity, we defined the
ratio of the number of correctly estimated frames to the total number of targeted frames
as the performance metric (Eq.2). In this case, "correct frame" means the frame that both
identification and localization succeeded. Furthermore, throughout the experiment, we only
adopted first location candidate and ignored the second and third location candidates in order
to provide a more reliable indicator of object localization.
CorrectNumbero f Frames

A %| =
ceuracy[%] Total Numbero f Frames

@
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Fig. 12. Experiment Conditions
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Fig. 13. Experiment Scenes

4.3 Results and discussion

We classified the estimation results by the pattern recognition method used for the localization
and by the types of information used for the estimation, as shown in Table 3. There was
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(Data from floor, table, sofa, switch, and vibration sensors)

RSSI Data Only|RSSI and Sensor Data|RSSI and Sensor Data (w/o Floor Sensor)
KNN 50.2% 97.0% 95.3%
DKNN 49.6% 97.0% 95.3%
3-layered NN 22.0% 98.6% 90.6%

Table 3. Location Estimation Results (Only first location candidate is allowed)

(Data from floor, table, sofa, switch, and vibration sensors)

RSSI Data Only|RSSI and Sensor Data|RSSI and Sensor Data (w /o Floor Sensor)
KNN 60.3% 100.0% 95.3%
DKNN 61.2% 100.0% 95.3%
3-layered NN 36.5% 100.0% 92.6%

Table 4. Location Estimation Results (Up to third location candidate is allowed)

little difference in the results among the pattern recognition method used: KNN, DKNN,
and three-layered NN algorithm. There was a substantial difference in the results among
the pattern recognition methods used for the estimation. Localization accuracy with only
RSSI of the active RFID was 50% at best, whereas when we combined these two approaches
followed our proposed estimation algorithm, the accuracy reached 97.0% regardless of the
pattern recognition method. With the three-layered NN algorithm, it reached 98.6% at best.
Although we used floor sensors for the estimation in the best case, the system still recorded
95.3% even without floor sensors as shown in the table.

The results shown in Table.3 suggest two things in particular. One is that the pattern
recognition method used has little effect on the location estimation accuracy. Although we
used three kinds of methods such as k-nearest neighbor (KNN), distance-weighted k-nearest
neighbor (DKNN), and three-layered neural network (NN), none of them achieved sufficient
accuracy in object localization. The main cause of estimation mistakes we suppose is that the
object location is far from all the RF readers. As the radio wave is sensitive to environmental
noises, the further the distance between tag and reader is, the more unreliable RSSI becomes.
The other thing which we noticed from the results is that the lack of estimation accuracy
caused by not using floor sensor data can be approximately compensated for by using the
proposed algorithms and other simple sensors instead of floor sensors. Although floor sensors
can detect human position accurately, they are costly and require complicated maintenance.
To reduce the cost and maintenance burden, we estimated object location by using only the
RSSI data and data from other simple sensors (table, sofa, and switch sensors). The results
indicate that data from a combination of these sensors can achieve accuracy almost equal to
that of using floor sensors.

To make a comparison, we conducted another experiment using exactly the same data as the
previous experiment. In this case, not only the first location candidate but also the second and
the third location candidates were counted. The result is shown in Table 4.

The result shown in Table 4 indicates that the estimation performance does not make a big
difference between single location candidate and plural location candidates. Of course, when
we allow the second and the third location candidates, the estimation performance improves
to some extent. However the improvement is too slight to make a significant impact on the
estimation performance of our system.

Although we conducted all the experiments in Sensing Room, our object location estimation
method does not rely on either the experimental environment or the kinds of sensors. That is
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to say, our method can work well in any houses as long as the sensors embedded in the house
can detect the same kinds of human behavior.

5. Conclusion

In conclusion, we have developed an indoor object localizing method by using active RFID
tags and simple switch sensors embedded in the environment. Our system uses 1) a pattern
recognition approach to classify the RSSIs collected from several RF readers into a particular
location, and 2) the information detected by vibration sensors and environment-embedded
sensors to improve the robustness of the method. Although position sensors used in our
previous work can detect accurate human position in the environment, we attempted to
eliminate them because of their disadvantages by combining simple switch sensors. The
results show that our method can be used to estimate the location of daily objects with
sufficient accuracy without the use of the position sensors.

One of future work is to reduce the number of RF readers. In our work, we use five active RFID
readers placed at different locations so as to cover the whole environment. However, because
the unit cost of RF readers is quite expensive, we have to reduce the number of RF readers to
ease the economical burden on introducing our system without lowering the performance of
object location estimation.
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1. Introduction

Radio Frequency Identification (RFID) technology has been available for more than fifty years.
Nevertheless, only in the last decade, the ability of manufacturing the RFID devices and
standardization in industries have given rise to a wide application of RFID technology in
many areas, such as inventory management, security and access control, product labelling
and tracking, supply chain management, ski lift access, and so on.

An RFID device consists of a number of RFID tags or transponders deployed in the
environment, one or more antennas, a receiver or reader unit, and suitable software for
data processing. The reader communicates with the tags through the scanning antenna that
sends out radio-frequency waves. Tags contain a microchip and a small antenna. The reader
decodes the signal provided by the tag, whereas the software interprets the information
stored in the tagés memory, usually related to its unique ID, along with some additional
information. Compared to conventional identification systems, such as barcodes, RFID tags
offer several advantages, since they allow for contactless identification, cheapness, reading
effectiveness (no need of line of sight between tags and reader). Furthermore, passive
tags work without internal power supply and have, potentially, a long life run. Owing to
these advantageous properties, RFID technology has recently attracted the interest of the
mobile robotics community that has started to investigate its potential application in critical
navigation tasks, such as localization and mapping. For instance, in (Kubitz et al., 1997) RFID
tags are employed as artificial landmarks for mobile robot navigation, based on topological
maps. In (Tsukiyama, 2005), the robot follows paths using ultrasonic rangefinders until an
RFID tag is found and then executes the next movement according to a topological map. In
(Gueaieb & Miah, 2008), a novel navigation technique is described, but it is experimentally
illustrated only through computer simulations. Tags are placed on the ceiling in unknown
positions and are used to define the trajectory of the robot that navigates along the virtual line
on the ground, linking the orthogonal projection points of the tags on the ground. In (Choi
et al., 2011) a mobile robot localization technique is described, which bases on a sensor fusion
that uses an RFID system and ultrasonic sensors. Passive RFID tags are arranged in a fixed
pattern on the floor and absolute coordinate values are stored in each tag. The global position
of the mobile robot is obtained by considering the tags located within the reader recognition
area. Ultrasonic sensors are used to compensate for limitations and uncertainties in RFID
system.
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Although effective in supporting mobile robot navigation, most of the above approaches
either assume the location of tags to be known a priori or require tags to be installed in order
to form specific patterns in well-structured environments. Nevertheless, in real environments
this is not always possible. In addition, due to the peculiarities of these approaches, no sensor
model is presented, because they use only the identification event of RFID tags, without
considering at what extent. On the other hand, modelling RFID sensors and localizing passive
tags is not straightforward. RFID systems are usually sensitive to interference and reflections
from other objects. The position of the tag relative to the receivers also influences the result of
the detection process, since the absorbed energy varies accordingly. These undesirable effects
produce a number of false negative and false positive readings that may lead to an incorrect
belief about the tag location and, eventually, could compromise the performance of the overall
system (Brusey et al., 2003; Hahnel et al., 2004).

Algorithms to model RFID system have been developed by a few authors. They use different
approaches that varies depending on the type of sensor information used and the method
applied to model this information. Earlier works model the sensor information considering
only tag detection event. More recent ones, instead, consider also the received signal strength
(RSSI) value. This difference is principally due to the evolution of new RFID devices.
Nevertheless, in some cases the RSSI is simulated by means of the different power levels of
the antenna (Alippi et al., 2006; Ni et al., 2003). (Alippi et al., 2006), for example, suggest a
polar localization algorithm based on the scanning of the space with rotating antennas and
several readers. At each angular value the antenna is provided with an increasing power by
the reader. At the end of each interrogation campaign from each reader, the processing server
obtains, for each tag, a packet containing the reader ID, the angular position, the tag ID and
the minimum detection power.

One of the first works dealing with RFID sensor modeling is the one proposed in (Hdhnel
et al., 2004). The sensor model is based on a probabilistic approach and is learnt by generating
a statistics by counting the frequency of detection given different relative position between
antenna and tag. In (Liu et al.,, 2006) the authors present a simplified antenna model that
defines a high probability region, instead of describing the probability at each location, in
order to achieve computational efficiency. In (Vorst & Zell, 2008) the authors present a novel
method of learning a probabilistic RFID sensor model in a semi-autonomous fashion.

A novel probabilistic sensor model is also proposed in (Joho et al., 2009). RSSI information and
tag detection event are both considered to achieve a higher modelling accuracy. A method for
bootstrapping the sensor model in a fully unsupervised manner is presented. Also, in (Milella
et al., 2008) a sensor model is illustrated. The presented approach differs from the above in
that they use fuzzy set theory instead of probabilistic approach.

In this chapter we present our recent advances in fuzzy logic-based RFID modelling using an
autonomous robot. Our work follows in principle the work by (Joho et al., 2009), since we
use both signal strength information and tag detection event for sensor modelling. However,
our approach is different in that is based on a fuzzy reasoning framework to automatically
learn the model of the RFID device. Furthermore, we consider not only the relative distance
between tag and antenna, but also their relative orientation.

The main contribution of our work concerns supervised learning of the model of the RFID
reader to characterize the relationship between tags and antenna. Specifically, we introduce
the learning of the membership function parameters that are usually empirically established
by an expert. This process can be inaccurate or subject to the expert’s interpretation. To
overcome this limitation, we propose to extract automatically the parameters from a set of
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Fig. 1. The mobile robot Pioneer P3AT equipped with two RFID antennas and a laser range
scanner.

training data. In particular, Fuzzy C-Means (FCM) algorithm is applied to automatically
cluster sample data into classes and also to obtain initial data memberships. Next, this
information is used to initialize an ANFIS neural network, which is trained to learn the RFID
sensor model. The RFID sensor model is defined as combination of an RSSI model and a Tag
Detection Model. Experimental results from tests performed in our Mobile Robotics Lab are
presented. The robot used in the experimental session is a Pioneer P3AT equipped with two
RFID antennas and a laser range scanner (see Fig. 1). The RFID system is composed by a SICK
RFI 641 UHF reader and two antennas, whereas tags are passive UHF tag $DogBone" by UPM
Raflatac.

The rest of this chapter is organized as follows. Section 2 describes the sensor modelling
approach. Experimental results are shown in Section 3. Finally, conclusions are drawn in
Section 4.

2. Learning the Sensor Model

In our work, modeling an RFID device means to model the possibility of detecting a tag given
its relative position and angle with respect to the antenna. Building this sensor model involves
two phases: data acquisition and model learning. The former refers to the strategy we apply in
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order to collect data. The latter, instead, refers to the construction of the model actually learnt
by using recorded data. To model the RFID device we use a Fuzzy Inference System and then
to learn it the Adaptive Neuro-Fuzzy Inference System (ANFIS) is applied: the membership
function parameters and the rule base are automatically learnt by training an ANFIS neural
network on sample instances removing, in this way, the subjectivity of an observer. First
sample data are automatically clustered into classes by using the Fuzzy C-Means (FCM)
algorithm that at the same time gives an initial fuzzy inference system. Next this information
is used to initialize the ANFIS neural network. In the subsequent, both algorithms FCM and
ANFIS will be briefly reviewed before the sensor model description.

2.1 Data recording

Past approaches to data recording, presented in related works (Héhnel et al., 2004; Milella
etal., 2008), fix a discrete grid of different positions and count frequencies of tag detections for
each grid cell. These detections are collected by moving a robot, equipped with one or more
antennas, on this grid in front of a tag attached to a box or a wall. This way of proceeding
is advantageous in that measurements are taken at known positions and detection rates are
computed as tag detection frequencies on a grid. However, this procedure could be tedious
and slow if a huge quantity of measurements has to be taken. We follow a slightly different
approach to collect the data useful for the sensor model construction. After having deployed
a number of tags at different positions in our corridor-like environment, the robot, equipped
with the antennas, is manually moved up and down the corridor, continuously recording
tag measurements. With tag measurements we refer to the relative distance and relative
orientation of the antenna with respect to the tag and RSSI value for each tag detection.
Notice that, for each detected tag, the reader reports the tag ID, the RSSI value and which
antenna detected the tag. True tag locations are computed by using a theodolite station,
whereas the robot positions, in a map of the environment, are estimated applying an accurate
self-localization algorithm called Mixture-Monte Carlo Localization (Thrun et al., 2000) by
using laser data. Then the relative position between tags and robot are known. Notice that
more tags can be simultaneously read by the antenna, therefore the recording phase is, at the
same time, rich in data and faster with respect to the above reported ones. In addition, the
proposed approach skips the tedious effort of choosing grid points, since a variety of positions
for the robot (or antennas) is guaranteed during the guided tour of the environment.

2.2 Fuzzy C-Means (FCM)

FCM is one of the most popular family of clustering algorithms that is C-Means (or K-Means),
where C refers to the number of clusters. These algorithms base on the minimum assignment
principle, which assigns data points to the clusters by minimizing an objective function
that measures the distance between points and the cluster centers. The advantages of
these algorithms are their simplicity, efficiency and self-organization. FCM is a variation of
C-Means. It was introduced in (Bezdek, 1981). The peculiarity of fuzzy clustering is that data
points do not belong to exactly one cluster, but to more than one cluster since each point has
associated a membership grade which indicates the degree to which it belongs to the different
clusters.

Given a finite set of data point vectors Z = {Z1,Z;, ..., Zy }, FCM algorithm partitions it into
a collection of C < N clusters such that the following objective function is minimized:
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where V; are the cluster centers for i = 1,...C; wy is the membership value whit which point
Zj belongs to the cluster defined by V; center and g > 1 is the fuzzification parameter. This
parameter in general specifies the fuzziness of the partition, i.e. larger the value of g greater is
the overlap among the clusters.

Starting by an initial guess for the cluster centers, FCM algorithm alternates between
optimization of J; over the membership values w; fixed the cluster centers V; and viceversa.
Iteratively updating w; and V;, FCM moves the cluster centers to the optimal solution within
the data set. Membership values and cluster centers are computed as follows:
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where Dy is the distance between i-th cluster center and k-th sample point. The iterative
process ends when the membership values and the cluster centers for successive iterations
differ only by a predefined tolerance e.

2.3 Adaptive Neuro Fuzzy Inference System (ANFIS)

ANFIS (Jang, 1993) implements a Sugeno neuro-fuzzy system making use of a hybrid
supervised learning algorithm consisting of backpropagation and least mean square
estimation for learning the parameters associated with the input membership functions.

A typical i — th if-then rule in a Takagi and Sugeno fuzzy model is of the type:

if xqis A; and xp is B; then f; = p;x1 + g;x0 + 1;

where A; and B; are the linguistic terms associated with the input variables x; and x,. The
parameters before the word Sthen" are the premise parameters, those after Sthen" are the
consequent parameters. Thereafter the case of two input variables x; and x, and two if-then
rules is considered for simplicity. The main peculiarity of a Sugeno fuzzy model is that the
output membership functions are either linear or constant.

The architecture of the ANFIS network is composed by five layers as shown in figure 2.

Layer 1 The first layer is the input layer and every node has a node function defined by
the membership functions of the linguistic labels A; and B;. Usually the generalized bell
membership function:

1
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a;
or the Gaussian function is chosen as node function:

ia () = e UiV’

where a;, b; and ¢; are the premise parameters. The same holds for g, (x).

pa;(x)

Layer 2 In the second layer each node computes the firing strength or weight of the
corresponding fuzzy rule as product of the incoming signals.

w; = pa, (x1)pp,(x2) i=1,2

Each node of this layer represents the rule antecedent part.
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Fig. 2. The ANFIS architecture.

Layer 3 The third layer normalizes the rule weights considering the ratio between the i-th
weight and the sum of all rule weights:

wi

W; =
oLiw;

i=1,2

Layer 4 In the fourth layer the parameters of the rule consequent parts are determined. Each
node produces the following output:

Wif; = Wi(pix1 + qixa +1;)

where {p;, q;,1;} are the consequent parameters.

Layer 5 Finally the fifth layer computes the overall output as following:

v LiWifi
f_zi:wlfl_ Y w;

In this work we use Gaussian membership functions and their parameters, the premise
parameters, are initialized by using the FCM algorithm described in the previous section.
Training the network consists of determining the optimal premise and consequent parameters.
During the forward pass the consequent parameters of layer 4 are identified by least square
estimate. In the backward pass, instead, the premise parameters are updated applying
gradient descent. For more details see (Jang, 1993).

2.4 Sensor Model

Our RFID system, at each tag detection event returns two pieces of information: the tag unique
ID and its signal strength. Note that receiving a signal strength measurement implicitly
involves that a tag has been detected, but we consider both information in order to make
a distinction among the different tags deployed in the environment. However in the rest of
the paper, for simplicity, all the variables that will be defined will refer to a generic unique tag,
assuming that only relative pose between tag and antenna is relevant. This last assumption is
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Fig. 3. Relative pose between tag and antenna.

a strong one since, as discussed in the introduction section, the propagation of an RFID signal
is influenced by a set of factors dependent on the particular location of each tag: for example
the materials the tag is attached on or the surface materials around the tag that can reflect
or absorb the electromagnetic waves or the orientation of the tag. While location-dependent
models certainly provide more precision they involve a high computational cost. In this work
we tried to find a good trade-off between computational overhead and precision, developing
a model that bases on both the relative location and the relative orientation of the antenna
with respect to the tag.

First of all some variable definitions are needed: we define « the relative orientation between
antenna and tag (see Figure 3). As shown in figure 3 points A and T are antenna and tag
position in the world reference system Xy, 0Y;, whereas d is the distance between T and
A. Angle 64 is the absolute orientation of the antenna in the world reference system. Each
antenna is mounted on the robot and its pose with respect to the robot is known, therefore 6 4
as well as each antenna position is simply obtained by using the absolute pose of the robot in
the Xy OYy system.

As introduced before the sensor model specifies the possibility of detecting a tag given the
relative position between antenna and tag. This is modelled by multiplying the expected
signal strength f;(d, a) and the frequency fr(d, «) of detecting a tag T given a certain distance
d and a certain relative orientation « between tag and antenna. In formula:

o = fs(d, ) fr(d, o) )

In other words the sensor model is obtained combining an RSSI Model (SSM) and a Tag
Detection Model (TDM). These two models are learnt by using Fuzzy Inference System,
applying ANFIS networks. Both models are detailed in the next two subsections.

2.4.1 RSSI Model (SSM)
RSSI Model is learnt applying the ANFIS network with two inputs, 4 and &, and one output f;.
Data samples used as input to FCM and ANFIS are the ones stored during the data acquisition
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Fig. 4. Input-Output surface for RSSI Model.

phase, as described in section 2.1. First FCM algorithm is applied to initialize the membership
function parameters of the input variables considering C = 3 clusters (see section 2.2), then
ANFIS is trained by using an additional training data set with 12395 samples. Each training
data sample is composed by the couple of input variables (d,«) and by the relative signal
strength s, stored during data acquisition, opportunely normalized in [0,1]. For simplicity
data with distance d < 3meters has been considered. Figure 4 shows the surface that models
the if-then rules of the obtained fuzzy inference system. Lighter areas denote higher received
signal strength.

2.4.2 Tag Detection Model (TDM)

Tag Detection Model has been built similarly to RSSI model. The input variables are the same
(d,a), whereas the output variable is the frequency fr of detecting a tag given d and a. In
order to build the training set, the proper fr value must be associated to each couple (d, ).
This has been done by first discretizing the space into a grid of cells and then counting the
number of tag detection events (7) and the number of no-tag detection events (1 ). For each
cell the frequency value f7 is evaluated by using its definition formula:

ny

fr nt +ny

FCM, with C = 3 (see section 2.2), is then applied on a first training set of data to obtain an
initial fuzzy inference system used as input for ANFIS network. A second training set with
12395 sample data is used to train the network. In this case each sample is composed by the
input couple (d,«) and the output value f7. The obtained input-output surface is displayed
in figure 5.

3. Experiments

Some tests have been carried out in our laboratory by using the Pioneer P3AT robot shown in
figure 1. The robot has been moved randomly in front of a tag. During navigation a number
of points P; for i = 1,..., M have been generated uniformly distributed within a circular area
around each robot pose. Knowing the absolute position and orientation of the robot and the
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Fig. 5. Input-Output surface for Tag Detection Model.

absolute position of each generated point, the distance and relative orientation between each
point P; and each antenna can be estimated. These data are used as input to the RFID sensor
model and the output p; is obtained for each P;. Figure 6 shows some plots of the described
procedure in different poses of the robot. For clarity of display, data relative to only one
antenna are plotted. In particular in each plot the green points refer to the set of randomly
generated points, the red oriented triangle is the antenna, the blue star point denotes the
position of one tag. The green area of each point changes depending on the confidence value
p; defined by the sensor model. Higher p; larger the green area around point P;. As can be
seen in figure 6 larger areas are for those points close to the antenna current position and in
front of it. Points located behind the antenna have very low p; values and then are represented
by smaller green areas.

At the same time, during navigation, the signal strengths s; received by the RFID reader have
been stored and compared with the f; values returned by the RSSI model. More specifically a
path of 200 robot poses Qj, forj =1, ...,200, has been considered and for each pose the average

fs] has been estimated considering only those points localized close to the tag:
k
) fs

7 __ kel

==

where P = {P; : ||P; — T|| < 10cm}. Figure 7 shows the error Error = |fl — sj| estimated in
each robot pose. As can be noticed the error is below 20% which is a good result considering
the high fluctuations of RSSI signals. Furthermore this proves the high reliability of RSSI
model and then of RFID sensor model which combines both SSM and TDM.

4. Conclusion

In this chapter an approach for developing an RFID sensor model has been presented. The
model is a combination of an RSSI model and a tag Detection model. The main contribution
of our work concerns the supervised learning of the model to characterize the relationship
between tags and antenna. FCM and ANFIS networks have been used to learn the Fuzzy
Inference Systems describing both SSM and TDM. Experimental tests prove the reliability of
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Fig. 6. Sample pictures of points randomly deployed around different robot poses with
plotted importance weights (green blobs). The red oriented triangle is one antenna placed on
the robot, the blue star point is the tag.



RFID Sensor Modeling by Using an Autonomous Mobile Robot 247

100

o0 o

80 cal

Tor 1

B0 4

S0 4

Errar (%)

anf —

ey q

0 L L L L L L L L 1
1} 20 40 B0 80 100 120 140 160 130 200

Rohot Poses

Fig. 7. Percentage average error on f; values vs. robot poses.

the obtained model. Constructing a reliable sensor model is very important for successive
applications such as tag localization, robot localization, just to mention a few. Our future
work, in fact, will address these two problems: automatic localization of tags displaced in
unknown positions of the environment and, successively, absolute robot localization.
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Location of Intelligent Carts Using RFID

Yasushi Kambayashi and Munehiro Takimoto
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Japan

1. Introduction

This chapter addresses optimizing distributed robotic control of systems using an example
of an intelligent cart system designed to be used in common airports. This framework
provides novel control methods using mobile software agents. In airport terminals, luggage
carts used by traveler are taken from a depot but are left after use at arbitrary points. It
would be desirable that carts be able to draw themselves together automatically after being
used so that manual collection becomes less laborious. In order to avoid excessive energy
consumption by the carts, we employ mobile software agents and RFID (Radio Frequency
Identification) tags to identify the location of carts scattered in a field and then cause them to
autonomously determine their moving behavior using a clustering method based on the ant
colony optimization (ACO) algorithm.

When we pass through terminals of an airport, we often see carts scattered in the walkway
and employees manually collecting them one by one. It is a laborious task and not a
fascinating job. It would be much easier if carts were roughly gathered in any way before
the laborers begin to collect them. Multiple robot systems have made rapid progress in
various fields, and the core technologies of multiple robot systems are now easily available
(Kambayashi & Takimoto, 2005). Employing such technologies, it is possible to give each
cart minimum intelligence, making each cart an autonomous robot. We realize that for such
a system cost is a significant issue and we address one of those costs, the power source. A
big, powerful battery is heavy and expensive; therefore such intelligent cart systems with
small batteries are desirable to save energy (Takimoto, Mizuno, Kurio & Kambayashi, 2007;
Nagata, Takimoto & Kambayashi, 2009; Oikawa, Mizutani, Takimoto & Kambayashi, 2010;
Abe, Takimoto & Kambayashi, 2011).

Travelers pick up carts at designated points and leave them in arbitrary places. It is
desirable that intelligent carts (intelligent robots) draw themselves together automatically. A
simple implementation would be to give each cart a designated assembly point to which it
automatically returns when free. That solution is easy to implement, but some carts would
have to travel a long way back to their own assembly point, even though they are located
close to other assembly points. That strategy consumes unnecessary energy.

To improve efficiency, we employ mobile software agents to locate carts scattered in a field,
e.g. an airport, and enable them to determine their moving behavior autonomously using a
clustering algorithm based on ant colony optimization (ACO). ACO is a swarm intelligence-
based method and a multi-agent system that exploits artificial stigmergy for the solution of
combinatorial optimization problems. Preliminary experiments yield a favorable result. Ant
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colony clustering (ACC) is an ACO specialized for clustering objects. The idea is inspired by
the collective behaviors of ants, used by Deneubourg to formulate an algorithm that
simulates the ant corps gathering and brood sorting behaviors (Deneuburg, Goss, Franks,
Sendova-Franks, Detrain & Chretien, 1991).

We have studied the base idea for controlling mobile multiple robots connected by
communication networks (Kambayashi, Tsujimura, Yamachi, Takimoto, & Yamamoto, 2010;
Kambayashi & Takimoto, 2005). Our framework provides novel methods to control
coordinated systems using mobile agents. Instead of physical movement of multiple robots,
mobile software agents can migrate from one robot to another so that they can minimize
energy consumption for aggregation. In this chapter, we describe the details of
implementation of the multi-robot system using multiple mobile agents and static agents
that implement ACO as well as the location system using RFID. The combination of the
mobile agents augmented by ACO and mobile multiple robots with RFID opens a new
horizon of efficient use of mobile robot resources. We report here our experimental
observations of our robot cart system.

Quasi-optimal cart collection is achieved in three phases. The first phase collects the
positions of the carts. One mobile agent issued from the host computer visits scattered carts
one by one and collects the positions of them. The precise coordinates and orientation of
each robot are determined by interrogating RFID tags under the floor carpet. Upon the
return of the position collecting agent, the second phase begins wherein another agent, the
simulation agent, performs the ACC algorithm and produces the quasi-optimal gathering
positions for the carts. The simulation agent produces not only the assembly positions of the
carts but also the moving routes and waiting timings for avoiding collisions; i.e. the entire
behaviors of all the intelligent carts. The simulation agent is a static agent that resides in the
host computer. In the third phase, a number of mobile agents, the driving agents are issued
from the host computer. Each driving agent migrates to a designated cart, and drives the
cart to the assigned quasi-optimal position that was calculated in the second phase.

The behaviors of each cart are determined by the simulation agent. It is influenced, but not
determined, by the initial positions and the orientations of scattered carts, and is
dynamically re-calculated as the configuration of the field (positions of the carts in the field)
changes. Instead of implementing ACC with actual carts, one static simulation agent
performs the ACC computation, and then mobile agents distribute the sets of produced
driving instructions. Therefore our method eliminates unnecessary physical movement and
provides energy savings.

The structure of the balance of this paper is as follows. In the second section, we review the
history of research in this area. In the third section, we describe the controlling agent system
that performs the arrangement of the intelligent carts. The agent system consists of several
static and mobile agents. The static agents interact with the users and compute the ACC
algorithm and the simulation of the intelligent carts’ behaviors. The other mobile agents
gather the initial positions of the robots and drive the carts to the assembly positions. The
fourth section describes how each robot determines its coordinates and orientation by
sensing RFID tags under the floor carpet. The fifth section describes the ACC algorithm we
have employed to calculate the quasi-optimal assembly positions and moving instructions
for each cart. Finally, in the sixth section, we summarize the work and discuss future
research directions.
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2. Background

Kambayashi and Takimoto have proposed a framework for controlling intelligent multiple
robots using higher-order mobile agents (Kambayashi & Takimoto, 2005). The framework
helps users to construct intelligent robot control software using migration of mobile agents.
Since the migrating agents are of higher order, the control software can be hierarchically
assembled while they are running. Dynamic extension of control software by the migration
of mobile agents enables the controlling agent to begin with relatively simple base control
software, and to add functionalities one by one as it learns the working environment. Thus
we do not have to make the intelligent robot smart from the beginning or make the robot
learn by itself. The controlling agent can send intelligence later through new agents. Even
though the dynamic extension of the robot control software using the higher order mobile
agents is extremely useful, such a higher order property is not necessary in our setting. We
have employed a simple, non-higher-order mobile agent system for our intelligent cart
control system. We previously implemented a team of cooperative search robots to show the
effectiveness of such a framework, and demonstrated that that framework contributes to
energy savings for a task achieved by multiple robots (Takimoto, Mizuno, Kurio &
Kambayashi, 2007; Nagata, Takimoto & Kambayashi, 2009; Oikawa, Mizutani, Takimoto &
Kambayashi, 2010; Abe, Takimoto & Kambayashi, 2011). Our simple agent system should
achieve similar performance.

Deneuburg formulated the biologically inspired behavioral algorithm that simulates the ant
corps gathering and brood sorting behaviors (Deneuburg, Goss, Franks, Sendova-Franks,
Detrain, & Chretien, 1991). His algorithm captured many features of the ant sorting
behaviors. His design consists of ants picking up and putting down objects in a random
manner. He further conjectured that robot team design could be inspired from the ant corps
gathering and brood sorting behaviors (Deneuburg, Goss, Franks, Sendova-Franks, Detrain,
& Chretien, 1991). Wang and Zhang proposed an ant inspired approach along this line of
research that sorts objects with multiple robots (Wang & Zhang, 2004).

Lumer improved Deneuburg’s model and proposed a new simulation model that was called
Ant Colony Clustering (Lumer, & Faieta, 1994). His method could cluster similar object into
a few groups. He presented a formula that measures the similarity between two data objects
and designed an algorithm for data clustering. Chen et al have further improved Lumer’s
model and proposed Ants Sleeping Model (Chen, Xu & Chen, 2004). The artificial ants in
Deneuburg’s model and Lumer’s model have considerable amount of random idle moves
before they pick up or put down objects, and considerable amount of repetitions occur
during the random idle moves. In Chen’s ASM model, an ant has two states: active state and
sleeping state. When the artificial ant locates a comfortable and secure position, it has a
higher probability of being in the sleeping state. Based on ASM, Chen has proposed an
Adaptive Artificial Ants Clustering Algorithm that achieves better clustering quality with
less computational cost.

Algorithms inspired by behaviors of social insects such as ants that communicate with each
other by the stigmergy are becoming popular (Dorigo & Gambardella, 1996). Upon
observing real ants” behaviors, Dorigo et al found that ants exchanged information by laying
down a trail of a chemical substance (pheromone) that is followed by other ants. They
adopted this ant strategy, known as ant colony optimization (ACO), to solve various
optimization problems such as the traveling salesman problem (TSP) (Dorigo &
Gambardella, 1996). Our ACC algorithm employs pheromone, instead of using Euclidian
distance to evaluate its performance.
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Retrieving accurate location information of an object is a key to enabling a robot to perform
any task. Recently, to solve the localization problem in indoor environment, various RF-
based techniques have been developed (Hightower & Borriello, 2001; Finkenzeller, 2003).
One of the often used methods is to use reference stations with well-known locations, where
the transponder position is reported by nearby stations (Werb & Lanzl, 1998). A criticism of
this approach is that the number of stations and the interval between the stations affects the
accuracy (Kim & Chong, 2007). In order to deal with the problem of object localization, Kim
and Chong have developed a location sensing system incorporating 315 MHz active RFID
devices. Their system enables a robot to gather information and understand the context of
the environment using the RFID transponder’s location as well as stored information. They
use a directional antenna to determine the arrival direction of the RF signal. Even though
their system successfully provides guidance to mobile robots to a stationary target, the RFID
transponder fails to provide precise coordinate of a robot. Also the system is costly because
of the use of active RFID devices.

Electromagnetic
Wave 13.65MHz

Antenna

Energy RS232C
Memory Wireless
(ID, Coordinate) | Communication Data

DC Power Generator

Intelligent
Cart

RF Transceiver
with Decoder

Fig. 1. Architecture of a passive RFID tag

In order to get precise coordinates for the robot, we utilized another well-known and well-
analyzed approach. We embedded a very large number of passive RFID devices that emit
very weak signals under the floor carpet of our test environment so that only robots
extremely near the RFID tag can receive the positional signal. Since 13.56 MHz passive RFID
devices are very inexpensive, we believe our rather primitive method is practical enough to
retrieve the location of a robotic intelligent cart. Fig. 1 shows the architecture of a passive
RFID tag.

3. Controlling agents

Our system model consists of carts and a few kinds of static and mobile software agents. All
the controls for the intelligent carts as well as ACC computation performed in the host
computer are achieved through the static and mobile agents. They are: 1) user interface
agent (UIA), 2) operation agents (OA), 3) position collecting agent (PCA), 4) clustering
simulation agent (CSA), and 5) driving agents (DA). All the software agents except UIA and
CSA are mobile agents. A mobile agent traverses carts scattered in the field one by one to
collect their coordinates. After receiving the moving instructions computed by a static agent,
many mobile agents migrate to the carts and drive them to the assembly positions. Fig. 2
shows the interactions of the cooperative agents to control an intelligent cart.
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Fig. 2. Cooperative agents to control an intelligent cart

The followings are details of each agent:

1.

User Interface Agent (UIA): The user interface agent (UIA) is a static agent that resides
on the host computer and interacts with the user. It is expected to coordinate the entire
agent system. When the user creates this agent with a list of IP addresses of the mobile
robots, UIA creates PCA and passes the list to it.

Operation Agent (OA): Each intelligent cart has at least one operation agent (OA). It has
the task that the cart on which it resides is supposed to perform. Each intelligent cart
has its own OA. Currently all operation agents (OA) have a function for collision
avoidance and a function to sense RFID tags embedded in the floor carpet to detect its
precise coordinates in the field.

Position Collecting Agent (PCA): A distinct agent called position collecting agent (PCA)
traverses intelligent carts scattered in the field one by one and collects their coordinates.
PCA is created and dispatched by UIA. Upon returning to the host computer, it hands
the collected coordinates to the clustering simulation agent (CSA) for ACC.

Clustering Simulation Agent (CSA): The host computer houses the static clustering
simulation agent (CSA). This agent actually performs the ACC algorithm by using the
coordinates collected by PCA as the initial positions, and produces the quasi-optimal
assembly positions of the carts, and then performs yet another simulation to produce
instructions each cart follows to reach its assigned goal position. Upon terminating the
simulation and producing the procedures for all the intelligent carts, CSA creates a
number of driving agents (DA).

Driving Agent (DA): The quasi-optimal arrangement coordinates, as well as procedures
to reach them, produced by the CSA are delivered by driving agents (DA). One driving
agent is created for each intelligent cart, and it contains the set of procedures for the
cart. The DA drives its intelligent cart to the designated assembly position. DA is the
intelligent part of the intelligent cart.

OA detects the current coordinate of the intelligent cart on which it resides. The coordinate
information is retrieved from the RFID tag under that cart. Each cart has its own IP address
and UIA hands in the list of the IP addresses to PCA. First, PCA migrates to an arbitrary cart
and starts hopping between them one by one. It communicates locally with OA, and writes
the coordinates of the cart into its own local data area. When PCA gets all the coordinates of
the robots, it returns to host computer. Upon returning to the host computer, PCA creates
CSA and hands in the coordinate data to CSA which computes the ACC algorithm.
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Fig. 3. RFID tags under a carpet tile

Each intelligent cart employs RFID (Radio Frequency Identification) to get precise
coordinates. We set RFID tags in a regular grid shape under the floor carpet tiles (Fig. 3).
The tags we chose have a small range so that the position-collecting agent can obtain fairly
precise coordinates from the tag. Also, the cart itself has a basic collision avoidance
mechanism using infrared sensors.

CSA is the other static agent and its sole role is ACC computation. When CSA receives the
coordinate data of all the carts, it translates the coordinates into coordinates for simulation,
and then performs the clustering. When CSA finishes the computation and produces a set of
assembly positions, it then creates the set of procedures for intelligent cart movements by
simulating the behaviors of all the carts. The simulator produces one set of moving
procedures for each cart including not only the course it takes but also timing to avoid
collisions so that each cart can know exactly what it should do just for a few steps. The
reason why the procedures are for a few steps is that it is impractical to forecast the entire
behaviors of all the carts from the initial positions to the final destinations. Therefore the
system repeats the cycle of collecting positions, performing ACC, and driving robots for
short distance for several times to accomplish the clustering task.

Then CSA creates enough DA so that there is one for each cart. The DA convey the sets of
procedures to the intelligent carts. Each DA receives its destination IP address from PCA,
and the set of procedures for the destination cart, and then migrates to the destination cart.
Each DA has a set of driving procedures that drives its assigned cart to the tentative
destination, while it avoids collision. OA has the basic collision detection and avoidance
procedures, and DA has task-specific collision avoidance procedures.

We have implemented the entire multiple mobile software agents for mobile robot control
using Agent Space (Satoh, 1999). Agent Space is a library for constructing mobile agents
developed by Satoh. By using its library, the user can implement a mobile agent
environment with the Java language.

4. Determining the positions and directions

In order to get the coordinate of each robot, each robot employs an RFID reader/writer
module ARW13T-RS01 by Niigata Seimitsu Co. Ltd. (Niigata Seimitsu, 2011). The module is
based on ISO 15693 and uses carrier frequency 13.56MHz. Fig. 4 shows the effective scope of
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sensing. As the diagram shows the effective scope of the RFID module is quite narrow so
that the robot can sense the RFID tag exactly under its body.

For driving carts on a quasi-optimal route, one needs not only the precise coordinates of
each robot but also the direction each cart faces. In order to determine the direction that it is
facing, each cart moves straight ahead in the direction it is currently facing and obtains two
positions (coordinates) from RFID tags under the carpet tiles. Determining current
orientation is important because there is a high cost for making a cart rotates through a large
angle. It is desirable that each cart be assigned rather simple forward movements rather
than complex movement with several direction-changes when there are obstacles to avoid.
Therefore whenever OA is awake, it performs the two actions, i.e. obtaining the current
position and calculating the current direction.
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Fig. 4. Effective scope of the RFID reader/writer module

Since each carpet tile has nine RFID tags, as shown in Fig. 3, the cart is supposed to obtain
the current position as soon as OA gets the sensor data from the RFID module. If OA can not
obtain the position data, it means the RFID module can not sense a RFID tag, OA moves the
cart forward until the RFID module senses a RFID tag. Once OA obtains the current
position, it drives the cart a short distance until the RFID module detects the second RFID
tag. Upon obtaining two positions, it is a simple computation to determine the direction to
which the cart is moving, as shown in Fig. 5.

In a real situation, we may find the cart close to the wall and facing it. Then we can not use
the simple method just described above since the cart would move forward and collide with
the wall. In order to accommodate such situations, we gave RFID tags near the wall a special
signal to the cart that tells it that it is at the end of the field (near the wall) so that the

cart that senses the signal can rotate to the opposite direction. This is only required in our
experimental implementation because the current collision detection mechanism does not
otherwise work well enough to avoid collision with the wall. When the cart finds wall while
moving to obtain the direction, it arbitrarily changes the direction, and starts obtaining two
positions again.
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Fig. 5. Determining orientation from two RFID tag positions

5. Ant colony clustering

PCA collects the positions of the carts obtained by OA on the carts, and passes them to
CSA that performs the ACC algorithm to calculate assembly points to which the carts are
directed. In traditional ACO systems, artificial ants leave pheromone signals so that other
artificial ants can trace the same path (Deneuburg, Goss, Franks, Sendova-Franks, Detrain,
& Chretien, 1991). In our ACC system, however, we made objects have a pheromone such
that more objects are clustered into a place where strong pheromone is sensed. Our
randomly walking artificial ants have high probability to pick up an object with weak
pheromone, and to put the object where they sense strong pheromone. They are not
supposed to walk long distances so the artificial ants tend to pick up a solitary object and
produce many small clusters of objects. When a few clusters are generated, they tend
to grow.
Since the purpose of traditional ACC is clustering or grouping objects into several different
classes based on selected properties, it is desirable that the generated chunks of clusters
grow into one big cluster such that each group has distinct characteristics. In our system,
however, we want to produce several roughly clustered groups of the same type, and move
each cart a minimal distance. (We assume we have one kind of cart, and that we do not want
carts to move long distances.) Therefore our artificial ants have the following behavioral
rules:
1. An artificial ant’s basic behavior is random walk, and when it finds an isolated object, it
picks up the object.
2. When the artificial ant finds a cluster with certain number of objects, it tends to avoid
picking up an object from the cluster. This number can be updated later.
3. When the artificial ant with an object finds a cluster, it put down the object so that the
object is adjunct to one of the objects in the cluster.
4. If the artificial ant cannot find any cluster with certain strength of pheromone, it just
continues a random walk.
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By the restrictions defined in the above rules, the artificial ants tend not to convey objects
long distances, and produce many small heaps of objects at the first stage. In order to
implement the first feature, the system locks objects with certain number of adjoining
objects, and no artificial ant can pick up such a locked object. The number for locking will be
updated later so that artificial ants can bring previously locked objects in order to create
larger clusters. When the initially scattered objects are clustered into a small number of
heaps, then the number of objects that makes objects locked is updated, and the further
activities of the artificial ants re-start to produce smaller number of clusters. We have
implemented a simulator to evaluate our ACO algorithm, and succeeded in producing not
only the quasi-optimal gathering positions but also the precise behaviors of all the carts to
reach the calculated gathering positions. Fig. 6 shows the behavior of an artificial ant. The
details of the ACO algorithm we have designed and implemented are reported in
(Kambayashi, Tsujimura, Yamachi, Takimoto & Yamamoto, 2010).

Even though the ACC algorithm achieves some quasi-optimal clustering, it is hard to have
confidence that we can make all the carts autonomously move to the gathering positions
so that they form the quasi-optimal clusters. As the carts move toward the assigned
positions, the configuration of the entire cart system changes and also each cart
may perform unexpected behaviors, such as slipping tires over-stirring as well as under-
stirring. Therefore we need to dynamically re-perform ACC to re-calculate the new goal
position for each cart based on the current position after all the carts move independently.
On the other hand, we found from the preliminary experiments that excessive re-
computation of ACC might produce one large cluster, and that was not what we desired.
In this section, we discuss how frequently we perform ACC to guide carts so that
they form quasi-optimal clusters. In order to give each cart not only the goal position
but also the procedure to reach it, we have implemented the simulator to execute
a simulation of all the carts so that we can assign one precise behavior for each cart as
well as perform ACC algorithm, and confirmed that it is feasible to produce the
behavioral instructions for all the carts so that ultimately they can reach the quasi-optimal
positions.

Upon receiving the positions of all the carts, the CSA immediately starts ACC simulation
and produces the quasi-optimal clusters. Fig. 7b show the calculated clusters the
CSA proposed from the initial cart positions in Fig. 7a. At this moment, none of the carts
know how to behave, i.e. which direction and how far each should go, because each cart
has not get been assigned its goal position. Upon obtaining the goal clusters, CSA
performs yet another simulation. At this time, the simulation imitates the behaviors of all
the carts from the initial positions to the tentative goal positions. This simulation
produces the moving routes and wait timing for avoiding collisions. Fig. 7c shows one
of the best samples of the simulated clusters that can be actually formed by the moving
carts. Surprisingly the simulated clusters are quite similar to the calculated clusters by
the ACC.

This second simulation produces the precise coordinate and wait timing for each cart, thus
generating a set of moving procedures for each cart. One procedure consists of not only a
route for the cart but also the timing when the cart stops and how long it waits to avoid
collision against other colleague carts.

Upon constructing all the instructions for all the carts, a number of DAs are created to
convey the procedures. Each DA drives corresponding cart to the simulated gathering
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positions. At a certain time, all the carts move toward the assigned positions through the
instructions given by DA. After that period, the configuration of the field changes, then we
need to re-perform the ACC again so that it reflects the current configuration (positions of
all the carts).
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Table 1 shows the summary of the numerical experiments. We have set the field size to be
100 times 100, and performed three trials of the number of ACC we perform to achieve final
clustering, i.e. 1, 3, and 5. We can observe that performing ACC for five times produced the
best result, i.e. the least moving distance of aggregate of all the carts. One means the
simulator performs ACC only once, then all the carts try to form the given clusters. They
form clusters anyway, but the number of clusters is relatively larger than in the case of
larger numbers of repetitions of ACC. For 300 carts, about four clusters seem to be optimal
number of clusters (see Fig. 6b). The figures Fig. 6a through 6c are typical simulation results
obtained in our 300-cart example.

Performing the ACC three times produces a near optimal number of clusters, but the
moving total distance is not optimal. It may be that small number (one and three in our
experiments) of ACC performances can only give each cart rough idea of what to do and the
carts execute futile movements. Performing the ACC five times drastically improves
efficiency. We confirmed our conjecture that repetition of the ACC produces better results.
The average moving distance becomes optimal. Fig. 6c shows such an optimal clustering
case. The lines denote the trace; we can see each carts moves almost optimal route to form
the clusters.

a) Initial positions of b) Clusters produced by c) Formed clusters and
the cart ACC correspondence to the

initial positions

Fig. 7. Simulated results of the intelligent cart behaviors

6. Conclusion and future directions

We have presented a framework for autonomous intelligent carts connected by
communication networks. Mobile and static software agents collect the coordinates of
scattered carts and implement the ant colony clustering (ACC) algorithm in order to find
quasi-optimal positions to assemble the carts. Making mobile multiple robots perform the
ant colony optimization is enormously inefficient. Therefore a static agent performs the
ACC algorithm in its simulator and computes the quasi-optimal positions for the intelligent
carts. Then other mobile software agents carrying the requisite set of procedures migrate to
the carts, and drive the carts using the sequence of control commands that is constructed
from the computed set of procedures.



260 Deploying RFID — Challenges, Solutions, and Open Issues

No. of | Average | Average
ACC Cluster | Moving
Size Distances
1 6.3 11.63
3 3.3 11.83
5 3.7 2.92

Table 1. Averages of Calculated Moving Distances and Simulated Moving Distances

Since our control system is composed of several small static and mobile agents, it shows an
excellent scalability. Our control framework can be applied not only intelligent cart system
but also any general purpose multiple mobile robot systems. Then the number of mobile
robots increases, we can simply add the increases number of mobile software agents to
direct the mobile robots. The user can enhance the control software by introducing new
features as mobile agents so that the multiple mobile robot system can be extended
dynamically while the robots are working. Also mobile agents decrease the amount of the
necessary communication. They make mobile multiple robot applications possible in remote
sites with unreliable communication. In unreliable communication environments, the
multiple mobile robot system may not be able to maintain consistency among the states of
the robots in a centrally controlled manner. Since a mobile agent can bring the necessary
functionalities with it and perform its tasks autonomously, it can reduce the necessity for
interaction with other sites. In the minimal case, a mobile agent requires that the connection
be established only when it performs migration (Binder, Hulaas & Villazon, 2001). The
concept of a mobile agent also creates the possibility that new functions and knowledge can
be introduced to the entire multi-agent system from a host or controller outside the system
via a single accessible member of the intelligent multiple mobile robot system (Kambayashi
& Takimoto, 2005). While our current application is simple cart collection, the system should
have a wide variety of applications.

We have implemented a team of mobile robots that simulate intelligent carts to show the
feasibility of our model (see Fig. 8.) In the current implementation, an agent on the robot can
obtain fairly precise coordinates of the robots from RFID tags.

The ACC algorithm we have proposed is designed to minimize the total distance intelligent
carts move. We have analyzed and demonstrated the effectiveness of our ACC algorithm
through simulation, performing several numerical experiments with various settings.
Although we have so far observed favorable results from the experiments in the simulator,
we must apply the results of the simulation to a real multiple mobile robot system, and we
are aware of its difficulty.

Although the intelligent carts are roughly gathered, if they are not serially aligned, the
human laborers would have to align them one by one. The work is still hard and must be
facilitated.

We are now re-implementing the ACC algorithm to use not only the sum of moving
distances but also the orientation of each robot so that the mobile robots that are facing
similar direction tend to get together. This can be achieved through employing vector values
for pheromone values to compute ACC simulation.
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Even though ACC computation with robots’ orientations make the calculation more
complex, compared with the time for robot movements, the computation time for the ACC
algorithm is negligible. Even if the number of artificial ants increases, the computation time
will increase linearly, and the number of objects should not influence the computation’s
complexity. Because any one step of each ant’s behavior is simple, we can assume it takes
constant execution time. Even though apparently obvious, we need to confirm this with
quantitative experiments. As we mentioned in the previous section, we need to design the
artificial ants to have certain complex features that change their ability to adapt to
circumstances. We defer this investigation to our future work.

Fig. 8. A team of mobile robots work under control of mobile agents

For another investigation, we are designing a completely different intelligent cart assembly
system where entire multiple mobile robot system performs the ACC by using mobile
software agents (Oikawa, Mizutani, Takimoto & Kambayashi, 2010; Abe, Takimoto &
Kambayashi, 2011). We call the system distributed ant colony clustering where two new
mobile software agents are introduced to control the driving agents. They are ant agents and
pheromone agents. The ant agents represent the artificial ants. They see the mobile robots
and influence the driving agents to the quasi-optimal positions. The pheromone agents
represent pheromone and diffuse the effects by migrations. In general, making mobile
multiple robots perform the ant colony optimization has been impossible due to enormous
inefficiency. Our approach, however, does not need the ant-like robots and other special
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devices, because those agents are just software agents and do not require any physical
movements. So far we are not aware of any multiple robot system that integrates
pheromone as a control means as Deneuboug envisaged in his seminal paper (Deneuburg,
Goss, Franks, Sendova-Franks, Detrain & Chretien, 1991).

By using pheromone agents, we can implement the serialization of clustered carts
(Abe, Takimoto & Kambayashi, 2011). In many ways, we have room to improve our
automatic cart collection system before integrating everything into one working multiple
robot system.
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1. Introduction

Over the last couple of decades, the mobile phones have become more and more integrated
in everyday people’s lives. According to the International Telecommunication Union (ITU),
at the end of 2009 the penetration of mobile phones in the developed economies was 97%
(ITU, 2009 as cited in European Payments Council [EPC], 2010). Not only the penetration
has grown, but also functions and services accessible from mobile phones have improved,
thanks to the growing availability of communication technologies and to the miniaturization
of electronic components inside consumer’s devices.

As an example, thanks to location technologies such as GPS, the mobile phone can nowadays
be used to locate a person’s position and, thanks to wireless communication technologies, such
as Wi-Fi, GPRS and UMTS, personalized content can be delivered on the person’s device.
Automatic identification technologies such as RFID are not excluded from this process of
integration and convergence of communication interfaces in the worldwide most popular
electronic device. In fact, one of the latest short-range auto-ID technologies, named Near Field
Communication (NFC), can be described as the integration of an RFID HF reader into a mobile
phone, moreover allowing the device to act as a contactless smart card. NFC originates from
RFID technology, but differently from the latter it supports bidirectional communication,
making possible to overcome the distinction among tag and reader device. From the technical
point of view, NFC operates within the unlicensed Radio Frequency band of 13,56 MHz and it
is used to provide easy short-range connectivity to different electronic devices. As described in
the standards (ISO/IEC 18092, ECMA-340 and ETSI 102.190), the communication distance is
up to 20 cm but the real operating distance is strictly related to the antenna dimension and
design: if integrated in a mobile phone, the antenna has to be very small and so the
communication distance is typically 2-4 cm. The standard for contactless smart cards (ISO/IEC
14443) is also related to NFC operational mode: data stored on the NFC secure chip can be
read in the same way proximity cards OF proximity cards.

As mobile phones are the most popular personal devices worldwide, extending them with
an RFID reader and a “card emulation mode” makes it possible to create a wide set of
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applications and services, from mobile payments and ticketing, to mobile social networking
and pervasive advertising services. The main goal of companies and merchants is to give
people services they really need, moreover improving their experience as consumers or
users.

2. NFC services and use-cases

As it enables several ways of use, NFC is a really adaptable technology. It can operate in
three communication modes, based on three different types of interaction between the
mobile phone and other NFC-enabled devices (Figure 1).

CARD
EMULATION

PEER-TO-PEER COMMUNICATION

READING/WRITING MODE
R ACCESSTO DIGITAL CONTENT

Fig. 1. NFC communication modes

The first one is the above mentioned “card emulation mode”, that is compatible with
existing contactless infrastructure (based on ISO/IEC 14443 standard). In a card emulation
mode scenario, the mobile phone communicates the sensitive information stored inside an
internal secure, tamper-resistant chip (Secure Element - SE) linked to the NFC module by
moving itself close to a reader, for example a validation machine on a bus or a POS terminal
in a shop, etc. In this way the mobile device acts as an authentication token for enabling
services that require high level of security, such as mobile payment, mobile ticketing, mobile
identity, access control and so on. Compared to a traditional card support normally used for
enabling the above mentioned services, the mobile device offers additional capabilities, first
of all a display and a keyboard, as well as the possibility to connect to the Internet by a
mobile network, via GPRS/UMTS or via Wi-Fi.

The second type of interaction is peer-to-peer communication between two NFC-enabled
devices (for example two NFC mobile phones, or an NFC phone and a printer, or a camera).
As they touch together, they can exchange data and information such as the business card or
the identification key necessary to quickly initiate a configuration (e.g. pairing) with
Bluetooth or Wi-Fi connections.

The third and last type is the read/write mode that enables the mobile phone to initiate a
service by reading the information stored in a RFID tag, maybe added to a smart poster
situated in a strategic place, for example the bus stop, the shopping centre or the pub. The
information stored in the tag consists of a few kilobyte: it can be a URL address, a phone
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number or a short text message. When the mobile phone touches the tag and reads the data
inside, the related application on the device can connect the mobile browser to a web page
that can also be a social network profile.

The interoperability and the easy integration with different wireless and wired technologies
favor the use of NFC in a multi-application scenario. Moreover, if used within a smart
poster or combined on a kiosk or a totem, NFC can be a very useful technology to clear the
information overload giving the right information in the right place at the right moment.
Over the last half-decade, several pilots involving services based on NFC technology have
been conducted all over the world. One of the first pilot was hosted in Caen, France, in 2005:
it enabled two-hundred mobile phone users to interact with NFC smart posters, as well as
with car parking machines and ticket terminals. Once the NFC was tested from a technical
point of view, the consumers acceptance was checked and the results have showed that end
users like the quickness and convenience of NFC technology (Kannainen, 2009).

Currently, the most tested services are those involving NFC in card emulation mode, such
as proximity payments and ticketing. They usually follow a client-side payment and
validation model based on offline micro-payment transactions using the existing contactless
infrastructure.

3. The role of the StoLPaN consortium in the development of NFC technology

3.1 Research challenges and objectives

Although NFC is one of the most promising technology in the near future, one of the main

problems in creating an NFC mass market is the lack of application level standardization

and interoperability: while the low-level standardization process has been already

completed by standardization bodies such as ISO/IEC, ETSI and also by NFC Forum, as

detailed in the following paragraph, there are still significant differences between NFC

implementations (devices, operating systems, etc.) that have to be considered.

The StoLPaN (Store Logistics and Payment with NFC) consortium, which includes

companies and research centers all over Europe, has worked on overcoming standardization

and interoperability issues, mainly dealing with application level standardization, creating

in this way a transparent technical environment for the Service Providers and a

homogeneous user experience for the customers.

The two major research challenges the consortium faced during a three-year project (2006-

2009) co-funded by the European Commission within the 6th Framework Programme were

related to the multi-application operation in the mobile handset and the elaboration of a

smart retail procedure and payment process based on auto-ID technologies such as RFID

and NFC. The whole project aimed to reach a consistent user experience contributing to the

industry progress.

The StoLPaN Project was based on three main research questions:

¢ What is the technical environment that can ensure the integration of NFC based services
and applications provided by different Service Providers into a single device,
irrespective of its features and operating system?

e How can a smart retail scenario including payment process be implemented making
use of auto-ID technologies such as RFID and NFC?

¢  What business model can support a mass adoption of NFC based services?

Besides investigating the research challenges and related questions, the following objectives

were part of the defined goals of the StoLPaN project:
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¢ To elaborate transparent logistical and technical processes that can be relied on in the
various business interactions that provides a tool for dynamically managing individual
service portfolios even with international scope.

e To develop a handset-independent JME-based mobile host application in order to
provide seamlessly multiple services.

e To demonstrate the effectiveness of the proposed proof-of-concept solution in a smart
retail environment.

3.2 Overview of the NFC standardization process

In July 2006, when the StoLPaN Project started, the NFC low-level standards already
completed were the Near Field Communication Interface and Protocol-1 (NFCIP-1), about
“modulation schemes, codings, transfer speeds, and frame format of the RF interface, as
well as initialization schemes and conditions required for data collision control during
initialization” [ISO/IEC 18092 (ECMA-340), 2004] and the Near Field Communication
Interface and Protocol-2 (NFCIP-2), about “the mechanism to detect and select one
communication mode” between Card Emulation, Peer-to-Peer and Reader/Writer modes
[ISO/IEC 21481 (ECMA-352)].

The ECMA International started to work on Near Field Communication standard in 2002.
An apposite Task Group was charged to define signal interfaces and protocols. In December
2002 Near Field Communication Internet Protocol-1 (NFCIP-1) was adopted as Standard
ECMA-340, which came to a second edition on December 2004. ISO/IEC adopted the
NEFCIP-1 as a standard in December 2003.

On the other side, the first, historical edition of ECMA-352 that specifies the mechanism to
select one communication mode between Card Emulation, Peer-to-Peer and Reader/Writer
modes was published in December 2003 and approved as an ISO/IEC standard (ISO/IEC
21481) in 2005. ECMA published the second edition of the ECMA-352 (Near Field
Communication Interface and Protocol-2) standard on June 2010.

Also the European Telecommunications Standards Institute (ETSI) is involved in the
standardization of NFC technology. More in detail, the ETSI's Smart Card Platform group
(ETSI/SCP), which deals with the SIM card specifications, has worked on specifying the
interface between the SIM card (but in this context it is better to refer to the UICC -
Universal Integrated Circuit Card, which is the physical support on which the logical
module known as Subscriber Identity Module, or SIM, is present) acting as a Secure Element
and the NFC chipset stored in the phone (ETSI TS 102 622, ETSI TS 102 613). The first
standard adopted by ETSI SCP, approved in 2007, was related to the physical connection
between the UICC and the NFC chip: as there was only one free contact in the UICC, the
connection with the NFC chipset was required to use one single wire and, due to this
reason, was named “Single Wire Protocol” (SWP). In 2008 ETSI also approved a protocol
standard that specifies how chips embedded in NFC mobile phones communicate between
each other. This standard is called “Host Controller Interface” (HCI).

Nevertheless, the interoperability remains a crucial issue in the NFC ecosystem. Some of the
most used contactless technology compatible with NFC, like MIFARE system developed by
NXP or FeliCa by Sony, are currently proprietary standards, and use their own security
solutions. Anyway, since Nokia, NXP and Sony were the first to developed the NFC lower
layer communication, when the open standard NFCIP was developed, the backward
compatibility with the proprietary solutions was assured (Mayes & Markantonakis, 2008).
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Although the physical layer of the NFC technology could refer to well-known established
international standards available to enhance interoperability, the application
standardization scenario was more uncertain. A number of researchers and associations has
worked on defining a standard in implementing NFC applications and services. The NFC
Forum, a non-profit industry association that promotes the use of NFC short-range wireless
interaction in consumer electronics, mobile devices and PCs (NFC Forum, http://www.nfc-
forum.org/home/) has defined a common format for message encapsulation, called NFC
Data Exchange Format (NDEF), for exchanging data between an NFC Forum Device and
another NFC Forum Device or an NFC Forum Tag (NFC Forum, 2006). In 2007 the GSM
Association (GSMA), a global trade association representing more than 700 mobile network
operators across 218 countries of the world launched two initiatives for the development of
NFC applications into a common ecosystem: the Mobile NFC initiative, supported by
nineteen MNOs, which have worked together to develop a common vision on Mobile NFC
services, promoting the development of a stable and efficient ecosystem and preventing
market fragmentation (GSMA, 2007a, 2007c) and the Pay-Buy-Mobile project, supported by
thirty-four of the world’s largest MNOs (GSMA, 2007b), focused on contactless and mobile
payment scenario, trying to standardize the operational approach with NFC technology.
Another relevant initiative for promoting the development of mobile payments based on
contactless and NFC technology in Europe was conducted by the AEPM (Association
Européenne Payez Mobile), an association established in October 2008 in France. The AEPM
has published a set of specifications that define a common approach for enabling mobile
contactless proximity payments. The technical solution proposed by both the GSMA and the
AEPM is based on the UICC as the Secure Element for a mobile payment transaction.

The Mobey Forum (Mobey Forum, 2010) and the Global Platform (Global Platform, 2006)
have respectively published guidelines and technical documentation focused on possible
alternatives and multi-application architecture for the Secure Element.

Focusing on the evolution of the market scenario during the years covered by the StoLPaN
project, the first commercial NFC-enabled mobile phone was launched on the market by
Nokia (Nokia 6212, which supports UMTS connectivity) in 2008. One year earlier, in 2007,
Nokia launched the Nokia 6131 NFC, a fully integrated NFC mobile phone with GPRS
connectivity, which was still a prototype. Even Motorola, Samsung, LG and Sagem, other
stakeholders of the sector, developed their own NFC prototype models. At that time there
was still uncertainty about the Secure Element’s position. Nokia first built it into the handset
(embedded Secure Element). Now, encouraged by GSMA, it seems that most of the handset
manufacturers accepted to put the SE on UICC. The NFC ecosystem moves all around this
issue and the related business and operating models driven forward from competing forces
(manufacturers, MNO's, banks, etc.).

4. How the StoLPaN consortium contributed to the industry progress

Under the scenario described above, the StoLPaN consortium contributed to the ecosystem
and industry progress by working on the management and distribution of services in a
dynamic and open scenario, presenting a proposal for the post-issuance procedures for
multi-application SEs (StoLPaN consortium, 2008a). Moreover, the consortium has detailed
the technical environment necessary for the dynamic management of NFC services, building
a proof-of-concept prototype of the NFC wallet application (StoLPaN consortium, 2008b)
and demonstrated the effectiveness and efficiency of the solution in a smart retail
environment (StoLPaN consortium, 2009a).
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In the following sections, we will give an overview on the main findings of the StoLPaN
project in reference to the three abovementioned issues.

4.1 Dynamic application management on SEs

The StoLPaN consortium identified the post issuance and application management as the

key issues to be faced to offer users a variety of NFC applications on the same device and

building so a real ecosystem. In the current section we are describing the technical model for

the dynamic card content management of Secure Elements placed in a mobile handset.

The StoLPaN model provides a solution for dynamic application management that can be

uniformly used in local, as well as in global operations, both between parties with

consolidated contractual relationship, but also between ad hoc business partners.

One of the main challenges of the new mobile NFC service environment is that the present

card issuance models are not designed to support the dynamic post issuance personalization

process because the Service Providers:

¢ have absolutely no control over the cards - we also refer to them as Secure Elements
(SEs) in the following - on which their application should be stored, except making a
decision of using them or not;

¢ have no control over the other applications stored in the same Secure Element;

¢ may not know personally their clients, and may not have the chance for a physical
contact with either the Secure Element Issuer or with the user.

The existing technical diversity calls for early standardization of the post issuance and

personalization process, otherwise local island solutions will prevail and the technology will

not be capable of adequately serving several hundred million users and thousands of

Service Providers expected when the NFC services will reach critical mass.

The new logistical and technical model that ensures the necessary openness and

interoperability fulfils the following criteria:

e open relationship between the Service Providers, the Secure Element issuers and the
Users;

e technical transparency for the Service Providers;

e service homogeneity for the user.

It is possible to establish one single logistical process for loading, personalization and life

cycle management of applications that is technologically agnostic and supports all types

Secure Elements, even multiple ones, in the communication devices. In this environment the

user can freely decide which Service Providers and what services to use, and can even enjoy

the services of multiple Service Providers. The result is free access to the customer base of

the multiple SE issuers, and improved economics of developing NFC services.

4.1.1 Issues to consider

The first issue that has to be taken into account for providing dynamic card content

management of Secure Elements is related to the complexity of the mobile NFC value

ecosystem. In fact, main characteristics of the service environment are as follows:

e  There are potentially many Service Providers who would place their applications on the
Secure Element in the mobile handsets and there are potentially multiple Secure
Element issuers in any countries.

e  The Secure Element is an external condition for all the Service Providers, without any
possibility of influencing its technical parameters, with only a “take it or leave it”
choice.
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e  Users are mobile and may wish to use NFC services even if they are abroad. They may
also wish to dynamically change the service portfolio they use even after the issuance of
the Secure Element, adding services here and there and deleting others when they are
not needed any more.

¢ A number of Service Providers are global and prefer to have uniform solutions for the
applications deployment and operation, irrespective of the specific market where the
application is delivered.

¢ Even if the various NFC applications have their own specifics and requirements, they
need to share the same Secure Element and must coexist side-by-side, and eventually
interoperate.

There are many constrains in the mobile NFC world which are unknown for either the
Service Providers or the Secure Element issuers in their current operations. This is a new
way of doing business, without anyone being able to substantially influence the service
environment and with the necessity of cooperating with even unknown partners. There is a
need for a transparent logistical model and a technical solution that can ensure uniform
procedures for the parties involved, where they do not necessarily have to negotiate and
elaborate the details of each and every interaction and where even previously unknown
business partners can seamlessly realize the procedures of application deployment and
management. Without such an approach, the NFC ecosystem will not prevail, and will not
be satisfactory business model and an user friendly, valuable service for the customers.
Another relevant issue is related to the already discussed need of application-level
interoperability: the industries working with NFC technology such as ETSI and GSMA are
now busy addressing the many different technical issues. However, application
interoperability has not been set as a target by any standardization body. Being able to hide
handset and NFC platform specifics, so that any application can be loaded on any handset,
will allow NFC services to be easily deployed worldwide, addressing millions of consumers.
Just this aspect makes a good enough business case for the majority of the Service Providers
to launch their services on NFC-enabled devices and will lead to the success of NFC.
The service distribution needs to be defined, too. There is a number of actors involved in the
NFC value chain but their roles and form of cooperation is not adequately defined. It means
that the distribution of any NFC service application requires special, individual agreements
between the partners involved.
The target of the StoLPaN research and development activities is to support the market to
develop the application environment to a level where all interoperability issues are solved.
We have reviewed the majority, if not all, NFC related standards, use cases and business
models. We have then condensed the wide range of requirements into a few preconditions,
processes and interfaces and presented our findings in white papers (StoLPaN Consortium,
2008a, 2008b). The research carried out by the StoLPaN consortium led us to conclude that,
to support quick proliferation of NFC services, the industry has to achieve a homogeneous,
dynamic service environment which would mean that even after the issuance of the cards
any services can be loaded onto virtually any Secure Element and managed through the
whole life cycle of the application. In the subsequent sections we will introduce a logistical
and technical process that provides a solution for these requirements.

4.1.2 Dynamic card content management and roles within the ecosystem
Before describing the logistical process that will contribute to the establishment of a truly
global, interoperable NFC service environment based on a standardized dynamic card
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content management process, we need to clarify what we mean for card content

management and to describe the roles necessary to build up the NFC ecosystem.

First of all, let’s set what we mean for card content management. In general, there are two

types of content management:

e card content management which includes the establishment/deletion of the new
Security Domain, as well as the application loading and personalization of the smart
card application;

e application content management which covers the product/portfolio management of
the Service Provider.

This section is focusing on card content management, while the complementary application
content management process will be discussed in par. 4.2. The solution elaborated below is
explained in reference to a Secure Element, which can indifferently be a SIM card, an
embedded chip or an SD card as well. The concept discussed in this section also provides
the algorithm for a selection process in case of multiple Secure Elements deployed in the
same mobile handset. It is the industry’s - industries’ - task to elaborate such standards in
the NFC domain that, if followed, would provide a transparent environment for both the
service providers and for the users. Right now, when there are only few commercial
handsets on the market, when only trial and pre-commercial NFC services are operating it is
the right time to work on these standards without hurting the commercial or financial
interest of the parties involved. It would be a great mistake to miss the present opportunity
for standardization, for the elaboration of uniform solutions. If not done properly the result
will be a more complex and more expensive NFC service environment.

The proposed card content management process is quite complex, but also very flexible with

various roles/functions included. We have identified the functions necessary to complete

the process, but the actual actors in these roles will always be situation driven.

First of all, we have defined a set of primary roles. The complete service scenario cannot be

performed without these roles (actors) however one single actor may assume more than one

role in the process. The roles (actors) and their relationships are shown in Figure 2.

The primary roles are defined as follows:

e User: The User is the person who initiates the request for the post issuance and
personalization by selecting the application/service for use.

e Secure Element Issuer: The Issuer of the Secure Element is the entity who controls the SE,
it has the right to decide over the utilization of the storage capacity of the SE. To
exercise these rights the SE Issuer needs to be in possession of the secret key(s) that
allow general control over the management of SE. It has the right to define the rules
about who, when and under what conditions may utilize storage space on the SE, or
may deploy card content onto the SE.

e  Service Provider: A Service Provider may be anyone wishing to deploy/manage a
service application on the Secure Element. There should not be made any distinctions
between the Service Providers if they comply with the industry standard security and
SE Issuer specific business conditions. Service Providers can be large service
operators, like banks, or transport operators for ticketing applications, but they can
also be retailers for their loyalty and other programs as well as authorities for various
ID cards, etc.

Besides the primary roles described, in order to provide the full functioning, economic and

convenient service, the following support roles needs to be considered:
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Fig. 2. Roles within the NFC ecosystem

OTA Provider: The Over-The-Air (OTA) Provider is an entity who provides remote
access to the Secure Element, enabling the key value added feature of the post issuance
and personalization procedure. OTA identifies a service, but at the same time it is also
used as a common name for various communication technologies all enabling secure
data communication between a Secure Element and a back office architecture. From our
perspective, the technical implementations of OTA services are transparent and do not
affect the proposed solution.

Trusted Service Manager/Trusted 3rd Party (TSM): As we have already discussed, the NFC
technology will be able to support such added value services that are not possible, not
even considered in case of the traditional card based contact or contactless (RFID)
applications. Service Providers having performed their activities for years may not be
able to change the way they act, the functions they provide, but still may want to
participate in the new form of service operation or to enhance the services they offer
without the need to change existing core processes. The way to solve this conflict is to
involve a Trusted Service Manager, who can provide the technology and service
support that is necessary for accomplishing these objectives. The Users are also facing a
challenge presented by the availability of a large number of applications on a single or
in a more complex situation on multiple Secure Elements. The services need to be
managed, and to be protected: this is a time consuming and sometimes potentially
difficult activity that many Users do not want to bother with. Again, a 3rd party such as
the Trusted Service Manager can help the User supporting this activity. The two roles,
TSM for the Service Provider and TSM for the User, have different requirements and
specifics but they are not exclusive, even the same TSM may act in either position for
different parties. It is important to keep in mind that we strictly treat the TSM as a
service support function and not as an entity whose tasks would be to solve technical
imperfections in the provisioning of the service.
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o Application Issuer: The application issuer supplies the application that implements and
fulfils the business requirements of Service Providers. It is able to guarantee secure
interoperability between the card and the card acceptance device. Sometimes the
Service Provider itself is the application issuer too.

In reality, there will be many Service Providers offering contactless services and requiring
online application management support. There will also be many SE issuers, but most
probably a number of other actors too. Some roles will need to be filled, in case of each and
every post issuance personalization interaction, for example there is always a User for the
service and a Secure Element Issuer providing access to the SE. Although the involvement of
the additional actors in the support roles is optional, there is nothing that would prevent the
involvement of even multiple actors in one single transaction, all acting in various capacities
for either the User, and/or the Service Provider and/or the SE Issuer. While the support
functions are required, they do not necessarily need the involvement of additional actors as
simple technical infrastructures can perform the OTA and the TSM activities.

4.1.3 The proposed card content management process

While it is not realistic to expect that one concept will satisfy all the service needs, or all the

preferences of the Users and Service Providers, most probably there will be several co-

existing business models; it is important that all the actors involved can be served
andsupported all can be served and supported with the below described technical process,
resulting in a uniform service environment.

The process initialization can have different forms, as in the visionary NFC world users can

find information about services they like in many ways on multiple channels:

1. The user opens up a newspaper and finds an interactive advertisement promoting a
service on which there is an RFID tag. A simple touch of this smart poster hands over
all the necessary info to initiate registration and deployment of the service.

2. The user may also browse the Internet with his phone and when he finds something he
is interested in, a link helps him in initiating a service relationship.

3. The same service can also be located using a PC. While browsing, the user opens up the
advertisement, enters his phone number, which triggers an SMS containing the service
specific information.

The ways are endless. However, one important remark is that the originator of these

requests is always the User, in a pull-based interaction model. This is important to avoid

unsolicited services pushed on the User’s mobile phone.

Once received the service request, before the application installation can take place, the

Service Provider has to collect information on the targeted device in order to be able to

perform the remote card content management procedure. In this phase the proposed service

environment needs to be evaluated, the SE Issuer needs to be identified, and the potentially
available remote support services need to be defined as well.

More in detail, the information required contains details about the:

1. NEFC device: The Service Provider and the Secure Element issuer need to identify the
end-user device for providing remote management.

2. Secure Element: The Service Provider needs information on Secure Element’s Card
Product Life Cycle (CPLC) to find out the Issuer of the targeted Secure Element and also
to evaluate the security environment of the SE itself.

3.  Secure Element Issuer: The automated contact information of the SE Issuer or a pointer to
it are also required.
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In the described procedure, it is supposed to store the reference data respectively on the
Secure Element (in case of multiple SEs, each SE stores its own specific information) and in
the handset’s operating system. This information is sent to the Service Provider for
evaluation through a message generated by an application on the User’s device that is
addressed to a specific address of the SP (for example an URL), or to its associated TSM
partner, where it can be processed automatically. This relationship is transparent for the
users, they do not need to know how the Service Provider delivers the service.

Considering the message received from the User, the Service Provider can decide whether
the User’s technical environment satisfies its requirements and, in case of multiple SEs,
which one it prefers as a storage space/runtime environment for its application on the base
of technical, security and financial considerations. The message received may also contain
the User’s preference in terms of SE selection, which the Service Provider should take into
account. Following the evaluation of the technical information, the SP either starts the card
content management procedure for the selected SE or informs the User that for some -
identified - reasons the NFC service application cannot be loaded onto its mobile handset.
At this point, the Service Provider or its TSM partner can identify the Issuer of the Secure
Element selected for use on the basis of the information contained in the service initiating
message sent from the User’s mobile device. This piece of information is actually the only
data element necessary for starting the automated card content management process that is
not available at this moment either on the Secure Element or in the mobile phone.

On the base of the information received, the SE Issuer can perform the requested post
issuance processes. These processes include the generation of Security Domains (SD), the
application loading installation and deletion. The SE Issuer also generates specific keys for
the Service Provider to ensure exclusive access to the new SD and to the application. To
deliver these tasks to the User, the Issuer may use third party service providers - OTA
providers, Certification authorities, TSM - but may also perform these tasks itself using its
own in-house infrastructure. Once the requested operations are performed and the required
data is loaded onto the card, the Service Provider or its TSM receives from the SE Issuer a
confirmation response, together with the specific keys to access the Security Domain.
Alternatively, depending from the SE Issuer policy, the Service Provider may get an
exclusive access to its application and assigned Security Domain in order to manage its own
application without any interaction of the Card Issuer. This requires special management
rights that are described in the Global Platform specifications (Global Platform, 2006).

We are describing a process where, by providing the necessary technical information about
the User’s environment to the Service Provider, this is enabled to launch an automated
process with the designated Card Issuer for the seamless establishment of a new Security
Domain and for the loading of a new application.

Figure 3 gives us an overview about the entire card content management process.

Technical cornerstone of the dynamic card content management process is that there is a set
of technical parameters and information in possession of the User that could facilitate an
automated procedure to establish a new Secure Domain for any selected Service Provider. If
the necessary information is provided to the SPs, as well as to the Issuer of the SE, they will
be able to manage between themselves a seamless deployment process.

According to our proposal, the SE shall contain a reference (for example an URL) to the
current Issuer of the specific Secure Element. This could be a pointer to a database which
maintains the list of SE Issuers or even a direct access information to the Issuer itself.
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Fig. 3. Overview of the card content management process

Another issue to consider is the SE selection in multi SE environments. Although the
currently available NFC handsets support only one Secure Element, we also clearly see the
potential that in one NFC handset there may be multiple SEs hosted. We think that
including more than one Secure Element provides more flexibility, allows differentiation of
security levels and also increases the business potential of the technology. At this point,
given a free choice between a SIM storage and another SE, we cannot judge which
alternative will be preferred by the Service Providers. There may be a number of technical,
security and business issues which will influence the decision.

The actual choice between the SEs will partly be influenced by technical factors, but
currently unknown business conditions will have a major impact on these decisions. If a
simple algorithm should drive the selection, the following issues need to be considered in
the sequence listed here:

e  SE capacity availability;

e Security level of Secure Element;

¢  Controllability of the Secure Element;

o Cost;

¢  Business considerations/existing business relationship between the parties;

e  User preferences.

Last but not least, the customer support is a crucial issue on which attention is needed. As
described among the roles listed, the present model introduces a new TSM to support the
customer in situations where the management of multiple applications stored in the SE(s)
may be just too complex or time consuming. The best example for such a situation is when
the handset is lost or when migration is necessary from one SE to another one. Instead of
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letting the User do this task alone, which is practically blocking and reordering each and
every application again, a simple request to the TSM may solve the problem. However, to
get to this point, two aspects have to be clearly seen.

First, the User needs to decide that he needs such support for himself, because the Service
Providers” various TSMs will not be able to provide him this function, because each of them
will only have information about the application(s) it manages. Second, the application(s)
need to contain some sort of summary information that, if provided to the TSM, will
describe the application in satisfactory details that allows to identify the Service Provider,
the User and his technical environment, and also the application itself, but it still does not
provide details that could be misused.

4.2 NFC wallet application or the HOST application

In the current pilot operations, the service portfolio contains only a limited number of
services (use cases) hard coded into the mobile handset. These implementations do not
allow the removal or the insertion of any new or unused NFC service. Without this service
portfolio dynamism, these operations effectively limit the penetration of NFC services.
According to the StoLPaN consortium, in order to quickly spread the adoption of NFC
services among end-users, they need a simple way of downloading and removing NFC
services to and from their mobile device. People want a dynamic NFC platform on their
handset that hides the complexity of changing NFC services. They also want a generic,
simple and easy way to manage their NFC service portfolio. Service Providers also need
NFC platforms in handsets which can dynamically accept their applications, to minimize the
barriers to their services. Secure Element issuers need a platform that help them sell space
on their SE in a dynamic manner. Technically, this can be managed by a dynamic NFC
wallet (also referred to as HOST) application stored on the mobile phone regardless of the
model used and based on a modular architecture that provides a transparent and seamless
environment to the Users, the various Service Providers and the Secure Element issuers.

A proof-of-concept prototype of this wallet application, along with a related smart retail
scenario demonstration, has been designed and implemented by the StoLPaN consortium
(StoLPaN consortium, 2008b, 2009a).

In this section we are describing the technical implementation of the StoLPaN HOST
application.

4.2.1 Seamless NFC environment enablers

The StoLPaN project has defined the functional and non-functional description of a dynamic
NFC environment and reviewed its potential lifecycle. This complex analysis resulted in the
development of a prototype where dynamic application management can be demonstrated
and further analysed. The analysis determined three important elements which need to be
defined in an open, dynamic NFC environment.

Common issuance processes - The Global Platform defines the smartcard content management
procedures implemented in most Secure Elements, explaining how a card issuer can manage
card content. However, it does not explain how an application provider can contact the card
issuer. This is a clear issue in a dynamic environment. In addition, none of the current
standards define how the interoperability of the User Interface elements of the service and
the actual hosting of the wallet platform can be assured. Section 4.1 describes a procedure
for resolving these issues. It shows how the relationship between a Secure Element Issuer
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and a Service Provider can be determined using existing protocols and standards and how
this offers a communication channel for exchanging wallet compatibility information. An
official standard addressing these issues would help the industry to make dynamic NFC
wallets commercially available.

Application selection - Once applications are installed on a mobile handset, they are registered
in the Card Manager. Each application in this registry is active by default. This means that
they are able to respond to a call from the card acceptance device. Today, the decision on
which application to use in a defined context, for example which banking card to use for a
transaction, is made by the acceptance device, based on the matched priority list of the
Secure Element and the acceptance device. Application selection by the user can be fulfilled
by creating a single element list of the available applications. The procedure for application
selection is not fully defined in any standard or recommendation. What is even more
disquieting is the expected growth in complexity caused by introducing multiple service
types on one card, the plug and play use of multiple Secure Elements and the presence of
multiple wallets in the same system. As a result, application selection is a very complex
subject. The current section does not intend to cover the topic in detail, but without a
detailed standard on application selection it will be impossible to build a smoothly
functioning NFC wallet service.

Application development - Most NFC services have a software element that contains the user
interface and/or its structure. This code is hosted on a certain platform (a midlet based
wallet core, a Smart Card Web Server implementation or similar) which represents the user
interface. The link between the user interface and the application resides in the Secure
Element. The developer creates the user interface element and the non-sensitive application
logic of the service so that it works smoothly with the hosting platform. This is only possible
if the developer knows all the hosting platform interfaces in detail. There are many ways to
ease and speed up the developers” work. Out of the many good practices we would like to
emphasize two things. One is that the hosting platform should contain many pre-coded
modules that the developer can use as building blocks via open APIs. This has the
additional benefits that it makes the certification process much faster and controllable. The
other is the creation of Software Developer Toolkits to make the use of these building blocks
even easier and at a higher quality level.

The development of a well-defined platform can significantly decrease the cost of NFC
service development and hence bringing faster penetration of NFC services.

4.2.2 General wallet requirements

Here below are described the general requirements to build up the NFC wallet application:

¢ Remote management: The platform/wallet must provide the necessary functions to
enable remote application management. This covers all the functions which are
necessary for remote or proximity service delivery and deletion and for the continuous
operation of the services as well.

e NEFC events handling: Several use cases require the handling of RFID/NFC hardware
events from the application runtime environment. Therefore, the hosting platform must
contain an application programming interface that allows NFC applications to access
information on external contactless targets such as RFID tags or other NFC devices.

e  Security features: The targeted application environment for NFC applications should
provide a reusable set of functionality that encompasses the security needs of the
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various use cases implementations. It should contain authentication, security policy
settings and cryptographic services. In the dynamic service portfolio, each use case
implementation must comply with the specification and security rules provided by the
wallet manager to ensure a homogeneous wallet environment. This goal can only be
achieved through well specified usage of the pre-certified security services embedded
in the hosting platform.

e  User Interface (UI): The wallet/platform should provide a homogeneous NFC user
experience with similar design principles and opportunities for accessing all known
added value functions. It must be possible to personalize the interface on multiple
levels, to reflect the preferences and the specifics of service providers and of the wallet
manager.

4.2.3 Solutions for seamless NFC issues — the StoLPaN HOST
In order to define the requirements of different NFC services, the StoLPaN consortium has
analysed various use cases from different industry segments. As a result of this analysis, we
were able to create the system architecture and to define its boundaries. After detailing the
functional description, we made an implementation to check its viability.
When we started our implementation we had to choice the most suitable platform. The
selected platform had to be able to support a seamless user experience for downloading,
using and deleting NFC services. The platform also needed to support the dynamic wallet
concept and, finally, we wanted to create a friendly, open environment for developers.
The conclusion was that embedded chip handsets with MIDP 2.0 support already had all the
mandatory features we needed to meet our main objectives. As they are commercially
available, we can hopefully state that the features they carry represent the minimum that we
will see in all future models. This ensures that our work can be easily reused in the future. Our
middleware should work on any future MIDP 2.0 handset based on UICC or embedded chips
without modification. For non-MIDP 2.0 based handsets (e.g. MIDP3, Android, SCWS, JC3,
etc.), it may be possible to implement the concepts with a short or none software code. This is
because it is not necessary to implement a wallet application if the underlying platform
provides all the features necessary for a homogeneous NFC application environment.
The StoLPaN HOST wallet has a modular architecture and is based on a component model,
which is the industry trend: both the next generation of mobile java, and MIDP 3.0's
architecture are going to be component based. The component structure enables Service
Providers to integrate NFC applications as components in the HOST dynamically and
efficiently. In this way, Service Providers only have to deal with their business logic and can
use pre-coded platform services for standard functions instead of implementing the whole
application with all the related technical concerns of compatibility and portability. The code
will be handset agnostic when run on the StoLPaN HOST, as the HOST hides all handset
specifics. The StoLPaN Platform provides loose coupling between the individual third party
components and the HOST core. As the APIs (that represent this coupling) to the HOST core
services are open and available for the programmers, development of new NFC services can
be carried out without changing the HOST core platform.
There are two types of components in the StoLPaN HOST:
¢  Host Core Components: they are part of the HOST. These components are required for
the HOST to function correctly as they provide low-level functions to the second type of
components which are implemented by third parties.
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e Third Party Service Components (TPSCs): they are not part of the HOST. They are
installed, replaced or uninstalled without disturbing the HOST or other components
that are not dependent on the replaced or uninstalled components.

The relations of the HOST, Third Party Service Components (TPSCs), and the Third Party

Cardlet Applications (TPCs) are shown in Figure 4.

.l

Fig. 4. The HOST structure and the use of Third Party Software Components (TPCs)

Among HOST Core Components, the StoLPaN Cardlet (HOST Cardlet Application) is a
smartcard application residing on the default Secure Element in the handset. It mainly
addresses shortcomings of the security and smartcard application management in the
StoLPaN framework. It provides cryptographic support and can store keys, certificates and
authentication schemes such as PIN or password for granting access to applications.

On the other side, the Third Party Service Components realize user interfaces and business
logic on the client side for managing third party service-specific workflow and all third
party related functions. The Third Party Cardlet Applications contain the sensitive
application logic and any user related data in a secure environment provided by the applied
Secure Element. The legacy cardlets which were designed for the traditional plastic card
environment do not provide added value services such as User Interface support. To adapt
these applications for the modern NFC environment, the application developer needs to
implement some additional extensions into this cardlet. The Third Party Service Component
(TPSC) and the Cardlet application (TPCA) coexist next to each other and realize the Third
Party Service for the user. They run on the StoLPaN HOST resources, which makes them
handset and platform agnostic.
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4.2.4 Summary of the requirements

This section summarizes all the requirements necessary for a transparent application
environment, which we believe is the key for NFC’s success. We have also shown how we
built our own flexible and transparent NFC wallet system (the StoLPaN HOST). This
implementation will enable us to further analyse the environment requirements and at the
same time create a tangible demo for the public.

This application environment concept, together with the application distribution principles
explained in section 4.1, creates a complete description for an open NFC application
environment. The advantages of the dynamic wallet approach can only be exploited if it is
ready for rapid applications development. This requires open interfaces and libraries
supported by an SDK for developers. The StoLPaN consortium is ready to cooperate on any
further analysis of the related behaviours and requirements and to support any related
standardization effort.

4.3 Demonstration of the StoLPaN solution in a smart shopping environment

So far in paragraphs 4.1 and 4.2 we presented the StoLPaN view of the utilization of the
NFC technology and its contribution to the NFC market. In this section we will describe the
retail demo application implemented by the consortium.

4.3.1 Overview of the retail industry scenario

In the past decades, the retail industry did not position itself as a great innovator when it
comes to improving the customer's shopping experience through the implementation of
new services and technologies. Instead, the most prevalent innovations were bigger
packages for lower prices, for example in the range of products of hard discounters such as
Aldi and Lidl. In the meanwhile, several technologies with the potential for significant
innovations in the customer shopping process have matured and became available, e.g.
mobile scanning barcode devices, new point-of-sale concepts, and radio frequency
applications. Thanks to these technologies, retailers now have the opportunity to offer their
customers additional services, such as self-scanning, self-checkout, information terminals,
personal shopping assistants, and new, convenient methods of payment.

Studies (Beny®6 et. al. 2009, Wiechert et. al. 2009b) have revealed that the best thing a retailer
can do to better serve its customers is to save their time. This includes the time that
customers spend waiting at the checkout area and the time they spend waiting for a store
employee to be available or to find a product that meets their needs. New checkout concepts
and information devices can help retailers to shorten the lines at the checkouts and can help
customers to become more independent from store personnel, for example through easy
access to data on available products.

To enable mobile payment in retail commerce, support devices need to be designed and
developed and the traditional business procedures need to be remodelled. The StoLPaN
consortium is developing a mobile, contactless payment solution based on NFC mobile
phones. With the help of these NFC mobile phones, customers will be able to pay offline via
NFC, where compatible terminals are available, and over the air, where they are not. Asides
the support for payment based on credit cards, debit cards, and an electronic purse, the
project also includes the support of other concepts, such as e-tickets, loyalty cards, access ID,
and e-prescriptions to be saved on the mobile phone.

The StoLPaN shopping process implements an individual information terminal combined
with an individual POS, thus establishing a user friendly, efficient shopping environment.
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The goal of the StoLPaN project is to create a pleasant shopping environment for the
customers, while increasing efficiency of operation for the retail store operators. The core
finding of the project, the basics of the StoLPaN shopping and payment process, is the
personalization of the shopping experience, the delivery of personal services to someone’s
shopping cart and the removal of check-out and payment counters.

The new StoLPaN shopping and payment concept encompasses diverse functionality,
including product information, loyalty programs, promotional programs, coupons, and
payment. The smart shopping concept presented in this section has been developed in such
a way that allows step-by-step migration from the traditional barcode based solutions to the
new contactless, RFID based systems and services.

4.3.2 The StoLPaN shopping processes
As it was identified in our earlier studies (Beny¢ el.al. 2007, Wiechert et. al. 2009b), the
various commercial sectors have significantly different shopping processes. It is however
possible to identify some basic commonalities which can be summed up as a "generic
customer shopping process" used across all retail sectors. This generic customer shopping
process consist of the following steps:
1. choice of products,
registration of products,
payment,
security control (optionally including the deactivation of products),
procurement of product information (content, availability, pedigree, price),
general assistance (what, where, how, ...?),
use of the loyalty programme (collection and redemption of rewards).
Also as it will be detailed in the following sections, we decided to split these steps into core
process and optional services. While the core process consists of those steps indispensable for
the completion of the shopping process, the optional services are not necessarily
preconditions. The breakdown into these two areas is the following;:
e  Core process:

e  choice of products,

e registration of products,

*  payment,

e  security control (optionally including the deactivation of products).
e  Optional services:

e  procurement of product information (content, availability, pedigree, price),

e general assistance (what, where, how, ...?),

e use of the loyalty programme (collection and redemption of rewards).
This split up is important for the design of the StoLPaN Personal Shopping Assistant (PSA)
prototype, because we want to enable people to be able to benefit of the full pallet of
services enabled by NFC, but also reserving them the right to renounce to these services (e.g.
use of a loyalty card) if they wish to do so. We plan for our solution to be just as easy to use,
while giving the technology friendly use many more options.
The implementation of the StoLPaN solution will be possible with different Auto-ID
solutions, namely barcodes and RFID tags. While the barcode solution is likely to be more
popular with retailers, because of its lower cost compared to a tag based solution and the
fact that almost all products are already equipped with barcodes, this position might change

NG e
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in the future. In fact, RFID based solutions offer many more potentialities, such as automatic
check-outs, automatic inventory counts and the possibility to identify product instances
instead of product types.

Our interviews with retailers have shown that they definitely appreciate the option of a
partial or step-by-step implementation of NFC and RFID based solutions. The StoLPaN
consortium will thus integrate this possibility. However, a partial implementation bears the
risk of losing a part of the anticipated efficiency gains, because the necessary expenditures
would result in a lesser return on investment.

The StoLPaN project is targeting a smooth migration path for the NFC/RFID technology
into the retail environment as shown in Figure 5. In each of the different tasks covered by
the StoLPaN solution the existing technical and business state-of-the-art implementation is
considered as the base for the next step. Therefore the StoLPaN solution is taking a
conservative investment saving approach.

Task Current Step 1 Step 2 Step 3 Step 4a Step 4b
Tagging Bar Code H Bar Code Bar Code | Bar Code | RFID Tags RFID Tags
H -
Code readin Personal Personal Personal : Personal Smart
] Scanner Terminal Self Seanner Self Scanner Self Scanner [= RFID Reader Shopping Cart
Payment ‘ Cashier : Cashier | [IUTTAIE Ell iobile Payment Mobile Payment
Protection H .
" 7‘ EAS i EAS - EAS RFID Tags RFID Tags RFID Tags
H H
Securly EAS Gate :| Eascae EAS Gate : RFID Gate RFID Gate Sired
H H Shopping cart
Deactivation EAS Gate i EAsGae EAS Gate RFID Gate RFID Gate RFID Gate
H :

Fig. 5. Steps of migration from traditional shopping to shopping with the aid of applications
using RFID/NFC technology

Taking into account the technical constraints as the limitation of the StoLPaN shopping
experience, the following objectives are considered for the step-by-step migration path:
e delegate many functions to the customer’s mobile handset to avoid the need for
individual support devices;
e delegate many functions to the retail back office to avoid the need for expensive
technology built into the smart shopping cart.
The first step is characterized by the introduction of a personal self-scanner, this could be a
dedicated barcode scanning device, a personal shopping assistant or even the customer's
mobile phone. The customer will be able to scan his items by himself and, before leaving,
the payment procedure will be done at a fixed payment terminal which can be assisted by a
cashier. In the following step the personal self-scanner will morph into a closed loop
payment terminal enabling the customer to pay where and whenever he wants. Even in this
step, barcode will be the main identification technology for objects in the store.
The step three can be seen as an intermediate step for moving from barcode to RFID
tagging. As this approach will happen for high value goods first the security related tasks
are mainly affected. Finally steps 4 a/b uses RFID tagged products as the base for providing
the StoLPaN solution to the customer. Whereas the customer can still use a handheld device
to scan its purchase (4a) and pay using the same method as developed in step 2, the final
vision is a completely automatic checkout using a smart shopping cart being able to read all
the tagged products inserted by the customer. In this step the cart will incorporate also the
payment terminal functions by being wireless connected to the back office using the retailers
WLAN network.
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4.3.3 The StoLPaN support devices

The StoLPaN process is built on the use of various support devices. These modules enhance

customer service as well as facilitate the use of new technology and enable the seamless

migration of the StoLPaN services from a barcode based environment to one where the most

of the products are carrying smart labels.

The StoLPaN shopping environment consists of multiple components:

¢  The smart shopping cart is the temporary storage area for products to be purchased.

¢ The on-board computer (Personal Shopping Assistant, PSA) provides the necessary
user interface for customer interaction and facilitates the remote data exchange with the
back office.

e The StoLPaN back office coordinates the front-end devices and provides for the data
exchange and the integration with the legacy systems of the retail operation.

Let’s see how these components have been implemented by the StoLPaN consortium.

Fig. 6. Smart shopping cart

Smart shopping cart - It is a regular cart equipped with 3 pieces of UHF antennas, an RFID
reader, a small computer (PDA) with display and battery (Figure 6).

It has a sophisticated antenna system that can read the RFID tags (EPC Class1 Gen2) on the
products, found in the shopping cart in any position. The system consists of three switched
high gain antennas, on the left and the right side, and at the bottom of the cart. At anytime
only one antenna is active, while the others are operating as microwave absorbers. The cart
is mounted with absorber in the front side to avoid reading tags outside the cart. The
antenna system ensures that the whole volume of the cart can be read reliably at the 125mW
radio frequency power level (European Standard Mode). Reading is reliable even with large
number of tags. (The maximum number of tags to be handled can be adjusted in the
collision algorithm). The UHF RFID reader reads the tags on the products inside the cart.
We use the reader, according to the European standard, in 862-870MHz band, similarly the
antenna system is designed according to the European regulations. The output power level
can be programmed in the power range 9-24dBm at 50 Ohm. The system has an anti-
collision algorithm for several RFID tags in the cart. The reader engine has a programmable
serial interface for easy programmability from the local computer on the cart. The RFID
reader has a serial to USB interface which connects it to the local on-board computer. From
the local computer software the devices can be seen as serial devices and can be managed
easily. The present program scans the cart with 500ms switching time at 12dBm radio
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frequency power level. The shopping cart has a high capacity battery. Using this battery the
system can operate continuously more than 12 hours.
Personal Shopping Assistant (PSA) - The StoLPaN PSA will create a differentiated shopping
experience and will increase customer loyalty as well as revenues. Nowadays retailer can no
longer compete on price alone. In order to sustain and improve profitability in this highly
competitive environment, retailers need to differentiate themselves from other stores, to
strengthen customer loyalty and to increase overall sales. To survive in today's highly
competitive environment, stores must achieve a new level of service excellence, eliminating
long lines at the checkout counter and long waits for price and inventory checks. The
StoLPaN PSA will provide a unique retail experience to promote customer loyalty as well as
streamline everyday processes to maximize the productivity of retail associates, providing
better control over labour costs while freeing up time to provide more personalized
customer service. Customers can begin their enhanced shopping experience by simply
swiping a loyalty card or by touching it with the mobile phone to unlock and activate the
StoLPaN terminal. Afterwards, the customers are free to move throughout the store
performing a wide variety of tasks — from scanning purchases to self-checkout and finally
payment. Since the StoLPaN PSA can gather key data about customer’s purchasing
behaviour and decisions, the device enables the development of real-time push 1-to-1
promotions to shoppers. Wireless LAN connectivity delivers up-to-the-minute information
on customers, while the StoLPaN architecture eases integration with current Point of Sale
(POS) and Customer Relationship Management (CRM) systems, turning each customer visit
into actionable business intelligence. In turn, shoppers benefit from more practical and
valuable promotions that offer savings on regularly purchased products — increasing the
likelihood of consumption.
From a technological point-of-view, the PSA is a general purpose PDA with a 4 inch 480x640
pixel display, with SD I/O port and WIFI interface, with a Windows Mobile operating
system. (Presently an HP IPAQ214 is used, but any other types of small PCs could suit the
purpose).
The computer serves the following functions:
e has a touch screen to allow the customer to select the various functions;
¢ has an NFC dongle (WD1010 connected to the SD i/o port) to communicate with the
NFC handset or to read the contactless cards of the user;
e receives the antenna signals from the carts and converts them to a protocol manageable
by the back office;
e communicates over secure WIFI with the back office;
e stores product information downloaded at the beginning from the back office to speed
up response to the customer on specific queries;
e displays information received either through the NFC interface or through WIFI from
the back office.
StoLPaN back office - The StoLPaN back office has its own business logic to manage the front-
end shopping devices, as well as it provides the necessary interfaces for the legacy retail
systems. It requests - using web-services - any information that is available and stored in
the legacy. The back office is capable to communicate simultaneously with multiple legacy
systems and to provide/request different data to/from the specified architectures.
The management of the individual virtual shopping cart is provided by the StoLPaN back
office, as well as the operation of the integrated security architecture that checks whether
products leaving the store are identical with the products paid for.
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Smart security gates - The security gate is a shopping cart-wide, cart-length corridor with an
UHF antenna system on the top, at a height of about 1.3 meter. Customers need to push the
smart shopping cart through the corridor while they are passing through at its side. The
antenna on the top of the gate can read the cart content and can retrieve the payment
information of the respective cart from the back office. If the cart content matches the
payment information the customer may leave the store without any further interruption,
while if there is any discrepancy the security personal is alerted. In case of simpler
architectures the security gate is replaced by a handheld security terminal to be carried by
the security guards. Guards can make random spot checks on any of the carts leaving the
store. The terminal provides the payment information on any of the carts they want to check
which they can compare with the actual cart content.

4.3.4 Services

The StoLPaN smart shopping solution supports the following functionality:

1. Loyalty sign-in - Customers with loyalty cards or loyalty credentials in the NFC
handset can sign in with the PSA. This greets the customer with his name and provides
any relevant information (e.g. the number of bonus points available for use,
personalized promotional offers or even a shopping list the customer has generated at
home) the back office is providing as a response.

2. Product pricing - Upon placing the tagged products into the cart the on-board
computer shows the running total of the purchase. There may be multiple prices
shown, original price in one column and discounted price in another column.

3. Product information - When placing a product into the cart, it can be selected for
further detailed information, for example detailed product description or the list of
accompanying or related product, etc. Using the specific Query menu any products
included in the store data base can be searched.

4.  Product location - As part of the product information the exact location of a product in
the store can be shown on the display of the PSA.

5. E-coupons - discounts - The PSA can read e-coupon information from vouchers or
from the NFC handset. The PSA forwards the information to the back office and the
response is the new reduced promotional price information or the rejection of the
coupon including the specified reason.

6. Payment - The smart shopping cart with its PSA can substitute a cashier counter and
can act as a POS terminal. There are three types of payment solutions supported by the
StoLPaN implementation.

e  Cash payment: upon selecting the cash icon on the PSA, the invoice information is
forwarded to a dedicated cashier desk and the customer is advised to proceed to
that given counter. In this scenario products are not counted and scanned again by
the cashier, payment is made based on the invoice generated and forwarded by the
StoLPaN back office.

e Card payment: upon selecting the bank card icon the customer is requested to
present his bank card. The payment is processed by the retail back office as a Card-
Not-Present transaction.

e Loyalty payment: if the loyalty payment option is selected, then payment is made
by using the pre-registered payment instrument of the customer. In this case the
payment transaction is performed either as a regular card payment process, or
using the available amount of loyalty points.
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A future extension of the service can be the introduction of individual pricing. As smart tags
on the products identify specific individual products and not just product categories, it is
possible to price similar products differently on the base of various factors - like closeness of
expiration date, damage of packaging, date of reception, etc.

4.3.5 Barcode and contactless

The original StoLPaN shopping process was developed for smart shopping operations,
where all the products are tagged with smart RFID tags. However, as fully operational and
completely smart retail operations are still a few years away, the solution has been extended
to the traditional barcode based environment. In such an environment, the smart shopping
cart does not have antennas, instead the PSA receives a built-in barcode reader. When a
product is selected, the customer waves it in front of the reader and when the reading is
successful a beep sounds. The process is similar with the loyalty sign-in and coupon
redemption features. All the previously described services are available as well. At the back
office level, the procedures are identical, no changes are necessary. Actually only the
antennas on the cart and the smart security gate need to be added to the StoLPaN smart
retail operation upon conclusion of a migration from the barcode based to RFID
identification. All other features of the new StoLPaN shopping process can be continued
without any modification and loss of investments.

5. Beyond the StoLPaN Project: future challenges for NFC-based services

The StoLPaN project ended in 2009, identifying four key topics for the future of NFC
ecosystem (StoLPaN consortium, 2009b). The consortium is still working with Global
Platform and NFC Forum to have the Project results endorsed by these standardization
bodies.

Beyond the StoLPaN project, the authors have identified three major points that have to be
considered for the mass adoption of NFC based applications and services. They are related
to the evolution of devices and UICCs, the improvement of OTA communication
capabilities, which make use of communication protocols such as Bearer Independent
Protocol (BIP) with the overlaying Card Application Toolkit_Transport Protocol (CAT_TP),
and finally the use of Smart Card Web Server (SCWS) technology for increasing SIM-based
applications’ capabilities.

The evolution of mobile devices includes the evolution of the UICC and related SIM logical
module too. The capacities of the SIM, as well as the applications supported, improve and
increase with the (U)SIM (Universal Subscriber Identity Module), which is used in 3G
mobile phones. By increasing its capacity, the (U)SIM can host the Secure Element with the
user’s personal information along with the keys for data protection. In the (U)SIM the SE has
a dedicated area for memory and logical elaboration. As we have already discussed in the
paper, according to the Smart Card Alliance and Global Platform (Global Platform, 2006),
the SE can be divided in different Security Domains (SD), which are separated and logically
distinct domains controlled by different Service Providers.

As each SD can be dynamically managed via wireless networks, users can choose their
favored services and personalize the carnet of applications on their mobile phone whenever
they wish. This improves the service usability, while the user’s satisfaction increases.
Moreover, the mobile phone becomes a real multitasking object used to pay, to travel, to get
discount coupons of the own preferred brands and to communicate with friends.
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As we already mentioned, compared with smart card technology, NFC applications stored
in the SE situated on the (U)SIM can be modified also after the issuance of the support
thanks to OTA update and management service. In order to increase the amount of
information exchangeable via wireless communication, OTA services can rely on new
protocols besides SMS: the Bearer Independent Protocol and the overtopping layer named
Card Application Toolkit_Transport Protocol. As a consequence of this improvement, it is
possible not only to transmit a greater amount of data, but also to establish a more secure
and reliable communication. More in detail, the BIP and the CAT_TP are able to open a
channel for the transmission of data between the device, the OTA Server and the (U)SIM
card. The communication channel can be opened either by the client or by the OTA Server,
i.e. by the (U)SIM by means of a command to the host device or by the OTA Server by
means of a SMS sent to the (U)SIM.

Finally, the future for mobile applications, even the NFC-based ones, is to use a web-
compliant logic also for the user interface. The (U)SIM already offers a suitable space to host
the Smart Card Web Server (SCWS), which is practically a web server stored locally on the
UICC (Madlmayr et al., 2008). Through this Web Server the user can rapidly access to
multimedia contents both static and dynamic. By using NFC in combination with a SCWS
(now directly connected on the USIM) user can enjoy a richer, more consistent and more
intuitive experience without paying any Internet connection fee, as he can benefit from local
contents similar to the Internet ones. Moreover, since the MNO can update and manage the
contents remotely, it can increase its offer to the end-user.

6. Conclusions

In this paper the authors presented the services, use cases and the future challenges for Near
Field Communication, which is the most customer-oriented one among RFID technologies,
as it can be described as the integration of an HF reader into the most popular personal
device worldwide, i.e. the mobile phone.

After detailing NFC communication modes (card emulation, peer-to-peer and reader/writer
modes) and related use cases such as payment, ticketing and information retrieval, the
authors focused the attention on the standardization and interoperability within the NFC
ecosystem that NFC based services need to achieve in order to reach mass adoption.

The authors presented the results of the research activities carried out by the StoLPaN
consortium during a three-year Project co-funded by the European Commission.

The StoLPaN consortium has worked on overcoming interoperability issues, mainly dealing
with application-level standardization, which has not been considered by standardization
bodies yet. The consortium elaborated a procedure for dynamic card content management
of Secure Elements placed in a mobile handset, identifying key and supporting roles within
the NFC ecosystem. Moreover, the consortium has detailed the technical environment
necessary for the dynamic management of NFC services, building a proof-of-concept
prototype of the NFC wallet application based on a component structure. Finally, StoLPaN
has demonstrated the effectiveness and the efficiency of the solution in a smart retail
environment, tracing the way forward for the migration from traditional, barcode based,
shopping to a smart shopping environment with the support of applications and services
that use RFID and NFC technologies.

Beyond the results carried out during the three-year StoLPaN project, the authors have
finally identified other three major points that have to be considered for the mass adoption
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of NFC-based services and applications. These are related to the evolution of the (U)SIM, the
improvement of OTA protocols such as BIP and CAT_TP and to the migration to a web-
compliant logic for the user interface making use of new technologies such as Smart Card
Web Server.
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1. Introduction

A cyber-physical system (CPS) is a system which combines and coordinates the physical
system and informatics or computational entities (including computation and communication)
into a tight mode. Nowadays we can see the applications of cyber-physical system in the fields
of aerospace, automotive, chemical processes, civil infrastructure, energy, healthcare,
manufacturing, transportation, entertainment, and consumer appliances.

First, the typical feature of a cyber-physical system is the combination, the CPS is a system
deeply combined with computing and physical system. Compared with the so-called
embedded system, the percentage of the physical component involved in a CPS is higher
than those in an embedded system (shown in Figure 1). In an embedded system, the main
focus is on the computational elements, not on the link between the computational and
physical elements. Second, unlike a traditional embedded system, usually a CPS is designed
as a network of the interaction between the physical input and output, instead of being as a
standalone device. The notion is tied to the concepts of robotics and sensor networks. The
improvement of the link between computational and physical elements using the advances
in science and engineering will boost the use of the cyber-physical systems. Several
applications of the use of CPS are “the intervention (e.g., collision avoidance), precision (e.g.,
robotic surgery and nano-level manufacturing), operation in dangerous or inaccessible
environments (e.g., search and rescue, firefighting, and deep-sea exploration), coordination
(e.g., air traffic control, war fighting), efficiency (e.g., zero-net energy buildings), and
augmentation of human capabilities (e.g., healthcare monitoring and delivery)” [1].

A Radio-frequency Identification (RFID) system is a typical cyber-physical system because of
its mainly functional and physical components: (1) The computational element: although a
passive RFID tag normally only contains the storage function, but the whole RFID system
(mainly in a RFID tag reader) and the post-processing system have the computing and data-
processing functions; (2) The controlling element: usually a RFID system is under the control
of an inner micro- control-unit (MCU); (3) The communication element: in a RFID system,
nearly all the information is exchanged via the wave of radio frequency (RF), the data and
controlling flows are established via a 2-way RF communication. During the work process, the
traditional RFID uses the electronic tags which are placed on the items to track their locations
or descriptions. The RFID tags are tiny microchips that can, in some cases, be fabricated
smaller than a pinhead or a grain of sand. The chip is attached to a tiny antenna which allows it
to communicate and transmit information. Figure 2 is a blown up view of a simple RFID tag [2].
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Computation

Fig. 1. Three main functional components in a cyber-physical system
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Fig. 2. The structure and outside view of RFID tags

Mostly the regular RFID systems for the civil use are classified into three types - the passive,
the semi-passive, and the active RFID. A passive tag is dormant until it is triggered by a
signal from a RFID reader. A passive tag does not have a built-in power supply, so it needs
the radio frequency energy (electromagnetic wave) from the RFID reader. These tags are
particularly popular in use because they can draw the power wirelessly, such that the size
and price can be reduced much. Furthermore, these tags can be applied on almost
everything because of the wide use of the wireless power supply. A semi-passive tag



RFID Applications in Cyber-Physical System 293

contains a small battery to function an inner timer or random access memory. However, the
power supply does not actively communicate with a reader until it is requested. When it is
requested, it uses the radio wave power to transmit the information to the reader, which is
the same as that of a passive one. An active tag has a more powerful small power source (a
battery or other changeable DC source) built-in. Unlike the semi-passive tags, it can actively
communicate with the readers without the need of radio wave power.

The most common type of RFID tags used on the market is the passive type and the tags rely
on the readers for the energy. A RFID reader usually has a Radio Frequency (RF) module
that allows it to transmit and receive messages. It is also manufactured with additional
interfaces (e.g. RS 232 or RS485) to allow the connection with the PC’s, etc. Figure 3 shows a
simple diagram of the communication between a RFID reader and a tag (or transponder).
The “application” shown in the diagram is an enterprise network infrastructure.

—Data 1
Iz I I .-‘Ir"r A\
ID Clock 7/ Coupling \\,\ Contactless
WA\ Element // / > .
Reader N\ / data carrier
Energy A /
A
Computer
Application

Fig. 3. A Simple passive RFID system diagram

In this chapter, we will study the mixture of a cyber-physical system using the RFID
technology. As mentioned above, in a traditional embedded system with a built-in power
supplier, using the passive RFID tags is subject to losing the processing ability without the
RFID tag readers. To meet the requirements of CPS key application, it is necessary for the
RFID tags to contain the batteries and operate the inner MCU and microchips. In the
following sections, we will discuss the design on the key applications of the RFID system
with the active mode [3].

2. Active RFID system

As discussed in the previous section, usually a passive tag holds a unique identification
code or a number of 8 bytes in length, along with other small pieces of information. The
active and passive tags are different based on the types of information they store. A
common passive tag only stores the object identification information, whereas an active tag
stores the object description and its transportation history, in addition to the identification
information. A real active RFID tag is shown in Figures 4 and 5 [4, 8].
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Fig. 4. A compacted active RFID tag

Fig. 5. An active RFID tag with a changeable antenna

To meet the requirements of the key application of cyber-physical system, we should
analyze the applicability of a passive RFID system with details. Usually, the microchip in a
passive RFID tag is sealed with a plastic cover statically and cannot be altered from its
manufacture or configuration. But the information on the tags is able to be rewritten. There
are three different core devices which are able to re-write the data into the RFID tags [6]:
(DEEPROMs (electrically erasable programmable read-only memory) are most commonly
used among these three. Usually an EEPROM memory capacity ranges from 16 bytes to 8
kilobytes. The disadvantage of using this device for the writing process is the high power
consumption. (2)FRAMs (ferromagnetic random access memory)’s reading power
consumption is lower than that in the EEPROM. But the manufacturing problems in the past
cause an impact on its market acceptance. The FRAMs have a similar limit in the memory
capacity. (3)SRAMs (static random access memory) are used especially in the microwave
systems and have very high writing cycles. In order to retain the data, it needs an
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uninterrupted power supply, such an auxiliary battery or some other power sources should

be equipped for the tags. This obviously limits its usefulness. The SRAMs memory capacity

ranges from 256 bytes to 64 kilobytes. From the manufactory experience, a RFID tag can be
read and written up to 10 billion times before its performance drops, so the future of this tag
is optimistic.

As mentioned in section 1, the application of CPS inclines to “more computation power”,

the RFID system using passive tags shows several disadvantages when examined with the

requirements of CPS applications.

e The processing ability of RFID tags is extremely based on the reader or the connected
computers. The tag has a very weak computing ability, so a passive RFID tag is barely
as an electrical ID container.

e A passive RFID tag is not able to take any kind of sensor to carry the environment data
because of the lack of the driving circuits.

¢ Even in an active region of a passive RFID reader, the energy supply from the radio
coupling of the electromagnetic coil is not sufficient for a more complex computation to
function the RFID card’s MCU.

e The two-way complex communication is subject to suffering more electromagnetic
interference (EMI) during the communications between the card and the reader, plus
the radio coupling interaction.

Due to these disadvantages, a passive RFID tag and its reader system cannot meet the

requirements of CPS applications. Table 1 is shown in Yamada’'s research [5]:

Items Passive RFID tag Active RFID tag (Con.) Active RFID tag (new)
Comm. Range 70cm/ 3m - 7m more than 10m around 10m
Battery life (no battery) around 1 year around 1 year
Security weak N/A, or weak strong
Cost less than $1 less than $10 around $10
Application distribution/ inventory tracking person tracking person
control of goods. (restricted area) (no restriction)

Table 1. Classification of RFID tags

Apparently, an active RFID system can be described highly the likeness of wireless sensor,
which has shown to be a successful and mature system. The largest deployment of the active
RFID is done by US Department of Defense (DoD), the DoD uses the Savi active tags on each
of its over a million shipping containers that travel outside of US.

However, different from a pure wireless sensor system, an active RFID system network is a
kind of Ad-hoc network, that is, a heterogeneous network. From the communication
protocol point of view, an active RFID reader and its corresponding tags can work with a
one-to-many model (and vice versa): one tag can be coupled with many readers (the reader
can be defined as a base station in the Ad-hoc model). So when designing the active RFID
system protocols, we should consider the difference between the peer-to-peer model and
one-to-many model (or many-to-one).

From the network topological structure point of view, a heterogeneous network is wireless
based. It is a good carrier for the two-way wireless communication. Here, we define the
RFID system used in a CPS system as the followings:

RFID application in CPS = active RFID system + wireless sensor + protocols + network
collaborative mechanism
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In the next section we will study a typical RFID application in CPS system.

3. A typical RFID application in CPS: a case study

This case study is about the use of an active RFID system which includes a few readers (as
the base station) and many active tags (as the sensors) to build an active wireless positioning
network, which is a pre-research one of our project [7].

The positioning based services for the geographic information are important in the civil
applications, such as the travelling, geographic measurement, harbour operation, driving or
logistics; as well as in the military, such as an emergency support or emergency logistics.
Today, the global positioning system (GPS) is the most widely used and most well
developed positioning system. A GPS receiver uses a high-precision referenced time from a
low-orbit satellite to conduct the distance measurement, and it calculates the position by
using the geometry methods. The GPS system provides a high positioning accuracy, an
excellent timeliness and a strong anti-interference ability. The GPS has many advantages,
but with a fatal weakness, that is, its positioning ability and performance are affected
distinctly when the receiver is out of the region of the GPS satellite’s signal. For example, in
an application of the military emergency logistics, when the military vehicle is running in a
tunnel or the soldiers are in a thick forest or in a construction, the GPS can not provide the
robust positioning service. Especially in a situation such as the need for a rapid response,
the loss of GPS performance may cause the possession lost or more casualties. To avoid this
problem, the in-door positioning based service is needed for both the military and the civil
applications. We study a kind of GPS-independent active positioning system, based on an
active RFID system and the TOA (time of arrival) technology and related algorithms [7].
Based on the theory, the distributed node location service uses the referenced base stations
(i.e. an active RFID reader, they have the absolute or relative positions of RFID tags) in a
distributed network. The node location service is a highly potential core service in the
location-based service when applied in a distributed scenario. It shows a great potential,
especially when it is used for the positioning in the complicated or blocked indoor/outdoor
environment, emergent logistics management, and disaster-relief emergent positioning, etc.
Currently, based on the positioned objects, the distributed node location service's algorithms
and the systems can be categorized into a self-node positioning and a target-node
positioning. Here we only focus on the self-node positioning. In the positioning technology,
a node in the network is recognized as a beacon node or an unknown node based on
whether the node is assigned or not assigned with the location information (relative location
or absolute location via the GPS or other devices). As the unknown nodes gaining more
relative information during the process, therefore, in order to reduce the overall networking
loads and the communication cost, the number of the beacon nodes should be limited.

We consider the unknown nodes in the network as the sensors with some special functions
(e.g. a function of measuring the distance) and the beacon nodes as the base stations, such
that the network with a specific topological structure is a heterogeneous wireless sensor
network (WSN). Generally, a well-designed WSN mainly contains the following units:

¢ Transmission units (including the distance sensors and A/D modules);

e Processing units (including the MCU and embedded software system);

¢  Communication units (including the radio frequency modules).

We could see clearly that these requirements can be well met based on the active RFID
system. In this section we address some key issues on the range based positioning service
and study a novel model of the node-location service based on the aforementioned CPS
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model. The theoretical analysis shows that this model can provide a good and stable
positioning accuracy and a strong robustness for the scenes where the network topology
structure or the node's surrounding environment varies. In addition, it also benefits the re-
organizing of the network and the corresponding the active RFID tags’ surviving time.
When we combine the node-location service with the proposed model, a new positioning
service mode is formulated, that is the wireless sensor network positioning technology.
Compared with the traditional wireless positioning technology, it provides new features
below:

e Large scale;

¢ Low hardware resource requirement;

e  Non-centralized Ad-hoc network;
e Low energy cost;

e  Self-organizing;

¢  Dynamic topology;

[ ]

High positioning accuracy;

¢  Dynamic positioning supported;

¢ Communication and positioning;

The accuracy of the range-free positioning service and its convergence rate highly
depends on the estimated accuracy on the network's average jumping distance. When the
anisotropy or the topological structure of this RFID system’s organized WSN becomes
complicate, the performance of the algorithm will be significantly weaken. Therefore,
compared with the range-free positioning algorithm, the range-based positioning
algorithm has such advantages as a better accuracy and a shorter response time. However,
on the other hand, it also holds some disadvantages, such as a higher requirement for the
hardware and the more power cost. To balance the advantages and the prices, we choose
a TOA (Time-of-Arrival)-based distance measurement technology under the WSN as the
prototype model.

According to the discussion above, we realize that the in the pursuit of the highly realizable
accuracy of the positioning sacrifices the fast response rate and narrow bandwidth with less
power cost. An optimization should be reached. We propose a method to simulate and
calculate (or optimize) this point by using a statistical model. A lower bound of the
positioning accuracy based on the TOA and WSN methods is also discussed in this section.
The algorithm of the TOA costs less hardware resource in the applications, it is helpful to
enhance the reliability and robustness of the model. Using the TOA distance estimation, we
can apply the trilateration method for the positioning, which is shown in Figure 6.
Considering the mixture of cyber-system and physical system; the aforementioned theory
can be designed as algorithms and be coded in MCU of the active RFID tags.

Figure 7 shows the experimental results of the proposed method. The detailed experimental
platform is described below.

We physically implemented the specified positioning equipment using the proposed model.
The equipment includes an IEEE 802.15.4a chirp spread spectrum (CSS) system, its time-
domain and frequency-domain characteristics are shown in the Fig 8. The receiving
sensitivity of beacon nodes and unknown nodes is greater than -97dBm. They work in a
duplex mode, cooperating with a gain antenna and a related operating system, and the
experiment shows a good signal-to-noise ratio (SNR). The average loaded RF power is only
1mW, which could significantly ensure the surviving time of the unknown nodes.
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Fig. 6. The estimation of the position of an unknown node by using the trilateration method
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Fig. 7. The experimental results of the bacon-based active position system

The model system has a strong ability of the anti-multi-path-interference and anti-human-
interference. In the modulation, the pulse resolution is adjustable in order to be adapted in
different application environments. The networking protocol is uncomplicated and reliable;
it can be also added with a 128-bit hardware encryption, which can effectively prevent the
interference from outside and the disclosure of the location information.

Based on our prototype of the design, we have made the experimental product. Figure 9
shows the experiment platform which realizes the algorithm and the active RFID system.
We improved this product with a compact size and low-power consumption. The key
parameters of the tag are listed in Table 2.

Other product’s entities and the related software interface are listed in following Figures 10,
11 and 12.
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Fig. 8. The time-domain and frequency-domain characteristics of the CSS signal

Fig. 9. Experimental platform using RFID reader, tag and wireless transmitting system

35X 14 X 2mm

Dimensions:
Power supply: 2.7V
Energy 0.15W
consumption:
Weight: 30g
Radio frequency: 2412~~2484M
Antenna type: Built-in (Ceramic or
micro-strip)
Installation: OEM module, SMD . s . .
Interface: TTL, SPI gggulfle; Chip module and integration
Level of P65
protection:

Table 2. The compact-sized positioning active RFID tag
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Fig. 10. The indoor positioning sensor and active RFID positioning tag
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Fig. 11. The related software running on the reader’s computer (in 2D mode, red spots
indicate the tags’ relative position and the blue shadow area is the error space in XY-plane)



RFID Applications in Cyber-Physical System 301

I _——  (Goko

Wit

Pickup
Putdawn
Set Yelocity

Wanish k

Ezxit Scripk
Loop

Choose Object
Edit Properties

Delete

Fig. 12. The related software running on the reader’s computer (in 3D and live-action
modes. In the left, the yellow spot means the tags’ relative position, the purplish red shadow
area is the error space in XY-plane, and the blue cylinder is the height in Z-axial)

4. Summary

In conclusion, the active RFID system has shown the gain of a great potential for building a
highly-mixed system of information and the physical devices. In this chapter, we compare
the RFID system with a traditional wireless sensor network system and discuss the
applicability of the type of RFID systems. We propose and study the design idea,
methodology, product and experimental results of an active RFID based relative positioning
system.
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1. Introduction

Harsh or hazardous environments, e.g. continuous furnaces, process chambers, rotating or
moving objects, require a robust wireless passive transponder technology for sensor and
RFID applications. The transponders’ operating temperature often exceeds 200°C in these
applications and is way above the thermal limit of CMOS devices. Surface acoustic wave
(SAW) devices are excellent candidates for high temperature applications as their operation
has been shown at temperatures of 1000°C (Hornsteiner, 1997). With the use of an RF (radio
frequency) antenna SAW devices can be interrogated passively and wirelessly.

The main advantage of surface acoustic wave sensors is their outstanding thermal stability
specially compared to semiconductors. The sensors utilize the piezo-effect that creates so-
called surface acoustic waves by means of a transducer structure on the surface of the
sensor. Metallization gratings, so called reflectors are used to supply the device with a
unique identification code (ID), achieved by pulse position coding (Reindl, 1998). This
allows using the device as a high temperature stable RFID transponder (radio frequency
identification). Depending on temperature or mechanical strain the surface acoustic waves
are also affected. These changes on the surface acoustic waves can be used to implement an
additional sensor functionality. In this way pressure sensors in combination with
temperature sensing have been demonstrated [Pohl,1997; Kalinin, 2004].

In ideal application fields of SAW based RFID systems environmental conditions like high
temperature or high doses of y-radiation exist. Successful application examples are the
automatic identification of pressure sensors, vehicle identification in paint shops and several
tagging tasks in the steel industry. Often the temperature information contained in the
response signal gives valuable additional process information of the tagged goods.

This chapter gives an overview of SAW based RFID transponders made for extreme
conditions like temperatures up to 400°C or cryogenic temperatures down to -196°C. Their
function principle and system performance is explained and pertinent application examples
are given.

2. Principle of operation

A wireless surface acoustic wave based RFID system essentially comprises a reader unit
emitting and receiving radio waves and a SAW reflective delay line attached to an antenna,
building the transponder (Figure 1). For data acquisition, the impulse response of the SAW
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transponder is analysed by a digital signal processor. The response signal contains a pattern
of reflectors, which resembles for instance a binary, decimal or hexadecimal code. Utilizing
the natural sensitivity of the piezoelectric substrate crystal, e.g. on temperature or strain, the
SAW tag can operate as a sensor.

Fig. 1. SAW transponder interrogation setup.

The SAW RFID system is suited for high operating temperatures as it is purely based on
piezoelectricity and therefore fully passive. It makes use of the piezoelectric-substrate
lithium niobate. The operating principle of the system is as follows:

A high-frequency electromagnetic (EM) interrogation signal is picked up by the antenna of
the passive SAW device and conducted to a transducer. The interdigital transducer (IDT)
converts the received signal into a surface acoustic wave (SAW) by the converse
piezoelectric effect. The SAW propagates towards reflectors distributed in a characteristic
barcode-like pattern and is partially reflected at each reflector. The acoustic wave packets
returning to the IDT are reconverted into electrical signals by the IDT and sent back to the
request unit by the antenna. This response contains information about the number and
location of reflectors as well as the propagation and reflection properties of the SAW. It is
evaluated by the interrogation unit to extract the desired information.

In a particular design example eight reflectors are used to supply the SAW device with the
unique identification code (ID) and a temperature sensing functionality. The first response
pulse should have an adequate time delay towards the interrogation pulse to avoid
environmental electromagnetic reflections and echoes corrupting an early sensor response.
A practicable value for this delay time is 1.0 ps. In Figure 2, a typical impulse response of the
designed SAW tag is shown. The SAW’s edge reflection (at 0.4 ps) and crosstalk signal rests
can be seen in the time between 0 and 1 ps. Then, the tag’s eight response pulses rise clearly
out of the surrounding noise level (about 1 ps up to 2.25 us). The first and last pulse take the
function of start- and stop-bit and are used for compensation of temperature changes, the
second pulse is additionally taken for temperature measurement. Via pulse position coding,
(Reindl, 1998) the other pulses are used to encode a unique ID comparable to an ID stored in
a microprocessor’s ROM.
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While wireless interrogation can be achieved at any readout frequency, there is only a
distinct number of radio frequency (RF) bands which are free for industrial-scientific-
medical (ISM) applications. Here, the ISM band from 2.4 GHz to 2.4835 GHz proved to be
most suitable as it has an adequate bandwidth (83.5 MHz) and an almost worldwide
geographical licence. At the same time it allows a read out at a distance of several meters. At
this frequency, the RF wavelength is about 13.5 cm, thus permitting the usage of simple and
small antennas, e.g. dipoles, slot- or patch antennas, favorably for the transponder part.
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Fig. 2. Impulse response of a SAW transponder with eight reflectors.

2.1 Reader systems for SAW transponder

Reader systems for SAW transponders usually utilize the continuous wave radar principles.
Impulse radars could be considered but are inferior in cost and are not efficient in terms of
feeding the electromagnetic energy in the transponder. A set of three radar types are
investigated: First, a frequency modulated continuous wave (FMCW), second, a frequency
stepped (FSCW) and third, a switched frequency stepped (S-FSCW) radar. All three realized
types generate a RF ramp within the ISM band at 2.4 GHz. The FMCW radar is equipped
with a fast direct digital synthesis (DDS) based frequency synthesizer that provides fast
frequency sweeps of 100 us duration (Figure 3). The DDS works with a frequency pre-
distortion to combat non-linear frequency chirps as reported in (Scheiblhofer, 2006). The Tx
and Rx paths have separate antennas to achieve better signal isolation. The front-end collects
during one frequency sweep 1024 data points. Data averaging is performed by repeated
frequency sweeps over the whole bandwidth.

The FSCW radar generates the frequency ramp with a phase locked loop (PLL) based
synthesizer (Figure 4). The synthesizer is significantly slower than the DDS providing sweep
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durations of 100 ms. During one frequency sweep the radar collects 636 data points.
Contrary to the FMCW the measurements are taken on discrete frequency steps.

The S-FSCW radar front-end is additionally equipped with Tx- and TRx switches (Figure 5).
The switches are accurately synchronized to the signal response of the SAW delay line
(Figure 2). The method yields in a significant reduction of environmental echoes and noise
(Stelzer, 2004). The radar collects 636 data points during one sweep. The FSCW and the
S-FSCW radar can average data either on a single frequency step or alike the FMCW over
the whole sweep.
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Fig. 3. Block diagram of a FMCW radar front end.
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Fig. 4. Block diagram of a FSCW radar front end.
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Fig. 5. Block diagram of an S-FSCW radar front end.

2.2 Package for SAW transponder

An important aspect for the transponder is the development of an appropriate packaging,
which is functional at high temperatures (HT). A metallic housing with glass feed-throughs,
withstanding temperatures up to 400°C is shown in Figure 6. The sensor tags’ fixation inside
the housing is done by a polyimide glue and its electrical interconnection by wire bonds. It
is essential that the packaging is hermetically sealed. This is best done by resistance welding
the lid to the socket. The weld is robust against high temperature and high temperature
gradients. A complete transponder tag, using a monopole antenna welded to the pins is the
simplest form of tag-antenna integration. This monopole tag is fully functional and does not
need any additional hardware or any power supply. It can be injection molded into various
plastics or ceramics depending on target applications. For optimized read range the
connector pins can be welded to a stainless steel slot antenna. The interconnection between
tag housing and antenna is done by laser welding, making this RFID transponder system
HT resistant well beyond 400°C. It can easily be screwed on metallic objects via the inte-
grated assembly units. By the design of this transponder, a metallic surface acts as a

Fig. 6. Transponder housing TO39 (left) and custom KOV AR® housing (right).
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reflector, increasing the antenna gain. This in turn doubles the operable readout range. An
alternative package is shown in Figure 6 (right). This KOVAR® package is optimized for
thermal conductivity to the sensing SAW element, thus increasing the temperature
dynamics by a factor 5.

3. System performance

The robustness of SAW transponder technology was proven with various temperature tests.
SAW transponders are not only stable at high temperatures; they even can be read out
operationally. In case the transponder is read out at high temperature a reduced read-out
distance has to be taken into account in the system design.

3.1 Durability

The durability of the packaged SAW devices has been tested by thermal aging (Fachberger,
2008). Several tags of each type of metallization were stored in an oven at temperatures of
300°C and 350°C. Measurements were made in an air-conditioned cabinet at 22°C. The
devices were placed in a test jig equipped with lateral interfering spring pins and measured
with a network analyzer (NWA). In some cases the contact pins were oxidized on the
surface; these pins had to be cleaned with a blade to achieve a good electrical contact to the
spring pins. For each measured device the weakest peak amplitude was recorded. The
rejection criterion was defined to be a decrease of more than 3 dB in the peak amplitude
(measured from the initial level). That is the failed devices were still operating but were
significantly degraded.
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Fig. 7. Annealing at 300°C. Peak amplitudes over annealing time
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First tests using a standard Al/Ti metallization showed very poor behavior at 300°C
annealing. Some of the devices showed a run-in effect, where the peak amplitude dropped
below the rejection limit in the first 20 h at 300°C and recovered after further heating. After
aging for 450 h at 300°C all devices were rejected. Subsequently an Al/Ti sandwich
metallization was developed.

The Al/Ti sandwich devices also showed a run-in effect for the first 1000 hours at 300°C
during which the signal level actually increased. Figure 7 shows the amplitude over time
at 300°C. The rejection criterion was exceeded after 4350 hours (more than 6 months) for
one of ten devices. Aging at 350°C produces a similar behavior; run-in with increasing
signal level is observed within the first 50 hours (Figure 8). After 300 hours three of ten
devices dropped below the rejection limit. Interpolating the overall trend, we estimate a
lifetime of 4000 hours at 300°C and 250 hours at 350°C. According to the Arrhenius
equation, a lifetime of 15 hours can be estimated at a temperature load of 400°C (assuming
that no further reactions are activated).

To check the effect of temperature changes, cycling tests were carried out. A batch of 15
packaged Al/Ti sandwich devices was placed in a preheated oven at 240°C. Every 15
minutes air cooling was turned on or off. Cycles between 30°C and 230°C were achieved
in this way. The devices were measured according to the procedure described in the
previous section.

Even after 5600 cycles none of the device exceeded the 3 dB rejection level (Figure 9).
Some deviations in the peak amplitude are present, however, as no trend can be observed,
these are presumably artifacts of the measurement (e.g. variations of the electrical contact
resistance between spring pins and contact pins due to oxidation of the contacts” metal
surface).
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Fig. 9. Cycling between 30°C and 230°C. Peak amplitudes over cycles.

3.2 Read out range

The read out range can be a compulsory system specification especially in harsh
environment where antennas cannot be placed arbitrarily. The achievable range of typical
SAW transponders was measured in various benchmark configurations. Depending on
antenna gain, output power and noise reduction via averaging the read range results in 5
m and above. All measurements were carried out with a FSCW (frequency stepped
continuous wave) reader and a SAW transponder with a slot antenna at 25°C and a
radiated power of 10mW EIRP. The antenna gain, the antenna configuration and the
averaging settings were varied.

The results of the distance measurements are summarized in Figure 10. The readout
distance is defined as the distance where the signal power sinks below 80 % of the reference
signal, where 1x 9 dBi or 1x 18 dBi means that one reader antenna per channel with an
antenna gain of 9 dBi or 18 dBi is used, 2x 9 dBi or 2x 18 dBi means double antenna per
channel mode. In addition, some measurements have been performed using the averaging
ability of the system. This facility increases the readout range but at the cost of readout
speed. With a two antenna system using 18 dBi each and an averaging factor of 8 (8x av.), a
maximum readout range of about 6.5 m has been achieved.

Figure 11 shows the readout range between RT and 300°C using a 9 dBi antenna in single
channel mode, for a single shot measurement. The measured read out range at RT was
taken as reference distance. At 300°C, the readout range decreases to 30 % of the original
range at RT. Due to physical effects, the attenuation of the transponder signal increases
with operating temperature. In the temperature range between RT and 300°C, the loss is
almost linearly 0.05 dB/pus °C. Roughly half of this value, 0.02 dB/us°C [13], can be
ascribed to the change of the acoustic propagation attenuation of the crystals with
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temperature. The other half of the attenuation can be referred to the temperature
dependent frequency shift of the transducers and the transfer function of the transponder
antenna relative to the fixed ISM band.
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Fig. 10. Read range for various antenna configurations and averaging factors.
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The described tags work also as temperature sensors. It is possible to measure temperature
with at least 0.6°C of accuracy, depending on calibration sets and evaluation algorithm. This
theme is discussed in detail in (Fachberger, 2006) and is omitted here because this chapter
focuses on the RFID-applications of the tags.

3.3 Exposition to gamma radiation

To examine the robustness of the tags further, the devices where exposed to strong
gamma ray doses to investigate their behavior in sterilization chambers e.g. those for food
or medicine sterilization. The dose started with 6 kGy (Gray, 1 Gray =1 Joule per kg mass
of absorbed radiation) and was increased up to 100 kGy so that every tested tag had to
withstand a summarized radiation of more than 500 kGy. Table 3 lists some ranges for
specified radiation doses. During that test, no degradation was observed. The tags can be
used in environments with high doses of gamma radiation, e.g. food or medical
sterilization chambers.

Radiation dose Application / Effect
0.1 mGy Flight in stratosphere
1.2 -2 mGy Natural Radioactivity
45-5Gy Human lethal dose
40-70 Gy Tumor treatment
Up to 10 kGy Sterilization of food

Table 1. Table of radiation dose and specific applications

4. Application examples

In practice the application SAW transponders comes in discussion literally when
alternative technologies fail, i.e. do not survive the process conditions. SAW transponders
do not offer memory and work with proprietary reader systems and above all they are in
the price range of active tags. Still the cost-benefit analysis works out for certain
processes. The key factors are: cost of tagged investments, cost of lost tracks or lost
assignment of assets, follow-up costs of safety hazards and cost savings through process
optimization using RFID.

4.1 Automotive paint shop

Modern automotive paint lines are fully automated. However, the automatic assignment of
the car body to the process parameters (shape, paint color) is rather difficult as heating
cycles with maximum temperatures of up to 250°C are involved. Conventional RFID-tags,
and even conventional SAW-tags cannot stand these conditions for long term. Through the
optimization of the SAW-metallization and a customized metal antenna it was possible to
reach the required lifetime of the tag. In combination with a solder free packaging and
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assembly technique a very robust and stable SAW-transponder was achieved. The cycling
test showed, that after 3000 cycles from room temperature to 220°C and back, with a hold
time of 30 min for each temperature level, the drop out quote was well below 10%. The drop
out was defined as a degradation of the signal amplitude of 3 dB compared to the initial
amplitude values, the same definition used for the durability tests described in chapter 3.1.
In this case a different SAW metallization based on Al and Cu was used. In this way a
higher readout range could be achieved, however the temperature stability of these tags is
slightly lower than of those presented in chapter 3.1.

Fig. 12. SAW transponder used in automotive paint shops (Source: Baumer Ident).

4.2 Identification of slag vessels

SAW transponders are increasingly investigated by steel producing companies. Due to the
high temperatures of handling assets like steel and slag vessels the advantage of SAW
transponders comes in place. The cost ration of tagged item per tag remains small and the
revenues through a well-documented track process are high. The example shows the
tagging of slag vessels from tapping to the heap.

Recycling processes of slag coming from the converter and stored in special slag ladles
strongly depends on the slag composition. A correlation of the casting process and the slag
ladle is recommended for high quality post-processing of the slag. For an automatic
transport logistics a SAW transponder for identification was placed directly on the ladle.
The transponder had to withstand temperatures of up to 350°C and heavy mechanical
shocks during emptying of the ladle. An exemplary system configuration is shown in
Figure 13a. In spite of the metallic surrounding and coexisting WLAN, a readout distance of
4 m had been achieved. The tags were mounted inside the transport ears to have more
protection against slag splashes and collisions with the transport hook (Figure 13b). Figure
13c and 13d show the rough environment around the slag tapping and the emptying of
ladles on the heap. Slag vessels have also been tagged while being transported on the crane
as shown in figure 14.
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Fig. 13. (a) System setup for interrogation, (b) mounting of the tag, (c) area of slag tapping,
(d) slag vessel emptying on the heap

Fig. 14. Slag vessel on the transport crane.
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4.3 Identification of slide gate plates

Another example from the steel industry shows the application of SAW transponders for
tagging of slide gate plates and monitoring their temperature behavior during the cast. A RFID
sensor system to track slide gate plates and furthermore to continuously monitor the
temperature during steel casting was developed. The sensor system should help to optimize
the casting process and as a consequence reduce costs by improving slide gate plate logistics,
maximizing individual plate usage, and minimize unscheduled casting interruptions.

Fig. 15. (a) Slide gate mechanics, (b) implementation of a SAW transponder in the plate

Slide gates, as shown in Figure 15a, are large valves, which are used to regulate the flow of
liquid steel (Fachberger, 2010). The flow is controlled via the overlap of two holes, one in
each of the two refractory plates. During casting these ceramic plates are exposed to high
temperatures of more than 1500°C, high mechanical loads of several tons of liquid steel, and
chemical attack by e.g. alloys. Depending on the steel grade, the throttling, and the casting
time the plates have to be replaced before a critical degree of wear is reached. SAW
transponders are mounted on the outer radius to limit the heat exposure (Figure 15b).
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Fig. 16. Temperature monitoring of slide gate plates during casts and maintenance; the
usage of plates (casting time, replacement frequency) is monitored throughout the casts via
antennae inside the slide gate mechanics and further data transfer to the control stand.
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4.4 Identification of automotive pressure sensors

Identifying individual sensors is often desired, in particular when sensors are frequently
replaced or recalibrated, as e.g. in test blocks for combustion engines. Here a commercially
available pressure sensor from AVL, which is typically mounted close to the combustion
chamber of an engine, has to be identified, and therefore, was equipped with an
identification tag (Figure 17). The aim of the identification (ID) is to automatically assign
correct calibration data. With an ID-tag placed inside the pressure sensor housing instead
of a standard RFID tag being attached to the end of the sensor cable, as in existing
solutions, cables can be disconnected to reduce set-up time without the need of carefully
reconnecting sensors to assigned connectors. This reduces set-up time as well as prevents
from incorrect measurements caused by wiring errors and the use of incorrect calibration
data (Bruckner, 2003).
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Fig. 17. Principle of the RFID coding using pulse position coding with a decimal basis.

The concept of the presented identification system and the integration in existing sensor
systems is sketched in Figure 18 below. In the given example an AVL pressure sensor
operating under extreme environmental conditions (pressure, temperature, vibration, shock)
is connected to a sensor-evaluation unit. The identification system may only use the existing
shielded connection without direct ohmic connection, not destroying the high isolation
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Fig. 18. Principle of the SAW transponder integration and readout in the sensor.
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resistance necessary for correct charge amplifier operation. Thus the standard sensor cable
remains unaffected. The RF-interrogation unit is coupled to the signal line. Inside of the
pressure sensor the SAW-ID tag is coupled via an antenna structure directly on chip to the
signal line to preserve high resistance. The interrogation unit identifies any sensor
connected to the evaluation unit and can provide additional sensor information like
calibration data or sensor age from the database.

The stability of the assembly shown in figure 19 was tested up to 3500 g. Also further rigid
tests referring to the temperature stability up to 400°C and temperature gradients up to 70°C
along the length of the SAW ID tag were performed. At least up to 400°C no trace for the
impact of pyroelectricity on the metallization was observed.
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Fig. 19. A standard pressure sensor of AVL Type GM12D (M5*0,5) (a) and schematic
arrangement of the SAW ID-tag mounted inside of the sealed pressure sensor (b).

5. Conclusion

In this chapter the operation principle of SAW transponders was discussed for RFID
applications. The SAW transponder systems are to be considered for harsh environment
processes. This has been demonstrated for various applications in steel and automotive
industries.

Future work in research and development deals with the increase of temperature stability of
transponders. This includes the stabilization of metallization films, substrate and packaging
technology. A unique RFID code on sensors has its advantage for automatic calibration of
individual sensors. Thus SAW based pressure and strain sensors are under development for
wireless high temperature applications.
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1. Introduction

The Internet of Things refers to the networked interconnection of everyday objects. Everyday
objects, such as cars, coffee cups, refrigerators, bathtubs, and more advanced, loosely coupled,
computer resources and information services will be in interaction range of each others and
will communicate with one another. The Internet of Things has the potential to be used by
billions of independent devices co-operating in large or small combinations, and in shared
or separated federations. It is going to be based on information about objects in the physical
world and their respective surroundings. This information will be provided by “the things”,
as they obtain and reveal information through RFID, wireless sensors and communication
devices embedded in systems or worn by users. Through unique addressing schemes these
things are able to be networked with each other on a global scale and to cooperate with
neighbors and remote systems to reach common goals.

During the last few years an increasing number of conferences, workshops, research projects
and coordinated actions on a global as well as European level shape the current understanding
of the important topics of RFID and Future Internet including Internet of Things. Buckley
(2006) summarized recent trends in Radio Frequency Identification (RFID) integration with
Internet of Thing. The coordinated action CE RFID in Europe has published a Final report
on RFID and its applications. In the report edited by Wiebking et al. (2008), a comprehensive
summary of RFID and its applications are provided.

In a recent publication, Khoo (2010) reviews current RFID technology, its usage, and the
necessary development required for RFID technology to enable the Internet of Things. Atzori
et al. (2010) describes how the basic idea is to have the pervasive presence around us by using
a variety of things or objects such as RFID tags, sensors, actuators, mobile phones etc.

The vision of an Internet of Things powered by next generation RFID has many potential
advantages. It offers new industrial opportunities for the Information Communication
Technology (ICT) market, and enable a breakthrough improvement in process efficiency and
product/service quality in several application scenarios, such as environmental monitoring,
e-health, intelligent transportation systems, military, and industrial plant monitoring.
Moreover, it increases the usefulness of the Internet to the majority of citizens, who are
interested in getting physical support to their daily needs.

RFID devices and systems are showing significant potentials in applications from
manufacturing, security, logistics, airline baggage management to postal tracking. The
technology enables an organization to re-engineer its business processes and to increase the
efficiency that results in lower costs and higher effectiveness. Manufacturers and distributors
deploy RFID to handle the logistical overload that results from the large increase in global
sales from electronic commerce or to improve the efficiency of an enterprise supply chain.
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While current deployment of RFID technology is focusing on use cases for object tracking
and object monitoring, the integration with wireless sensor network (WSN) technology adds
another dimension. The integration of RFID and WSN allows RFID tags and readers to form
networks in order to implement complex functions where the communication of one tag
and one reader is insufficient. The networks can be further enriched by the integration of
sensors. One of these functions could be the range enhancement by distributing messages
over multiple network nodes. Static network nodes could also locate each other as well as
locate nodes moving within the network. By taking a holistic approach to RFID/WSN in the
Internet of Things we move from connection of objects to the networking of objects.

This chapter discusses the RFID/WSN technology in a networking perspective. We outline
the development needed to integrate RFID systems with the Internet of Thing and look at the
evolution from today’s connection of objects to the future networking of objects.

2. Internetworking scenarios

It can be observed that the Internet of Things should be considered as part of the overall
Internet of the future, which is likely to be remarkably different from the Internet we use
today. Fig. 1 illustrates this principle. A wide-spread interconnection of everyday objects to
the Internet adds another “onion ring” to the communication infrastructure. As we move from

Internet of Things Smart metering

Smart
buildings

Fringe Internet
PAN, BAN, LAN

Core Internet

Industrial
automation
Personal
sensors
Supply chain
logistics

Transportation

Fig. 1. Interconnecting objects to the Internet adds an outer “onion ring” to the
communication infrastructure.

the core of the Internet with its high capacity routers to the outer network edges, i.e. the fringe
Internet, where different local networks and access networks such as personal area networks
(PAN), body area networks (BAN), local area networks (LAN) we gradually get closer to the
physical objects in our surroundings.

The integration of RFID and WSN technology into the infrastructure adds new possible
usages of RFID technology. Mitrokotsa & Douligeris (2010) describe how integrated RFID
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sensor systems essentially allow two new categories of usage: First, integrated RFID sensor-tag
will allow the tracking of sensor data of an object through-out its life-cycle. This might
be very important for the transportation and storage of hazardous goods (e.g. chemicals,
nuclear waste etc.), and medical samples that e.g. must stay within some temperature interval
during transportation. Another possible use is to track the usage of a mechanical system
known to be prone to failures due to fatigue built up over time such as a weapon system.
These usage scenarios represent a further enhancement of the object tracking and object
monitoring applications. When tags are brought into proximity of the reader an asynchronous
data transfer can occur. Thus connecting the physical objects to the Internet. Second,
integrated RFID sensor-reader systems will add the wireless networking dimension to the RFID
system thereby introducing enhancements such as mobility support, naming and addressing,
resiliency, end-to-end architectures, networking security etc. This allows portable readers to
be connected to the Internet of Things whereby data can be readily accessed, processed and
distributed over the Internet.

Fig. 2 and 3 illustrate two different network architectures for the integration of RFIDs and
wireless sensor nodes. The integration of wireless sensing nodes with RFID tags allow devices
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Fig. 2. RFID sensor-tag network architecture. (Adapted from Mitrokotsa & Douligeris (2010)).

to communicate with each other as well as with other wireless devices. The main feature of
such integrated device is that the RFID sensor-tags can collect data related to the conditions
around them and transmit and share these data with each other. The network of the integrated
sensor-tags is able to communicate with a wider network, such as an enterprise network
and/or the Internet, via base stations.

Another possible strategy of integrating RFID systems with WSNss is by integrating RFID
readers with sensor nodes as shown in Fig. 3. Zhang & Wang (2006) labeled this integrated
RFID sensor/reader node a “smart node” with the interpretation of “smart” meaning an
autonomous physical/digital objects augmented with sensing, processing, and network
capabilities. Smart nodes are able to relay information and to be configured as relay nodes
or routers of a WSN. Likewise the RFID sensor-tags, smart nodes are able to communicate
with each other by creating an ad hoc communication network. From an architecture point of
view this integrated network, is similar to the hierarchical clustering-based two-tiered WSN.

RFID and WSN are key enablers to realize the Internet of Things scenario described above.
On the other hand cost will be the key driver for the evolution. The main argument for
bringing the WSN into the discussion is to offer connected mobility for relatively small and
power/resource limited devices as an integral part of the Internet of Things. The necessity
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Fig. 3. RFID sensor-reader network architecture. (Adapted from Mitrokotsa & Douligeris
(2010)).

for RFID is basically the same. However with a factor in increased volume of 1000 the
constraints are even stronger. Especially the cost of the nodes becomes very critical. Given
the potential ultra-low cost of RFID objects, as shown in e.g. Lakafosis et al. (2010) we can
reach a completely new layer in the Internet of Things. Therefore the combination of the two
will give us a technology with extended capabilities, scalability and of course portability while
still being able to control the cost.

3. Technologies for identification, sensing and communication

In this section we introduce the essential technologies for identification, sensing and
communication in the Internet of Things. We do not provide for an in-depth presentation of all
relevant topics but merely focus on the technological aspects that are the most significant ones
for an internetworking scenario. In the following we will address RFID system components,
WSN technology as well as infrastructure aspects of the Internet of Things.

3.1 RFID systems

Several reviews and surveys of RFID technology have been published in the literature such
as as the articles by Floerkemeier & Sarma (2008) and Krishna & Husalc (2007). Essentially,
an RFID system is composed of a number of tags coupled with one or more readers that are
connected to an ICT infrastructure. RFID tags (transponders) fall into two general categories,
active and passive RFIDs, depending on their source of electrical power. RFID tags are
typically of very small size and of very low cost. Passive tags harvest the energy required
for transmitting their Identification (ID) from the query signal transmitted by a RFID reader
(interrogator) in the proximity and their lifetime is not limited by the battery duration. An
RFID reader communicates with one or more RFID tags via electromagnetic radio frequency
fields. The radio frequency band used for RFID range from low frequency (LF), via high
frequency (HF) up to ultra high frequencies (UHF). In fact, this signal generates a current
into the tag antenna by induction. The current is utilized to supply the microchip which will
transmit the tag ID. Usually, the antenna gain i.e. the power of the signal received by the
reader divided by the power of the signal transmitted by the reader, of such systems is very
low. Thanks to the highly directional antennas utilized by the RFID readers, tags ID can be
correctly received within a radio range that can be on the order of few meters. At least the
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reader reads tag ID. Furthermore, it may read auxiliary data from tags or write data to tags
that support additional data memory (read only, read/write). The transmission of an RFID
system is subjected to the same radio wave impairments as any other wireless communication
systems.

Other RFID tags get power supplied by batteries. In this case we can distinguish between
semi-passive and active RFID tags. For semi-passive RFID tags batteries are used to power
the microchip while receiving the signal from the reader. Like in the passive RFID tags, the
radio is powered with the energy harvested by the reader signal. In contrast, active RFID tags
use the battery power for the transmission of the signals as well. Obviously the radio coverage
is higher for active tags compared to the semi-passive and passive tags.

A typical RFID reader (interrogator) is comprised of a radio module, a central processing
unit (CPU), a network interface, and general input/output pins. The CPU can be a low-end
microcontroller or an advanced embedded microprocessor with significant computing
resources. RFID readers do not require line-of-sight access to read the tag and the read range
of RFID is larger than that of a bar code reader. Tags can store more data than bar codes and
readers can communicate with multiple RFID tags simultaneously. Because of this capability,
an RFID reader can capture the contents of an entire shipment as it is loaded into a warehouse
or shipping container.

By using RFID it is possible to give each object, e.g. each product in a grocery store, its own
unique object ID. There are several different standardized schemes for identifier encoding
format. The unique object ID must have a global scope that is capable of identifying all objects
uniquely and acts as a pointer to information stored about the object and the functionalities
of the tag somewhere over the network. In general, the identification will be a number that
contains information about the tags ID format, the organization issuing the tag, the class of
the objects as well as serial number information.

3.2 Wireless sensor network technology

Several books and research papers exist on wireless sensor network (WSN) technology and
applications such as e.g. Karl & Willig (2005). WSNs bring about key enabling technologies
for the Internet of Things. Wireless sensor technologies allow objects to provide information
about their environment and context, whereas smart technologies allow everyday objects to
“think and interact”.

WSNs have evolved from the idea that small wireless devices distributed over large
geographical areas can be used to sense, collect, process, and distribute information from the
physical environment. An essential building block of a wireless sensor is the microcontroller.
The processor core can be 8-, 16- or 32-bit based but the CPU performance is not by itself
that critical as a wireless sensor network is not expected to process large amount of data.
WSN devices run with a low duty-cycle alternating between sleep and active mode. The
active period of operation can be shorter with a more efficient CPU. The devices are unable
to communicate during the sleep periods and in most scenarios WSN devices spend a large
part of their time in a sleep mode to save energy and cannot communicate. This is absolutely
anomalous for internetworking devices in today’s Internet.

A WSN typically connects the physical environment to real-world applications, e.g., wireless
sensors. Different wireless protocols have evolved for personal area networks and sensor
networks as e.g. Z-wave and Zigbee with its IEEE 802.15.4 radios and several standards for
wireless communication exist today. Until recently the perception has been that a full-fledged
Internet Protocol (IP) communication stack was too large and complex to implement in small
devices. However, a new and appealing wireless standard for interconnecting wireless sensor
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Fig. 4. RFID network scenario.

networks is the IEEE 802.15.4 standard. In this particular case it seems that through a wise
Internet protocol adaptation, IEEE 802.15.4 devices can be incorporated into the Internet
architecture. This allows us to rely on already adopted schemes for forwarding, routing,
addressing etc.

WSNs can potentially consist of a very high number of sensing nodes communicating in a
wireless multi-hop infrastructure. The number of nodes usually reports their sensing data to
a small number (in most cases, only one) of special nodes called sinks.

3.3 Network reference model

From a networking perspective, an RFID system consists of several components that
communicate. Typically an RFID system is built as an enterprise system that integrates RFID
with enterprise legacy systems over a common ICT infrastructure. Together with existing
enterprise systems, a RFID network system is built that may interact and communicate with
other networks (e.g. business to business) as well. Fig. 4 shows a possible RFID scenario. Via
a wired or wireless interface, the reader connects to an RFID edge server. This edge server
adapts and co-ordinates the data transfer from a number of readers to enterprise resource
planning systems (ERP), such as integration and/or control servers. RFID middleware
running on the edge server helps to convert usually proprietary and incompatible interfaces
between readers and enterprise systems.

Issues related to how to represent, store, interconnect, search, and organize information
generated by the Internet of Things will become very challenging.
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4. Integrations aspects of RFID/WSN in the Internet of things

Upon interconnecting objects to the Internet a number of central questions can be raised.
How will the Internet architecture evolve when a large scale of limited devices represented
by objects get globally connected? What is the essential protocols to use and what needs
further development. How to provide application and service interoperability? And how can
the security and privacy issues be handled? In this section we will discuss these aspects in
more details.

4.1 Internet architecture evolution

The integration of RFID sensor networks in the Internet of Things adds further heterogeneity
to the networks. We are working towards an evolved architectural model for the Internet of
Things that supports a loosely coupled, decentralized system of smart objects. In contrast to
simple RFID tags, smart objects carry chunks of application logic that let them interact more
“intelligently” with human users.

The Internet of Things will include an incredibly high number of nodes, each of which will
produce content that should be retrievable by any authorized user regardless of her/his
position. To make a universal communication system there is a need for globally accepted
methods of identifying how each object is attached to a network. This requires effective
addressing schemes (and policies) by which objects can identify themselves, locate other
objects and discover the communication path between them. Due to the rapid depletion of
IPv4 addresses and its short address length (32-bit) it is clear that other addressing schemes
than the IPv4 addressing scheme should be used. In this context IPv6 addressing has been
proposed. IPv6 uses 128-bit addresses and therefore, it is possible to define on the order of
10% addresses, which should be enough to identify any object which is worth to be addressed.
Accordingly, we may think to assign an IPv6 address to all the things included in the network.
Since RFID tags use 64 or 96-bit identifiers ways to associate RFID identifiers with network
addresses can be inserted. One such method that has been proposed is the recent integration

EPC™ IPv6
Scope Global Global
Namespace depth |3 3
Naming authority ~ |[EPCglobal TANA
Identifying objects | All physical All network interfaces
Length 64 or 96 bits 128 bits
Identifies through  |Information pointers|Routing address
Identifier assignment|Permanet Temporary

Table 1. Comparison between RFID EPC™jdentification and IPv6 addressing schemes.

of RFID tags into IPv6 networks. Table 1 compares the addressing schemes for RFID and IPv6
devices.

As an example for the 96-bit EPC™identification scheme the space for a company is 60
bits with 24-bit Object Class and 36-bit Serial Number. The standardization body EPCglobal
assigns the General Manager Number. A single IPv6 subnet can map this entire space. With
the integration, the RFID Object Class and Serial Number become the IPv6 Interface ID. This
is illustrated in Fig. 5. So, each RFID tag can be addressable in the IPv6 network. The IPv6
prefix defines the scope of reach.

Another issue is the way in which addresses unknown to the requester are obtained. A name
service is needed to map a reference to an address and a description of a specific object and
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128-bit IPv6 address

— Network prefix > Interface ID —_—

XXXX XXXX XXXX XXXX XXX X XXXX XXXX XX XX

& 16 bits —>

96-bits EPC™ structure (GID-96)

General Manager

iy Number

Object Class Serial Number

Fig. 5. IPv6-RFID address mapping with EPCTMGID-%.

the related identifier, and vice versa. In today’s Internet any host address is identified by
querying appropriate domain name servers (DNS) that provide the IP address of a host from
a certain input name. In the Internet of Things, communications are likely to occur between
(or with) objects instead of hosts. Therefore, the concept of an Object Name Service (ONS)
must be introduced, which associates a reference to a description of the specific object and the
related RFID tag identifier.

Another promising usage for RFID in the Internet of Things is the potential support for
mobility. Recently, Papapostolou & Chaouchi (2009) demonstrated the RFID-assisted IP
mobility by using topology information provided by an RFID system to predict the next
point of attachment of an RFID-enabled mobile node. There are several proposals for objects
addressing but none for mobility support in the Internet of Things scenario, where scalability
and adaptability to heterogeneous technologies represent crucial problems. The Internet of
Things presents a further challenge that mobile objects may need to re-register their presence
on different name servers as a consequence of moving.

4.2 Protocols

The OSI seven-layer model has conditioned a whole generation of telecommunications and
information technology protocols. The basic concept of separating functionalities in layers
according to clearly separated interfaces through protocols has proven to be powerful for
large system designs. For resource limited devices or objects this approach is now showing
its limitations. Protocols typically used in the Internet today need hundreds and more of
kilobytes of program code to run but this is exceedingly too large for even device object with
modest computing resources. Lighter protocols and lighter implementations that compress
the explicit protocol layers into a single communications module are now required in the
Internet of Things. The protocol header overhead introduced in each layer is a severe
limitation to the effective data throughput of narrow-band wireless links. Therefore, existing
data communication protocols may be inappropriate for the small objects of the Internet of
Things.

New alternative cross-layer based protocols need to be re-engineered in order to cope with
the changes that the connecting of objects bring. Stateful protocols as e.g. TCP cannot be used
efficiently for the end-to-end transmission control in the Internet of Things. Furthermore,
TCP requires excessive buffering to be implemented in objects and its connection setup and
congestion control mechanisms may be useless. So far, no complete solutions have been
proposed to solve this issue for the Internet of Things and therefore, research contributions
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are required. There are several proposals for objects addressing but none for mobility support
in the Internet of Things scenario.

Finally with the resource limited nodes and objects and the combination of RFID and WSN
the Internet of Things is bound to deal with both an RFID protocol stack as well as a protocol
stack for WSN e.g. IEEE 802.15.4 together with a higher layer internetworking protocol stack
such as the 6LoWPAN stack.

4.3 Service-oriented architectures

Application and service interoperability is a key aspect for the success of the Internet of
Things. In today’s service architectures, a middleware layer that translates different data
formats and protocols are typically implemented. User interfaces like web services offer
necessary interaction and application control. However, according to Wiebking et al. (2008)
conventional middleware is inappropriate for handling the range of devices needed for the
pervasive internetworking of everyday objects.

Architectures proposed in the recent years for the Internet of Things often follow the
service-oriented architecture (SOA) approach. The adoption of the SOA principle allows
a decomposition of complex and monolithic systems into applications consisting of an
ecosystem of simple and well-defined components that interplay. The use of common
interfaces and standard protocols gives a horizontal view of a (potentially) globally
distributed enterprise system. Advantages of the SOA approach are recognized in most
studies on middleware solutions for Internet of Things. The development of business
processes enabled by the SOA is the result of the process of designing workflows of
coordinated services, which eventually are associated with objects actions. Furthermore, these
processes can be directly linked to the business logic of the enterprise. This facilitates the
interaction among the parts of an enterprise and allows for reducing the time necessary to
adapt itself to the changes imposed by the market evolution.

An SOA approach does not impose a specific technology for the service implementation
and hence allows for software and hardware reuse and can cope with a large degree of
heterogeneity. Fig. 6 shows a simplified service architecture for an RFID enriched Internet of
Things. The proposed solutions face essentially the same problems of abstracting the devices
functionalities and communications capabilities, providing a common set of services and an

Service
Provider

F \
: Information :
Service | Ressource |
Invocation

Service

| .
|\ planning : Publishing
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Service
Registry

Service-
based
application

Service Delivery

Service pool

Fig. 6. Service architecture for RFID sensor-network system.
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environment for service composition. These problems are further strengthened by the lack
of resources available in the RFID/WSN devices. However, for most devices foreseen to be
connected with objects in the Internet of Things, the SOA framework becomes impractical to
be used because of its demands for computing resources.

Shelby (2010) describes the enabling for web services in contained devices such as WSN. In
the described approach a RESTful service architecture based on light-weighted protocols and
schemes are introduced to allow a transparent web service to become a reality. Functions that
are not needed are omitted, redundant information compressed and service interoperability
can be achieved.

4.4 Security and privacy

In general, good security depends on a holistic system-oriented view. Weis et al. (2004)
reviews the security aspects related to RFID. From a networking point of view the security
threats in an RFID empowered Internet of Things are much similar to that of wireless ad
hoc and sensor networks. The wireless and distributed nature of the networks increases the
spectrum of potential security threats. The threat model is further stressed by the resource
constraints of the RFID/WSN devices. One major challenge in securing RFID tags is a
shortage of computational resources within the tag. RFID sensor devices tend to be prone to
failure, for example due to battery depletion. The lack of resources prevents intensive security
approaches from being deployed. Standard cryptographic techniques require more resources
than that is available in most low cost RFID devices. Therefore, manufacturers are looking
at more light-weighted encryption schemes, but often with the trade-off in form of a weaker
security. A viable security approach should adapt small code size, low power operation, low
complexity, and small bandwidth across all nodes in the sensor network.

However, RFID also brings in new perspectives and challenges into the protection of systems,
goods and other assets. End-to-end protection in the Internet of Things require confidentiality
and integrity protection. This can be provided at the application, transport, network, and at
the link layer. Daou et al. (2008) as well as Sharif & Potdar (2008) outline several of these
aspects.

Authentication is difficult in the Internet of Things as it requires appropriate authentication
infrastructures that will not be available in Internet of Things scenarios. Also the protection
from man-in-the-middle attacks is a big challenge for the system design.

Data integrity is usually ensured by protecting data with passwords. However, the password
lengths supported by Internet of Things technologies are in most cases too short to provide a
strong level of protection.

The network used to share product data between trading partners i.e. EPCglobal Network,
by design, is also susceptible to denial of service (DoS) attacks. Using similar mechanism
with DNS in resolving EPC™data requests, the ONS root servers become vulnerable
to DoS attacks. Any organization planning to implement RFID technology based on
EPCglobal Network may discover that the EPCglobal Network infrastructure inherits security
weaknesses similar to the weaknesses of DNS.

A second class of defense uses cryptography to prevent tag cloning. Some tags use a form
of "rolling code" scheme, wherein the tag identifier information changes after each scan,
thus reducing the usefulness of observed responses. More sophisticated devices engage in
challenge-response authentication scheme where the tag interacts with the reader. In these
protocols, secret tag information is never sent over the insecure communication channel
between tag and reader in accordance with a well-defined protocol scheme. Rather, the reader
issues a challenge to the tag, which responds with a result computed using a cryptographic
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circuit keyed with some secret value. Such protocols may be based on symmetric or public
key cryptography. From a networking point of view it is less evident if and how public key
infrastructure can be adopted by RFID/WSN devices in the Internet of Things.

A primary security and privacy concern comes from the illicit tracking of RFID tags. Tags,
which are readable, pose a risk to both personal location privacy and corporate/military
security. Indeed, unseen by users, embedded RFID tags in our personal devices, clothes, and
groceries can unknowingly be triggered to reply with their information. Hence, a lot of private
information about a person can be collected without the person being aware. The control
on the diffusion of all such information is impossible with current techniques. Potentially,
this enables a surveillance mechanism that would pervade large parts of our lives. Privacy
organizations have expressed concerns for the context of ongoing efforts to embed RFID tags
in consumer products. Thus the essential question to address is how to provide user control
over their own privacy for them to build trust in the systems. For RFID technology to be
a successful part of the Internet of Things public entities need to be made aware that the
pervasive networking concepts pose new challenges in terms of personal privacy.

The Internet of Things must be reliable and robust in the face of device malfunction, abnormal
traffic loads and traffic patterns and malicious attack. It should safeguard policies regarding
ownership of information and authority to access devices, giving due respect to people’s
rights of privacy.

5. The road ahead for Internetworking of objects

Regarding the future of RFID technologies, with a time horizon between medium-term (5-10
years) and long-term (10-20 years), it is obviously difficult to see where vision reaches beyond
what is realisticc. What seems clear today is that we are witnessing a paradigm shift from
the “identification of objects at a distance” to the more challenging “communication between
objects”. This implies that besides the next generation of RFID technology there must be
a scalable, efficient, reliable, secure and trustworthy infrastructure able to internetwork all
involved objects. Technological issues relating to laws of physics must clearly be addressed.
In the European Union, as well as other places around the globe, Future Internet and Internet
of Things has been a key strategic challenge for research and technological development.
Wiebking et al. (2008) presents a focused roadmap for the Internet of Things that provides a
forecast for the evolutions on medium-term and long-term. Among other things the roadmap
addresses standardization efforts, technological trends, basic research, and interoperability
aspects. Fig. 7 summarizes the road ahead for the evolution of Internet of Things based on a
large scale of interconnected objects.

5.1 Standardization

RFID technology efforts towards standardization are focusing on principal areas such
as RFID frequency spectrum usage and reader(s)-tags communication protocols, and
data formats for tags and labels. The major standardization bodies dealing with RFID
systems are EPCglobal, the European Telecommunications Standards Institute (ETSI), and
the International Organization for Standardization (ISO). With respect to the Internet of
Things, ETSI has started the Machine-to-Machine (M2M) Technical Committee to conduct
standardization activities relevant to M2M systems and sensor networks. The objectives
of the ETSI M2M committee include the development and maintenance of an end-to-end
architecture for M2M based on internetworking standards. This seems to be a wise choice due
to the immediate strengthening of the standardization efforts by including sensor network
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Interaction standards

Fig. 7. Roadmap for the extrapolation of current technology trends and research topics
towards a RFID-enabled Internet of Things. (Adapted from Wiebking et al. (2008)).

integration, naming, addressing, location, QoS, security, charging, management, application,
and hardware interfaces for related fields.

As for the Internet Engineering Task Force (IETF) standardiztion activities related to the
Internet of Things, it is worth noting that recently the IPv6 over low-power wireless
personal area networks (6LOWPAN) IETF group was formed. The 6LoWPAN working
group is defining a set of protocols that can be used to integrate sensor nodes into IPv6
networks. Essential protocols composing the 6LoWPAN architecture have already been
specified and commercial products that implement the 6LoWPAN protocol stack have been
released. Another relevant IETF Working Group is named Routing Over Low power and
Lossy networks (ROLL). The working group is currently designing the RPL routing protocol
for routing in WSNs — a draft standard which have already got a wide acceptance and
a large community support behind it. This will be the basis for routing over low-power
and lossy networks including 6LoWPAN. More recently a working group Constrained
RESTful Environment (CoRE) formed with the objective to look at the support of RESTful
environments for constrained devices such as wireless sensors. This is the key focus of the
IETF CoRE working group.

What is also worth pointing out in these standardization areas is the tight collaboration on
standards integration as well as the collaboration with other world-wide Interest Groups and
Alliances such as IP in Smart Objects (IPSO) Alliance and the ZigBee Alliance. It seems that
the whole industry is willing to cooperate on achieving the Internet of Things.

Although there are several standardization efforts to support the integration of heterogeneous
networks, a comprehensive framework lack and in a broader perspective for the real-world
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integration of all sorts of networked contact-less devices there will be a need for substantial
progress in the field.

5.2 Technology trends

In terms of technology evolution the current trends towards smaller, more powerful, and more
efficient devices is expected to continue. In WSN, energy consumption is of highest priority
and the RF communication design blocks consume the most energy. Wireless sensor network
designers strive to reduce the power consumption of the blocks in general.

For the CPU part it is likely that it will approximate the evolution expressed by Moore’s law,
i.e. doubling of capacity each 18-24 months. The improvement for WSN is likely to be used
to reduce size and power consumptions instead of increasing capacity and speed. The use
of energy harvesting is an important aspect of RFID/WSN devices. With a combination of
energy efficient protocols and energy harvesting methods, the optimal solution for achieving
autonomous and long-lasting RFID/WSNs can be reached.

Power management plays a significant role in prolonging node life time. The support of
advanced power management schemes needs further research and it needs to be taken from
a device-level to a network-level. The IEEE 802.15.4 standard defines only a limited set of
power management mechanisms for devices. However, most commercial implementations
and industrial standards built on IEEE 802.15.4 seem to deviate from the defined power
management mechanisms. Efficient protocol support is also needed for the internetwork
based WSN and the ongoing work of the relevant IETF working groups is heading in this
direction. This includes protocol optimization for smart devices.

Although movements can have severe impact on the received signal strength a global
optimum for the network could still be achieved in some cases. While some protocols already
exist that take care of the link layer and networking layer, this area still has a lot of open
research issues. More specific link layer protocols need to be developed that take into account
the movement of the nodes, in addition to the development of low power features such as an
adaptive duty cycle for lowering the idle listening and for adapting to the dynamics of the
network. A security framework adapted to internetworked objects in the Internet of Things
has to be sufficiently light-weighted to meet the constraints of the RFID/WSN devices. On
the other hand it also needs to be capable of providing the in-depth security required for the
RFID applications.

5.3 Interoperability

Interoperability issues are also very important because RFID tags increasingly travel across
a large number of different geographical and organizational environments, together with
the object which they identify, thereby imposing new technical requirements such as
multi-protocol, multi-frequency integrated circuits and appropriate antenna solutions for tags.
For systems, such as in a supply chain applications, where multiple entities have
the ability to access RFID tag related information that is shared across geographic or
organizational boundaries, there are issues which need to be addressed through research and
development. Not all issues can be addressed by the RFID hardware or middleware or similar
technological advancements. They include notably look-up services for efficient data retrieval;
business models for data sharing among multiple partners (selective data retrieval, access
rights); support for distributed decision-making further than just data sharing; networked
RFID systems; interoperability requirements and standards; and network security (access
authorization, data encryption, standards).



332 Deploying RFID - Challenges, Solutions, and Open Issues

5.4 Research

The ensuring research targets include the hardware aspects (tags, readers, and embedded
systems), the software/system aspects and the networking aspects.

The RFID devices themselves need more capabilities to broaden the range of applications.
They need to acquire larger memory, local intelligence, encryption and security features,
extended functionalities such as integrated sensors, and much more. To support this
functionality, new breakthroughs in battery technology are needed, in particular to enable
more energy, less space (or printing of the tag), and more reliability than ever before. Lakafosis
et al. (2010) demonstrate prototypes that uses inkjet printed RFIDs integrated with wireless
Sensors.

Today almost all conventional RFID devices contain a silicon-based microchip. The potential
in low cost RFID is split between chip-based technologies and “chip-less” tags. These
chip-less tags can still be interrogated through a brick wall and hold data; although more
primitive in performance than silicon-based chip tags, they hold the potential of much lower
production costs and other advantages that will become clear as the technology matures.
Further miniaturization of the tag antenna and more efficient and reliable antenna connecting
technologies are seen as another priority before mass introduction is affordable.

Research does not only apply to the RFID tag and/or the reader themselves, but also
to the information systems which process the RFID events. Using RFID events within
enterprise applications, such as Enterprise Resource Planning (ERP) or Customer Relationship
Management (CRM), require new RFID middleware and reorientation of these business
applications. Research on RFID software is needed to ensure data security, integrity and
quality in large networks. It is also needed to provide solutions enabling a reduction of
counterfeit.

The Internet of Things will generate data traffic with patterns that are expected to be
significantly different from those observed in the today’s Internet. Accordingly, it will also be
necessary to define new Quality of Service (QoS) requirements and related support schemes.

6. Related work

Technically the combination of wireless sensor network and RFID gives rise to a number
of challenges e.g. for the networking. We need to figure out how to evolve the Internet
architecture to handle the novel user scenarios. How can service interoperability be ensured?
How can we ensure security and privacy and what are the protocols to use in the system? On
top of that, seen from a RFID perspective, we argue that to gain the full potential it is necessary
to bring the classic scenario of RFID tags "being connected" to a scenario where we actually
have networked RFID objects.

The combination of RFID and wireless sensor networks has been studied in a great range
of applications, e.g. from healthcare to transportation/logistics and smart environments
(home, office, plant). Mitsugi et al. (2007) argues how medication errors such as outdated
treatments orders, inaccurate medical records, and increased costs can be avoided with the
use of an integrated RFID sensor network. In the healthcare domain the integration of RFID
and wireless sensor networks includes real-time monitoring of temperature, blood pressure
measurements, heartbeat rate, heartbeat rate variability and pH value.

Bacheldor (2007) reports that the Ghent University hospital in Belgium has implemented an
RFID-based real-time locating system to provide nurses and other caregivers with a patient’s
location in the event of an emergency. The implemented integrated RFID-sensor network
detects when a patient is having cardiac distress and sends to the caregivers an alert indicating
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the patient’s location. In the proposed prototype Aero Scout T2 active Wi-Fi tags are used,
which transmit the tags” unique IDs to the hospitals Wi-Fi network.

Besides a large amount of issues that needs to be address to have a successful internetworking
of objects in the Internet of Things with RFID there are also a number of applications that
have big potentials for the future. By embedding transponders in everyday object used by
individuals, such as books, payment cards, and personal identification we will find new ways
to improve our daily lives. As an example, Meingast et al. (2007) discusses the electronic
passport that has been investigated in the US.

7.Conclusion

The Internet of Things era represents a gradual evolution from ICT around us to ICT on us.
Many challenging issues still need to be addressed and both technological as well as social
knots have to be untied before the Internet of Things idea can be widely accepted. The current
trend of integrating RFID and WSN seems to be a natural step towards a Internet of Things
that provides internetworking opportunities for objects but also allows objects to become
smarter and interact more “intelligently” with humans. Generally, it can be concluded that
the trend towards an even larger population of connected intelligent objects is irreversible,
because the economic value of a system of objects and devices is directly related to the fact
that objects are “networked”.

Due to the large volume of objects in the Internet of Things cost is a major issue. By
introducing RFID technology to internetwork objects a lower system cost compared to
wireless sensor network technology can be achieved.

RFID technology is a key enabler for the transition from today’s scene of connected objects to
the scene of networked objects of the future. For an efficient and smooth transition a number
of research issues need to be addressed. In this chapter, we have discussed important aspects
of RFID/WSN technology in the Internet of Things with emphasis on what is being done and
what are the issues that require further research.
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1. Introduction

At present our surrounding environment is constantly changing, the impact of new
technologies and the information age is spreading dizzily in environments that were
previously unthinkable. In order to take advantage of new technological developments we
need solutions adapted to the rhythm of everyday life.

The interaction with applications has changed. Nowadays we aim to find new scenarios
where the interaction between user and computer needs to be improved. We keep
advancing, moving closer and closer to the idea of ubiquitous computing . All objects will be
connected and the computer user will be involved. Thus, we will be closer to the natural
way in which people interact with the environment. To achieve this type of scenarios we
make use of the different advantages offered by mobile technologies, communication Wi-Fi
(IEEE 802.11) and identification (RFID).

In this paper we describe the development and implementation of three different case
studies, actually implementing the concept of context-awareness, location awareness and
Internet of Things . In the first case, we describe GUIMUININ (Wireless Intelligent Museum
Guides). This is a context-awareness project aim to improve the user experience in
museums, so that users can see their location on any of the floors of the building and receive
multimedia information on the museum item they select. In the second case, the project
RCAR (Robotic Context Awareness by RFID) creates an environment sensitive to the
location of a robot, which develops a tracking system and high resolution scanning for
indoor or outdoor environments.The third case is the project Co-Interactive Table
(Collaborative Interactive Table) that presents a digitalized table with RFID technology
which executes collaborative tasks in a meeting room, face-to-face or remotely.

This article has six sections. Section 2 describes a RFID system and defines some concepts:
context-awareness, Ubiquitous Computing, the Internet of Things and the types of
interaction from user to new systems depending on the level attention. Section 4 presents
the general infrastructure of RFID systems. In section 5, we describe our RFID systems and
present their advantages and disadvantages. Finally, conclusions are set out in Section 6.

2. Related works

Technological developments in the miniaturization of microprocessors have opened up new
possibilities for user services through the manipulation of information in their environment.
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The major developments related to the computer field herald a new era where the systems
should be adapted and integrated into the daily lives of people, occupying second place.
This would ensure that the individual does not explicitly interact with the computer but in a
passive way and implicitly dealing only with its target. This paradigm is defined by the
term "Ubiquitous Computing" given by Mark Weiser from Xerox research center in Palo
Alto in 1988 [2].

Weiser sees the technology as a means to an end based on the current user-computer
interaction which he considers inadequate. The computer is a complex device and requires
much concentration, thus distracting the attention of the user from the actual final task and
he argues that the barriers between people and computers will disappear as we know them
today, trying to provide ordinary physical objects with switching communication capacity,
thus creating a large network of interconnected devices. The main objective is that the
computer is hidden from the user, interacting with the user implicitly.

According to Bill Schilit [3] with the arrival of Ubiquitous Computing we will find a new
way to interact with the system, the execution environments are constantly changing due to
a very important factor is context. The context is defined by Dey as "any information that
can be used to characterize the situation of an entity. An entity may be a person, place or
object considered relevant to the interaction between a user and an application, including
the user application [7]. Another concept closely related to the theory that explains Weiser
is The Internet of Things, also known as the Internet of Objects, which refers to the
networked interconnection of everyday objects.

Supporting these new environments requires the identification and communication
technology which enables the user to work transparently. In the next section we briefly
describe RFID technology. Specifically the Internet of Things is partly inspired by the
success of this technology, which is now widely used for tracking objects, people, and ani-
mals. RFID system architecture is marked by a sharp dichotomy of simple tags and an
extensive infrastructure of networked RFID readers. This approach optimally supports
tracking physical objects within well-defined confines (such as warehouses) but limits the
sensing capabilities and deployment flexibility that more challenging application scenarios
require.

2.1 RFID technology

This section presents a detailed description of RFID technology. It is used to implement

interactive, collaborative and context-awareness scenarios.

RFID (Radio Frequency Identification) is a system for storing and remotely retrieving data.

This technology allows the identification of the object from the distance with no contact. An

RFID system consists of:

- Reader or transceiver, which transmits request signals to the tags and receives the
answers to these requests, it is a receiver / transmitter radio device. It needs one or
more antennas to transmit the RF signal generated and receive the response. Readers
may have an integrated antenna in their own hardware but it is not a requirement.
Readers can range from card-sized PCM / CIA to fit a PDA to having a considerable
size. Its main function is to communicate with the tags and facilitate the transfer of data
to a control system.

- The RFID tag, label or transponder in the field of electronics, is an essential component
of the RFID system, because of its operating scheme, it is capable of receiving and
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transmitting signals, but these signals are only transmitted as a response to a request
from a transceptor. The tag is a small chip or integrated circuit, adapted to a radio
frequency antenna that enables communication via radio. According to their feeding
mode, tags can be divided into: passive, obtaining the transmission power from the
reader; active, using their own battery, and semi-active or semi-passive, using a battery
to activate the chip circuitry but the energy to generate communication is that received
from the reader’s radio waves, as passive ones. The most common type is passive tags,
allowing the transponder device to work without its own power supply, making it
cheaper, smaller and with an unlimited life cycle. As disadvantage, they present the
distance limitation for identification.

- RNC (Reader Network Controller). This component is necessary to control the
information received from the tags transforming it into useful information.

- Consumers. These are applications based on data received from RFID tags and will
offer one service or another.

The operation of an RFID system is as follows: readers emit a magnetic, electric or

electromagnetic field exciting the labels, they respond with the information they contain

(unique id) via radio waves. When the reader receives the information, it is transmitted to

the RNC that is responsible for pre-processing the data which will finally reach the

customer.

2.2 The new interaction style with RFID

The new scenarios are generating new ways of the interaction between the user and the
computer. The scenario where the user uses the mouse and keyboard to get a service has
been replaced by others scenarios where the computation is implicit and user-directed. The
new systems can provide information from the context which is captured by the system or
by simple natural gestures. According to Ricardo Tesoriero in [1], the attention required
from the user to use the new systems can be divided into two levels.

2.2.1 Lower level of attention

The user does not need to focus on the task to execute it. The system anticipates him/ her to
provide a service. This is possible thanks to the context-aware applications. Some context-
aware systems that use RFID technology are detailed next.

Then, it describes the context-aware systems developed with RFID technology to improve
the cultural environment. eXspot is an RFID device evaluated in the Exploratorium museum
in San Francisco (USA). Visitors have RFID tags and carry automatic cameras which take
pictures depending on the preferences offered previously. The identification is used in a
kiosk to view the captured images, creating custom web pages automatically [4,5,6,7].
Matthias Lampe [11] built some models for smart box application, among which we find the
following: an application displays a smart medicine cabinet which prevents the problems of
medication by monitoring the use of medicines [8].In this application, the bottles are
equipped with RFID tags. The temperature of medicines is monitored constantly to prevent
damaging substances. The Cabinet monitors if there are drugs that should not be combined
to prevent dangerous situations. A variety of similar works focused on medical applications
can be found in [9] and in the next chapter [10]. These systems use RFID technology.

Smart Tool Box contains different tools equipped with RFID tags and a toolbox with an
RFID reader included. The toolkit sends different warnings according to different situations
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to workers in the workplace. It also monitors the time period that the tools have been
used. It is designed for working environments such as maintenance air critical. [11].
Context-aware systems have also been implemented to improve house environment. An
example developed for cooking is the RFIDChef [12] , a device equipped with RFID which
read everyday products tagged with RFID. A suggestion is offered according to products,
different dishes to be prepared depending on the products available.

Transnote [13] is a system based in RFID built to improve classroom teaching. It stores and
shared notes default, using a PDA with an RFID reader, which are sent by students during
the lesson.

2.2.2 Medium level of attention

It requires more attention from the user. Distinguishing between a low or medium level of
attention from the user is difficult. This level includes the environments that contain
digitized objects but a simple action is required, such as, a natural gesture or closer the
mobile device to the object.

The advantage is that the user has total control about the functions executed by the system,
because the functions will not be executed unless the user performs a natural gesture.

This level requires physical mobile interaction. It is an interaction paradigm that allows
physical objects to be increasingly augmented and associated with digital information and on
the other hand, mobile devices can provide increasing capabilities to ubiquitously acquire and
process this information. This level uses mobile devices to extract information from
augmented physical objects and to apply it for a more intuitive and convenient interaction
with associated services. This approach optimally supports tracking physical objects within
well-defined confines (such as warehouses) but limits the sensing capabilities and deployment
flexibility that more challenging application scenarios require. Next some RFID systems using
physical mobile interaction in different environments are described. They are also called the
Internet of Things. There is also a description of a RFID system at this level.

Libraries where the books are digitized and can be electronically browsed by physically
Mobile and RFID tags [14]. Scenarios and smart objects at airport [15]. The concept of smart
packaging is real thanks to technologies like RFID [16] . The definition of AID (Appliance
Interaction Device) is an environment in RFID Internet of Things.

The home, intelligent office and other scenarios specific additions to the environment using
RFID tags [18-29]. Multiple platforms and tools for the development of physical interfaces
including the Phidgets based on this technology [30,31]. Papier-maché using RFID,
computer vision with codes bars to create tangibles interfaces [32]. Sports equipment
increased electronically with RFID and ubiquitous technologies [33]. In addition to these
systems we can find more examples where the objects are digitalized by RFID to approach
the future Internet of Things.

3. RFID systems architecture

The hardware and software architecture used to design and implement the RFID system
adaptable to new context-awareness and collaborative scenarios is:

3.1 Hardware architecture
The general infrastructure is shown in Figure 1. It consists of physical objects that
incorporate identification technology such as RFID, QR codes, Bidi codes, etc. The device in
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the client side includes a reader and a controller that is responsible for processing
information received by the physical object and transform it into useful information, such as
an XML message that is sent to the server, which will process the message and will trigger
an action, such as the generation of user interfaces or the information requested at that time.
To notify the customer with web services, the network technology is used, connecting the
two components, the client and the server.

Information (Service request)
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Network Object
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Service 1| = A
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Fig. 1. Hardware architecture

To support the new systems we have used the following hardware devices:

- RFID-tags embedded in objects.

- RFID reader integrated into mobile devices or other object.

- RFID-Network Controller (RNC - RFID Network Controller) which is responsible for
providing the necessary data to client applications.

- Server: it is a computer with functionality for hosting Web Services and Database.

- The communication network is responsible for connecting all the devices in the RFID
system; the technology used in the systems is WiFi ( IEEE 802.11).

3.2 Software architecture

We have used the Model-View-Controller to model the entities and actions that can execute
in the described scenarios. It is a software architecture pattern that separates data from an
application, user interface and control logic into three different components.

The general scheme covers several kinds of systems. These systems can be divided in two
groups: The context-awareness system or location-awareness, which use the ID RFID to
identify context or location information or digitalized objects that contain an id RFID
associated to a service, it can generate an interface or execute a specific function.

The systems built are highly distributed. Figure 2 shows the three parts: Controller, View
and Model.

Controller. This part is on the client side and consists of the following entities:
RFIDReader, which is the RFID reader. It will inform the Context Model that an
Identifier from any tag has been detected. The ContextModel will transmit the identifier
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to the server through a proxy, represented by the ServerProxy class. Such identifier is
processed by the server running the Web Service . There is only one identifier and it is
associated with the class command which is referred to a command or service. The server
component contains the WebService, it is a software component that communicates with
other applications by coding the XML message and sending this message via standard
Internet protocols such as HTTP (Hypertext Transfer Protocol). Web Services are a set of
protocols and standards used to exchange data between applications in order to offer
services. They facilitate interoperability and offer automated services to be invoked, causing
the generation of user interfaces automatically, thus allowing the user consistency and
transparency in using the technology. There are two possibilities depending on the request
made. The first case when it is only necessary to view some information, we just need to
send the identifier of the RFID tag. The second case when the function requested is more
complex, as the generation of a new interface, sharing files, etc., it is also necessary to pass
the corresponding parameter.
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RFIDReader RFIDEvent
__________ 3 <<create>> 1 <<crefate>>
1
] IRFIDReaderListener O—jContextModell__ o contexiModel
RFIDRead¢rListener
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Fig. 2. Software architecture

4. Case studies developed by using RFID technology

In this section we describe three systems built in the University of Castilla-La Mancha
(Albacete). The main objective is to take advantage of RFID technology to built systems that
improve the user experience.
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4.1 A context-aware system in cultural environments (GUIMUININM)

Modern museums offer visitors devices to guide them and help them to enjoy their visit.
Often, these electronic guides provide visitors with audio information about the pieces
exhibited in the museum. These devices require a higher level of attention from users; we
attempt to address this problem by converting the environment in a context-aware place.
Thus, we make the users' interaction with the system invisible, allowing them to enjoy the
experience in the cultural environments.

GUIMUININ (Wireless Intelligent museum guides) is a context-aware project aimed to
improving the user experience in museums in which the system may know his/her location
on any of the floors of the building and retrieve multimedia information about the museum
pieces near the user.

We have used technology based on mobile devices and RFID to implement the system. An
art object or piece displayed along with extra information. Active RFID tags to identify a
showcase and passive RFID tags to identify a piece in the showcase. A positioning
subsystem is responsible for giving the mobile devices an identification to locate the device
according to a relative or absolute position. On the other hand, the mobile device is able to
detect automatically the position of the user in the museum and retrieve the correct
information according to the user location in the museum.

Tag

Reader tag

Fig. 3. Active(location) and passive (gesture) RFID scheme. The RFID reader is installed on
the mobile devices.

4.2 System based on location awareness (RCAR)

The location of the entities (user, robots...) is necessary to build context-aware systems.
Currently the development of systems for outdoor location seems to be solved by Global
Positioning Systems (GPS). However, this technology is not enough in indoor environments,
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where the satellite signal undergoes a total attenuation, or rather where the accuracy and
precision are very low. To solve this problem we have built the system RCAR (Robot context
awareness by RFID).

RCAR is an indoor tracking system. It is capable of locating and track autonomous entities
inside buildings. To achieve this goal we propose awareness surfaces using passive
RFID tags.

Sensitized surfaces are physical surfaces where an autonomous system can be located
(floors, walls, ceilings, tables, etc.). This surface consists of tracking units, which have at
least one single identifier associated. For the identification code of a paging unit, physically
we have to assign an identification code to a physical area and implement a mechanism to
get that ID.

A tag represents a paging unit and a mesh of tags a sensitized surface. The mechanism used
to obtain information from the tags is a passive RFID reader which is integrated into the
autonomous entity. A robotNXT is chosen to incorporate the PDA and RFID reader. The
PDA is connected via Wi-Fi (IEEE 802.11) to a wireless service control. The location manager
is responsible for mapping the identifier to the corresponding physical surfaces.

Figure 4 shows a schematic representation of the location system, Lego Mindstorm NXT
robot built with PDA and the surface used to sensitize with RFID.
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Fig. 4. Schematic representation of the location system. Lego Mindstorm NXT robot built
with PDA and sensitized with RFID.

4.3 The co-interactive table: RFID system to improve collaborative meetings

Most activities performed in our life present a high degree of collaboration. One of the
critical points of this process is the lack of information which may lead to waste users' time,
thus increasing the feeling of frustration in the tasks. Some distributed collaborative
applications may allow users to perform some tasks as videoconferences, chats, e-mail, etc.,
but in some other situations it is necessary to perform such tasks face-to-face to obtain better
results.

The Co-Interactive Table is a system designed and built to facilitate collaborative tasks
necessary in any meeting, such as sharing information and files among the participants,
using simple, natural and intuitive gestures.

We have used technology based on mobile devices and RFID to implement the system,
which is composed of several panels (one per user) forming the interactive table. A projector
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connected to a PC updates instantly important information such as ideas, notes and specific
user information. The Co-Interactive Table client application runs on mobile devices with
RFID reader. The system can recognize and offer the service required by the user with a
gesture as simple and natural as placing the mobile device near the interactive table to select
the desired action.

The interactive table is composed of different panels. The size of each panel is 210x297 mm,
the same as a din-A4 paper. Its interface shows the operations that a user may perform in
the meeting. These operations are graphically represented by attractive and intuitive
metaphors. RFID tags that provide the functionality to the panels are hidden under the
external interface

Each user has a panel and a mobile device with an RFID reader. Each mobile device has the
application client running in it. This application shows the information necessary to use the
interactive table. All the devices are connected by a Wi-Fi access point to the server that
stores the important data, files and methods necessary for the operation of the system. In
addition, the room has a projector connected to a PC that shows the users connected at each
moment and the post-it notes that they have sent during the meeting through their panels. It
can also support remote meetings where users are distributed in different geographical
locations connected to the same server.

Fig. 5. The image on the left hand side shows a meeting room that incorporates the “Co-
Interactive system”. The image on the right shows the natural gesture required to run a
function by interactive panels and the tags RFID integrated under the interface.

As an example of use, figure 5 shows a specific scenario in which four users participate in a
meeting using the Co-Interactive Table. Each participant has a panel with all the
functionalities available depicted on it and a mobile device with an integrated RFID reader.
The interactive panel (See figure 6) shows visual metaphors that represent a specific
operation. The available functions are the following:

- Login: It suggests the user to log in. At this moment the system panel is associated with
the user.

- Transfer File: This function allows users to share files with the participants in the
meetings, this way you can share and save information easily in a few seconds.
Depending on the metaphor selected, the file can be shared with a particular user or
with all the users in the meeting.
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- View User Information and Files: This metaphor shows the users” academic and
professional information. This function facilitates communication in meetings where
people do not know each other previously. In addition they can see the files uploaded
by other users.

- Returns to the main screen: This function returns to the main screen.

- View my files: This metaphor shows the files received during the meeting.

- Select user: Selecting a user is always necessary to carry out a collaborative activity. In
our case it will be necessary to transfer and view files and information from another
user.

- Exit: The user logs out. This function removes the association between the panel and the

user.
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Fig. 6. User interface interactive panel: it shows the functions offered by the intelligent object
and scheme showing the operation of the panels incorporating RFID technology with the
mobile device and Web Services.

The system architecture is client-server, where the processing capacity is shared between
both. Its operation is very simple: the client, which in our case is the application running on
the mobile device, makes requests for a service from the server which provides the response.
As shown in Figure 6, from the client side we can see the scanned physical object (interactive
panel) that communicates with the mobile device using RFID technology. Both the mobile
device and the PC are responsible for implementing the services offered by the server via
Wi-Fi wireless technology.

The server runs on a PC that is connected to an access point via Wi-Fi. Its main objective is
to provide the shared resources and the services required to the customer.
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The

server content has been divided into two parts: one is responsible for hosting the files

from the meeting and the other one stores the database.
The hardware components used to build the system are the following;:

The

The interactive panel is a lightweight and portable rectangular object of 210x297 mm. Its
interface contains visual metaphors that indicate the functions that can be carried out
using the panel. Under the interface RFID tags are hidden, as seen in the right image of
Figure 5, thus providing functionality to panels. Altogether the object is made up by 48
tags.

RFID-Tags are under the interactive panel interface. The tags used are passive, i.e. no
external battery is required to operate.

RFID Readers contain CompactFlash connectivity. The maximum reading range is 10
meters and can accommodate multi-tag (anti-collision), i.e. they can read multiple tags
at a time without causing any conflict or loss of information read. It is easy to connect to
computers and PDA handheld readers.

The Access Point, also called WAP, (Wireless Access Point), is a terminal that connects
devices to form a wireless network, thus allowing communication among them. It is
always ready to serve new customers we serve and its main function is to receive, store
and transmit information to the corresponding device. Its use has allowed us to create a
high performance safe and reliable wireless LAN.

The Webcam is a small digital camera connected to a computer which can capture
images and transmit them through the network to users who are located elsewhere;
therefore, meetings can be held remotely, because the interactive panel functionality is
not lost despite users not being in the same room. In our case it is optional; it would
only be used in specific cases.

Mobile devices, also known as handheld, PDA, Palmtop or just handheld devices are
small, with some processing capabilities, permanently connected to the network. This is
the device the user will use to interact with the panel.

The Projector: Its function is to receive a video signal and project the corresponding
image on a projection screen. In our case it is used to project the image of an application
whose function is to show users present at the meeting and the important information.
It is connected to the server and is constantly updated.

The PC: Its function is to run the application to be displayed on the projector. The
server is contained in the PC, as well as all its resources and optionally the web cam
which is incorporated can be connected when wishing to hold a meeting remotely. The
PC is always connected to the access point to provide the services required by the user.
software components that allow the operation of all the functions required are:

The "controller." It is located on the mobile device and its main function is to control
communication between the mobile device and the interactive table, supported with RFID
technology. For communication to be perfect the component is continuously waiting for
the execution of an event as the ID reading of the RFID tags contained in the panel and
then it will send the information to the web server to run the specific operation.

The "web Service". Its function is to receive the identifier read by the RFID reader and
check it with the database in order to return the corresponding data to the client
running on the mobile device.

The "co-it". It runs on the mobile device and its main objective is to display the
information corresponding to the function selected in the interactive table. This
component communicates via Wi-Fi with the Web service.
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- The "post-it system". It runs on a PC and its function is to verify if there is a new user or
event in the meeting, as sending a "post-it type" note to the public folder, and
subsequently inform all users of the meeting by displaying the updated information on
the projector. The "post-it" system incorporated allows people to expose their ideas
easily, facilitating the exchange of information at the meeting.

The communication process is as follows: (See Figure 6). The user makes a gesture as simple
and intuitive as approaching the device to the metaphor selected; this is the event that
triggers the next action:
The RFID reader incorporated on the mobile device emits electromagnetic waves that excite
the RFID tags. The reader will read a single ID, and then sends it to the RNC (Controller)
which is responsible for pre-processing data to be sent to the server. Using wireless
technology the reader sends the ID and the panel ID to the server, the ID is then mapped to
the database for the action to be executed. This information is sent via Wi-Fi to the client’s
mobile device, which is responsible for implementing one window or another depending on
such information, thus triggering the interface automatic change without requiring the use
of a pen.

5. Benefits and drawbacks - lessons learned

In this section we will discuss the advantages offered by the integration of RFID technology
in the new scenarios.

The benefits about RFID tags are that they can be hidden allowing users to work in a natural
way without being aware of them.

The execution of functions is easier, this depends on the context or on simple natural
gestures. In this way this is actually the definition given by Weiser on Ubiquitous
Computing, which describes a technology that runs implicitly to the user, ensuring that the
user has complete control over the application without concentrating on it.

Low cost deployment as mobile devices will incorporate this technology in the short term,
passive RFID tags are very inexpensive, thus offering very cheap and affordable systems.
Greater flexibility in the dynamic content of the system. The application can update their
information quickly and effectively, thanks to the existing interconnection network.
This type of systems offer the possibility to work in different physical environments,
presenting fewer limitations than other systems such as infrared or ultrasound, which suffer
greater attenuation level to consistent materials. Tags or passive tags do not require
additional batteries, thus providing easy maintenance and high resistance.

Thanks to this technology the implementation of new interfaces can be developed for any
mobile device, allowing the system usability and user-friendly interaction, thus improving
user satisfaction.

Some possible limitations are: It requires connectivity to another network interconnection.
The server needs to contain all the data from RFID tags, so in very complex systems we can
find a lot of data, which might be difficult to manage.

6. Conclusions

The computer human interaction currently undergoing is not yet as natural as desired.
The user must pay too much attention to the computer.The main objective is for users to
focus on their tasks and not on the system performance. This type of systems, implicit
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by the user, also called context-awareness or the Internet of Things are difficult to
develop. The use of embedded technologies into the objects is required to implement
them, in addition to the network wireless and server requirements to manage all
the information. In this chapter we present three projects, one of them is focused
on improving the user visit the cultural environments, the system captures the user's
context information and sends back information on works of art that are near the user at
that moment. Another project has focused on improving indoor tracking systems for
objects that have been sensitized with RFID tags. The last project improves collaborative
tasks carried out at the meetings. In order to facilitate such tasks, we have digitized
panels. RFID technology has been used because of the advantages it offers. We can see
that RFID is a technology with far more profits than previously thought, which has
moved from being the star product identification, to be able to scan simple objects and
scenarios, providing intelligent environments where information is readily available. It
facilitates human interaction with the environment through mobile devices and
overcomes the limitations of mobile phones by providing a new type of interface that is
easily adaptable.
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1. Introduction

ICT has simplified and automated many tasks in the industry and services sector.
Computers can monitor and control physical devices from very small to very large scales:
they are needed in order to produce semiconductor wafers and can help operating ships,
airplanes or manufacturing devices. Until some years ago though, these solutions were
monolithic and thus application specific.

In the field of monitoring and control, the wide adoption of modular design patterns and
standardization, together with the improvements in communication technologies, paved the
way to the diffusion of single component products that could be integrated as building
blocks for ever more complex applications. An array of embedded devices and autolD
technologies are now available as well as off-the-shelf platforms (ref Oracle, IBM, Arduino,
Arch Rock, Sensinode) which can be used and customized for addressing specific purposes.
One of the biggest paradigms behind this trend is the Internet of Things (IoT) which foresees
a world permeated with embedded smart devices, often called “smart objects”, inter-
connected through the Internet!. These devices should help blending together the digital
and the physical world by providing Things with “identities and virtual personalities”
(European Technology Platform on Smart Systems Integration [EPoSS], 2008) and by
providing pervasive sensing and actuation features.

This scenario is very challenging as not all the building blocks of the IoT are yet in place.
Standardization efforts are essential and have only recently been made and a reference
architecture is still missing. Other researches on this topic nowadays focus on hardware and
software issues such as energy harvesting, efficient cryptography, interoperability,
communication protocols and semantics. The advent of IoT will also raise social,
governance, privacy and security issues.

This work provides a historical and conceptual introduction to the IoT topic. In the second
part of the chapter, a wide perspective on the aforementioned issues is provided. The work
also outlines key aspects in the process of moving from the current state of the art of IoT,
where objects have digital identities, towards a network of objects having digital
personalities and being able to interact with each other and with the environment. In the last
part, a selection of the possible impacts of the IoT is analyzed.

1 A better definition of the phrase “Internet of Things” will be provided in the next Section.
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2. Evolution of a vision

The concept of Internet of Things was originally coined by Kevin Ashton of the MIT Auto-
ID Center to describe the possibility of using RFID tags in supply chains as pointers to
Internet databases which contained information about the objects to which the tags were
attached. The concepts heralded in the presentation made by Ashton in 1998, were soon
realized in practice with the birth of the EPCglobal, a joint venture aiming to produce
standards from the Auto-ID Center, which eventually created the EPC suite of standards
and the homonymous architecture framework (Armenio et al., 2007).

The phrase maintained this meaning (Meloan, 2003), untill 2004, when, for the first time a
world where “everyday objects [had] the ability to connect to a data network” was conceived
(Gershenfeld et al., 2004). Innovative concepts such as the extreme device heterogeneity and
IP-based, narrow-waist protocol stack were for the first time introduced for what was also
called Internet0.

In the last years the hype surrounding the IoT grew in proportions. In the last years, quite a
few definitions have been given and we will analyse them briefly in order to provide a
better definition of the Internet of Things phrase.

In the final report of the Coordination and Support Action (CSA) for Global RFID-related
Activities and Standardisation [CASAGRAS] project (CASAGRAS, 2009) the reader can find
a compiled list of definitions which capture different aspects of and meanings given to the
concept of Internet of Things:

Initial CASAGRAS definition: “A global network infrastructure, linking physical and virtual
objects through the exploitation of data capture and communication capabilities. This infrastructure
includes existing and evolving Internet and network developments. It will offer specific object-
identification, sensor and connection capability as the basis for the development of independent
cooperative services and applications. These will be characterised by a high degree of autonomous data
capture, event transfer, network connectivity and interoperability”, Anthony Furness, European
Centre of Excellence for AIDC

The CASAGRAS definition was given in the first part of year 2009, and was then confirmed
in the final report of the project. In this definition the IoT is first and foremost a network
infrastructure. This is coherent with the semantic meaning of the phrase which assumes that
the IoT builds upon the existing Internet communication infrastructure. The definition is
also focused on connection and automatic identification and data collection technologies
that will be leveraged for integrating the objects in the IoT.

SAP definition: “A world where physical objects are seamlessly integrated into the information
network, and where the physical objects can become active participants in business processes. Services
are available to interact with these 'smart objects' over the Internet, query and change their state and
any information associated with them, taking into account security and privacy issues.” Stephan
Haller, SAP AG

We would like to note here the focus on the physical objects which are in the center of the
attention as main participants of the IoT. They are described as active participants in the
business processes. Besides, the IoT here is more a vision than a global network, as the word
“world” would suggest. Also the idea of using services as communication interfaces for IoT
is explicited. Services will soon become one of the most popular tools to broaden the basis of
communication interoperability in the IoT vision. Security and privacy, though not related
to the definition of IoT, are also highlighted as critical issues (see Section 5.3).
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Future Internet Assembly/Real World Internet definition: The IoT concept was initially based
around enabling technologies such as Radio Frequency Identification (RFID) or wireless sensor and
actuator networks (WSAN), but nowadays spawns a wide variety of devices with different computing
and communication capabilities - generically termed networked embedded devices (NED). [...] More
recent ideas have driven the IoT towards an all encompassing vision to integrate the real world into
the Internet [...].

More recent definitions seem to emphasize communication capabilities, and to assign a
certain degree of intelligence to the objects (EPoSS, 2008; cited in Botterman, 2009).

“a world-wide network of interconnected objects uniquely addressable, based on standard
communication protocols.”

“Things having identities and virtual personalities operating in smart spaces using intelligent
interfaces to connect and communicate within social, environmental, and user contexts.”

In conclusion, we can thus identify two different meanings (and thus definitions) of the
phrase: the IoT network and the IoT paradigm. First and foremost, the Internet of Things is a
global network, an extension of the current Internet to new types of devices - mainly
constrained devices for WSANs and auto-ID readers -, aiming at providing the
communication infrastructure for the implementation of the Internet of Things paradigm.
The Internet of Things paradigm, on the other hand, refers to the vision of connecting the
digital and the physical world in a new worldwide augmented continuum where users,
either humans or physical objects (the things of the Internet of Things), could cooperate to
fulfill their respective goals.

Physical World | Digital World Physical World | Digital World Augmented World
[ J | J [ Input | \ - i )
{ t | \ ut | [ Output | [ Output | J

a) b) N

Fig. 1. The paradigm of IoT: from the current situation where digital and physical
environments are uncoupled (a), to one where physical and digital world can interact (b)
and finally to one where physical and digital worlds are merged sinergically in an
augmented world (c).

In order to realize the IoT paradigm, the following features will be gradually developed and
integrated in or on top of the Internet of Things network infrastructure, slowly transforming
it into an infrastructure for providing global services for interacting with the physical world:
e  object identification and presence detection
e autonomous data capture
e autolD-to-resource association
e interoperability between different communication technologies
e event transfer
e service-based interaction between objects
semantic based communication between objects
e  cooperation between autonomous objects.
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3. A model for the Internet of Things

The aim of this section is to provide insight on the actors and components of the Internet of
Things and how they will interact. We will provide our definition on the concepts we deem
essential in the Internet of Things as previously defined in Section 2 .What is expressed in
the following paragraphs has been heavily influenced by the fruitful interaction with our
partners in the IoT-A project.

The generic IoT scenario can be identified with that of a generic User that needs to interact
with a (possibly remote) Physical Entity of the physical world. In this short description we
have already introduced the two key actors of the IoT. The User is a human person or a
software agent? that has a goal, for the completion of which the interaction with the physical
environment has to be performed through the mediation of the IoT. The Physical Entity is a
discrete, identifiable part of the physical environment that can be of interest to the User for
the completion of his goal. Physical Entities can be almost any object or environment, from
humans or animals to cars, from store or logistic chain items to computers, from electronic
appliances to closed or open environments.

User interacts with—— Phys_lcal
Entity

Fig. 2. Basic abstraction of the IoT interaction

In the digital world Digital Entities are software entities which can be agents that have
autonomous goals, can be services or wimple coherent data entries. Some Digital Entities can
also interact with other Digital Entities or with Users in order to fulfill their goal. Indeed,

Digital Entities can be viewed as Users in the IoT context. A Physical Entity can be

represented in the digital world by a Digital Entity which is in fact its Digital Proxy. There are

many kinds of digital representations of Physical Entities that we can imagine: 3D models,
avatars, objects (or instances of a class in an object-oriented programming language) and
even a social network account could be viewed as such. However, in the IoT context, Digital

Proxies have two fundamental properties:

o they are Digital Entities that are bi-univocally associated to the Physical Entity they
represent. Each Digital Proxy must have one and only one ID that identifies the
represented object. The association between the Digital Proxy and the Physical Entity
must be established automatically

e they are a synchronized representation of a given set of aspects (or properties) of the
Physical Entity. This means that relevant digital parameters representing the
characteristics of the Physical Entity can be updated upon any change of the former. In
the same way, changes that affect the Digital Proxy could manifest on the Physical Entity
in the physical world.

While there are different definitions of smart objects in literature (Kortuem et al., 2009), we

define a Smart Object as the extension of a Physical Entity with its associated Digital Proxy.

We have chosen this definition as, in our opinion, what is important in our opinion is the

2 We prefer, wherever it is possible, not to introduce a distinction between the world of constrained
devices and the one of full function devices. Some authors refer to the IoT as a concept related only to
constrained devices. We prefer to stick to the previously provided definition, where the IoT is conceived
as an extension of the Internet, thus including it and all the related concepts and components.

In this case for example, the ‘software agent’ can equally be one residing on a server, on an autonomous
constrained device or running on the mobile phone.
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synergy between the Physical Entity and the Digital Proxy, and not the specific technologies

which enable it. Moreover, while the concept of “interest” is relevant in the IoT context (you

only interact with what you are interested in) the term “Entity of Interest” (Haller, 2010)

focuses too much attention on this concept and doesn’t provide any insight on its role in the

IoT domain. This term was an alternative to Entity in (Sensei, 2008), which in turn we view

as an unnecessary abstraction that can also be misleading. For these reasons we have

preferred the term Smart Object, which, even if not perfect (a person might be a Smart

Object), is widely used in literature.

Indeed, what we deem essential in our vision of IoT though, is that any changes in the

properties of a Smart Object have to be represented in both the physical and digital world.

This is what actually enables everyday objects to become part of the digital processes.

This is usually obtained by embedding into, attaching to or simply placing in close vicinity of

the Physical Entity one or more ICT devices which provide the technological interface for

interacting with or gaining information about the Physical Entity, actually enhancing it and
allowing it to be part of the digital world. These devices can be homogeneous as in the case of

Body Area Network nodes or heterogeneous as in the case of RFID Tag and Reader. A Device

thus mediates the interactions between Physical Entities (that have no projections in the digital

world) and Digital Proxies (which have no projections in the physical world) extending both.

From a functional point of view, Device has three subtypes:

e  Sensors can provide information about the Physical Entity they monitor. Information in
this context ranges from the identity to measures of the physical state of the Physical
Entity. The identity can be inherently bound to that of the device, as in the case of
embedded devices, or it can be derived from observation of the object’s features or
attached Tags. Embedded Sensors are attached or otherwise embedded in the physical
structure of the Physical Entity in order to enhance and provide direct connection to
other Smart Objects or to the network. . Thus they also identify the Physical Entity.
Sensors can also be external devices with onboard sensors and complex software which
usually observe a specific environment in which they can identify and monitor Physical
Entities, through the use of complex algorithms and software training techniques. The
most common example of this category are face recognition systems which use the
optical spectrum. Sensors can also be readers (see Tags below).

e Tags are used by specialized Sensor devices usually called readers in order to support the
identification process. This process can be optical as in the case of barcodes and QRcode,
or it can be RF-based as in the case of microwave car plate recognition systems and RFID.

e  Actuators can modify the physical state of the Physical Entity. Actuators can move
(translate, rotate, ...) simple Physical Entities or activate/deactivate functionalities of
more complex ones.

It is also interesting to note that, as everyday objects can be logically grouped together to form

a composite object and as complex objects can be divided in components, the same is also true

for the Digital Entities and Smart Objects which can be logically grouped in a structured , often

hierarchical way. As previously said, Smart Objects have projections in both the digital and
physical world plane. Users that need to interact with them must do so through the use of

Resources. Resources3 are digital, identifiable components that implement different capabilities,

and are associated to Digital Entities, specifically to Digital Proxies in the case of IoT. More than

one Resource may be associated to one Digital Proxy and thus to one Smart Object. Five general
classes of capabilities can be identified and provided through Resources:

3 In this work we depart from the original and abstract meaning of the term (Berners-Lee, 1998) which
we consider closer to the definition of Entity of Interest.
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Fig. 3. Conceptual model of a Smart Object

e retrieval of physical properties of the associated Physical Entity captured through
Sensors;

e modification of physical properties of associated Physical Entity through the use of
Actuators;

e retrieval of digital properties of the associated Digital Proxy;

¢ modification of digital properties of the associated Digital Proxy;

e usage of complex hardware or software services provided by the associated Smart
Objectt.

In order to provide interoperability, as they can be heterogeneous and implementations can

be highly dependent on the underlying hardware of the Device, actual access to Resources is

provided as Services.

4 The use of remote processing capabilities for computation intensive operations (e.g. the resolution and
lookup processes) or the usage of specific hardware (e.g. printers or projectors) are good examples of
this kind of Resources.
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Fig. 4. Proposed Internet of Things reference model

The associations between Smart Objects and Resources (i.e. their identity) and the locations
(i.e. network addresses) of the relative Services is either recorded in the Smart Object itself or
can be stored (along with a small amount of auxiliary information) in what we call
Resolution Service, an infrastructural component of the Internet of Things. The Resolution
Service is conceived as a registry-based provider of the essential resolution service. Its task is
very similar to that of current DNS or ONS service: it takes as input the ID of a Smart Object
or Resource and provides as output the network addresses of the Services associated to it.

In the same way, a semantic description of the Resources and the ID of the associated Virtual
Proxy is recorded in what we define the Lookup Service. This is similar to nowadays semantic
search engines in that it accepts an input query and provides a relevance-ordered set of IDs,
identifying Resources that might be useful to the User, according to the semantic query
provided by the User.

Both the resolution and the lookup services can be provided as Services.

4. Identification, data collection and communication

The IoT vision had its base in the automatic identification (autoID). For the first time, ICT
systems could assign an identity to common objects and soon these were able to become -
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passive - part of automated, computer-managed processes. Such processes initially aimed at
shadowing physical processes by monitoring them through the use of autoID.

ResolutionServiceEntry

TAVAN

+res|D
+serviceAddr

+ID 4—

+<..>()

R
esource DigitalProxy
-resIDD -ID
S
0..% 1  [-resourceSet : Resource
+getResID() rgetiD()

+getMetaDescription()
+getServiceAddr()
+<resource-specific methods>()
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+getResources() : Resource
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Fig. 5. Representation of the resolution registry

In the beginning, barcodes provided the first means of identifying items through optical labels.
Barcodes eventually evolved, also thanks to the spread of camera-integrating mobile phones,
to bi-dimensional optical codes such as QRcode (Denso Wave, n.d.). In the meanwhile, the
well known RFID technology allowed for the first time real-world objects to be efficiently
integrated in the digital processes, making in this way the first step towards the convergence
and integration of digital and real world as the IoT paradigm proclaims. A relative small form-
factor and low price together with the limited need of maintenance made this technology a
good solution for specific supply chain and asset management solutions (Bose & Pal, 2005).
Unfortunately though, the RFID technology has its limits. Designed for identification, it can
only provide information about presence and it also brings along a set of privacy and
security issues. Semi-passive RFID tags can provide readings from battery powered sensors,
but communication is still one-way and objects are not connected.

Sometimes passive RFID is also erroneously thought of as an authentication technology.
This is a misconception, albeit common. The option of using RFID for authentication
purposes should be thoroughly investigated prior to adoption and could prove even
dangerous if system designers believe that RFID could provide a secure way of identifying
things (Lehtonem et al., 2009).

When it comes to data collection, networks provide the most powerful solution.
Bidirectional communication, enabling constant monitoring as well as command actuation,
an always-available connection and higher data-rates sound definitely appealing. Wireless
networks on the other hand prove to be a good solution because they need no physical
infrastructure for operating and the deployment process is easier. And so, Wireless Sensor
Networks (WSN) were born and provided new performance levels that were needed in
some fields of data collection.

WSNs are made of a number of network (usually WPAN or LR-WPAN) nodes that often
have automatically (re-)configuration capabilities and provide a wireless communication
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channel for the data gathered by onboard sensors. A user or a central business logic can get
the collected data through a special node, usually the coordinator of the network, that acts
as gateway. A good knowledge base on WSNs can be found in (Akyldiz & Vuran, 2010).
Bidirectional communication is also useful for requesting real-time data and commanding
actuators. Hence the phrase Wireless Sensor and Actuator Network® thereafter WSAN) was
coined. Bidirectional communication is also useful for reprogramming devices directly on
the field (Karlof et al., 2004).

These technologies paved the way to a whole new set of applications thanks to their ease of
deployment. With almost no need for a physical network infrastructure, WSANSs attracted a
lot of interest from application designers aiming to employ them in fields ranging from
home and industrial automation (Sleman & Moeller, 2008), smart metering (Kistler et al.,
2008), to precision agriculture (Xuemei et al., 2008), environmental monitoring and
healthcare (Yang & Yacoub, 2006).

These applications though are just the top of a submerged iceberg when it comes to the
possibilities provided by embedding sensor and actuators in the environment. The real
revolution will take place when embedded devices will be able to provide and access
resources through the Internet. This, together with the use of semantics will also uncover the
untapped potential of context-awareness and autonomous decision making.

The first steps towards this vision have already been taken. As the IP protocol is the
cornerstone of the Internet and, as the IoT will be an extension of the current Internet, many
have proposed to use IP, and in particular IPv6, as the shared narrow-waist of IoT-capable
protocol stacks (Vasseur, & Dunkels, 2010). Indeed, the perspective of having 50 to 100
billion devices by 2020 (Sundmaeker et al., 2009) can be even viewed as one of the drivers of
the adoption of the IPv6.

In this context, the work of the 6LoOWPAN group in providing an adaptation layer between
IPv6 NWK layer and the MAC layer of IEEE 802.15.4 is worth mentioning (Bormann et al.,
2009). The adaptation was needed because of the different purposes of the IPv6 and of the
IEEE 802.15.4 standard for Low Rate WPANs (LR-WPANSs). The former was based on the
existing features of IPv4, and was designed for the Internet while, at design time, LR-
WPANSs were required to optimize energy consumption. Thus the work had to deal with the
typical limitations of constrained devices.

One of the greatest issues was that the LR-WPAN PHY layer packet length of 127 bytes. This
forced the workgroup to rely on the compression for the 40 bytes IPv6 header in order to
achieve larger application-level payloads and thus greater efficiency in communication,
which lead to RFC4944 (Montenegro et al.,, 2007). The reasons behind this choice can be
understood considering that the MAC header has a maximum length of 25-bytes, that the
possible overhead due to the MAC layer security can take up to 21 bytes and that
fragmentation support in upper layers can reduce even more the actual application payload.
The potential of having small - though constrained devices - to the Internet has been readily
perceived by the actors of the embedded devices market. For example, alongside the interest
focused from the academic environment, it is relevant that all embedded platforms
previously cited already provide support to 6LoWPAN. Contiki and Tiny OS, two of the
major operating systems for embedded devices, also provide modules for 6LoWPAN.

5 While in literature the term “WSN’ is much more used, we prefer to use "‘WSAN’ because, limiting the
functional definition of such network to sensing doesn’t fit with the IoT scenario, where the interaction
with the real world is bidirectional
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Communication capabilities are essential for achieving other features that have been
associated to the Internet of Things. Cooperation among Smart Objects and the auspicated
context-awareness are the most relevant. In order for devices to exchange meaningful data a
proper support at service and application layer level is essential.

5. The missing building blocks

The IoT paradigm is a visionary one. Currently there are more questions than answers and
many challenges need to be taken into account. Some building blocks, such as autolD
technologies, WSANs and basic IP-based communication are (almost) available, yet others
are still needed and obstacles pave the path to the advent of IoT. Nonetheless, this vision,
unlike many others, is in the realm of possibility and the sheer momentum of the effort it
focuses might lead to its success.

This section lists and analyzes the most relevant technological and scientific missing
building blocks. Many of these topics have been discussed in the frame of the Internet of
Things Architecture [loT-A] project (IoT-A, 2010)°, which aims at bridging many of these
gaps.

A governance framework is also considered to be necessary, yet missing, and the relative
issues will be depicted in the relative sub-section.

5.1 Interoperability

The paramount challenge at the moment seems to be interoperability. This issue has many
facets, some of which are tightly intertwined to technical aspects. Even though there are many
other challenges for the IoT, one of the most important requirement to keep in mind when
addressing them is that they need to be solved in a common way for interoperability’s sake.
We have identified the following topics on which efforts from the research and stakeholder
community in creating inter-operable solutions and towards standardization are most needed:
e reference architecture and protocol suites

¢ identification schemes

e routing and addressing

e resource resolution and lookup

e semantics

Though not strictly related to standardization, governance and intellectual property
management also have to be addressed jointly and in an international frame. In this case
though, it’s not the research or stakeholder community that has to make efforts and take
decisions, but the international entities that will be responsible of the management of the
infrastructure of the IoT.

5.2 An architecture and a reference conceptual framework

Despite the interest in the topic and the huge amount of scientific papers, books and
workshops about the Internet of Things, there is a manifested lack of consensus on some
concepts and definitions related to the IoT.

As seen in Section 2, there is a certain degree of misalignment even in the definition of the
Internet of Things and this also extends to other concepts used in this context. This

6 See http:/ /www.iot-a.eu
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misalignment translates in the fact that the set of expected capabilities of the IoT is not the

same throughout the scientific community. For example, it is not clear whether the ability of

co-located objects to interact must be necessarily mediated by the central infrastructure

services or could be realized by local service discovery processes.

Also, there’s much uncertainty on the functional components of the IoT. Depending on the

required features of the IoT, new infrastructure services will be needed. In Section 2, we

have proposed the definition of Lookup and Resolution Services, but many other may be

needed to cope with security and privacy issues for example. Such services also raise the

problem of scalability from three perspectives:

e number of devices requesting a service from the IoT infrastructure.

e number of Resource entries in the registry of an infrastructure service on which to
perform the search

e client device resources (bandwidth, battery, processing power, which decrease going
towards the periphery of the IoT network)

In this context, the fact that there is no reference architecture for the IoT is almost a

consequence. To our best knowledge, there is very limited literature on the topic yet

(Tsiatsis et al., 2010; Vazquez et al., 2010). The IoT-A project (IoT-A, 2010), as the name

suggests, will address thoroughly this issue in its three years’ course.

5.3 Privacy and security

Privacy and security, or the lack of, also pose a significant challenge for the correct deployment
of the IoT concept. Clearly, the peripheral part of the IoT is the most vulnerable one. Here,
networks of constrained devices and data-collection systems, generally characterized by very
limited resources, aim to collect and transport sensible and sometimes critical data.

More and more often, such systems rely on wireless communication, which has greatly
improved the ease of deployment of data-collection systems, overcoming physical limitations
related to the weaving of cables needed for the communication infrastructure. From a security
point of view though, wireless systems (such as today’s WNANs or RFID systems) have an
intrinsic downside: they use a shared physical medium for communication. To share the air as
physical medium means that attackers can easily and anonymously obtain access to packets
sent over the air from far away and with minimum costs. Access to data is then a simple
matter if this is not encrypted. Moreover, as there is no physical authentication, malicious
users can inject forged packets at Link Layer level, disrupting the network and possibly
compromising any functionality of the upper layers.

Though many solutions for improving passive RFID security have been proposed in the
scientific community, very few standards actually implement relevant security features
(Oertel et al., 2005). The general problem is that passive RFID tags provide a very limited
and vulnerable memory storage as well as minimal processing capabilities. These aspects
limit in turn the flexibility of the security features, so that, at the best of our searches to date,
it is impossible to secure (provide at least authentication, confidentiality and freshness) the
typical IoT scenarios where RFID tags can move around and interact with different readers,
pertaining to different security domains.

For what concerns peripheral networks, in order to provide confidentiality, integrity and
authentication features, security frameworks (Casado et al., 2009; Karlof et al., 2004; Luk et
al., 2007) can be used. These frameworks work at Link Layer level in order to protect the
functionalities of the higher layers. On the downside though, they introduce a relatively
consistent communication and processing overhead to achieve their goal. Authentication in
particular is essential in order to deny packet forging and avoid replay attacks.
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Even for these systems, there is another common issue: in such systems there is no trusted
actor (i.e. device) by default. The process of defining a trusted actor and sharing the “secret”,
or key, subsequently used for authentication or encryption, is a critical and vulnerable one.
Because of its utter importance, it also has to be done in a safe environment which generally
means connecting to the devices physically (by cable) or wirelessly in a safe environment.
Moreover, in such systems, keys are usually network-wide because of memory constraints,
which means that compromising one node, might compromise the whole network/system.
Also, such keys cannot be as long as the standard length for unconstrained devices because
of the limited computational power.

As pointed out in (Vazquez et al., 2010), smart objects with communication capabilities
usually use a gateway in order to connect to the Internet. This gateway usually is at the edge
between the domain of constrained and unconstrained devices and usually having less
constraints than peripheral devices. It is interesting to note that these devices are also on the
border of two domains characterized by different security capabilities. It is thus reasonable
to delegate to these devices the task of providing the needed security scalability for
providing end-to-end security features. In Figure 5 we describe three possible scenarios for
what concerns authentication scalability. We consider that gateways can authenticate all
traffic incoming from the Internet side with a standard length key and that, in the most
demanding scenario, they, at the same time authenticate all the outgoing from the WSAN.
These scenarios can be easily adapted for the confidentiality and integrity features.

A more complex scenario though configures in the case of nomadic nodes that use
unfamiliar networks to connect to the Internet and thus were not pre-configured. In this
case, there is also the issue of having nodes that do not trust the gateway by default. A
Certification Authority (thereafter CA) could be used to provide mutual trust between the
gateway and he mobile node, but this might prove risky as the access to the CA is provided
by the (un-trusted) gateway.

Auth. Auth.
a) (] 1024+ bit ) ( )
Gateway WSN
b) ‘i 1024+ bit ' . 128-bit
Gateway WSN
c) 0 1024+ bit ) 128-bit
Gateway WSN

Fig. 6. Security scalability scenarios: only the gateway (and thus the source network) can be
authenticated, b) tunnelling and c) active scaling of features
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In conclusion, in current WSAN-based IoT-like systems a) an Internet-wide security
framework implementation for granting Link Layer security features is not feasible, b) long
keys cannot be used for cryptography/signing on embedded devices, c) security of mobile
constrained devices is even more problematic and d) we suggest the use of gateways as tools for
scaling the security features between the core area of the IoT network and the peripheral part.

5.4 Governance

A specific regulatory frame that takes into account private, business and public needs for
the IoT is needed. Also, governing bodies have to adopt a shared strategy for managing,
maintaining a global, international and possibly critical infrastructure such as the Internet of
Things.

Defining and enforcing policies for such a network is also an important and delicate issue
due to its characteristics (physical pervasiveness, trans-national reach, transport of sensitive
data, ...) and the criticality of the potential implications.

If today’s Internet has stretched the previous definitions of intellectual property, the IoT
scenario will likely challenge the old definitions. For example, imagine a future environment, a
private ground that is publicly accessible, such as a supermarket. Many people move through
this space and the devices they wear continuously collect data in the open environment. This
data might be made accessible to users all over the world through the IoT. But whose property
is this data? Does it belong to the environment’s owner, to the sensor’s owner, or to the
collector of the data? And in the case that the sensor simply traces other devices? How will the
user be informed that some data regarding him has been acquired? Actually will he be
informed? How will privacy rules be enforced in such an environment?

Many questions, but few answers. It is certain though that the Internet of Things will
introduce a whole new set of security and privacy issues and that users shall be able to
understand and manage the security and privacy features of their devices in order to benefit
from the deployment of IoT. This is of the utmost importance and we believe that it is one of
the main priorities of the governance to design and supervise this process.

6. Implications

6.1 Social implications

Pervasive technologies might have a consistent and positive impact on society but they also
have the power to be very disruptive. For these reasons, the design and adoption of the
Internet of Things shall be performed taking into account the implications on society that we
can foresee and limiting, where it can be done, the consequences we cannot predict.

For example, the digital divide is one of the issues which we can foretell that will be
accentuated by the adoption of the IoT, if not correctly designed. In first stance, the digital
culture is not homogeneously distributed across the territory: people living in densely
populated areas usually are more used to technology and adapt easier to new IT
developments. IoT will be a great challenge for all users because the interaction paradigm
will be completely new to them. In order just to realize how difficult it will be, one could
think of how the users will manage the privacy and security features of the 3 to 8, display-
less devices which have been forecasted belong to their personal space.

In second stance, while deploying stand-alone WSAN solutions in remote areas is relatively
easy, taking the Internet of Things to rural areas will be very difficult due to the fact that a
proper infrastructure and maintenance will be needed. The advent of IoT without a properly
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established and pervasive infrastructure for connecting to the Internet could accentuate the
division between less and more urbanized areas.

Another underestimated impact of the IoT in on education. The acceleration of the information
flow and the handily availability of information in what will be an augmented reality will
drastically change the way people learn things. If young people manage to master the new
interaction paradigms that will characterize 10T, their relation to the physical world will also
be drastically changed and we do not know how these changes will manifest later on.

6.2 Economic implications

The IoT will doubtlessly have an impact on economy. While in the first phase we expect

only a limited, vertical impact, with the wider adoption of IoT-enabled solutions, the benefit

derived from adopting the IoT paradigm will increase in a typically exponential way.

The first impact we foresee is the improvement of process efficiency in all economic sectors

thanks to the adoption of large-scale automation. In second stance, brand new services for

private, public and business users will be designed and developed.

There are though many open questions related to the economic implications of large-scale

adoption of IoT. Such questions involve all scales from enterprise-level to an international

level:

e what will the underlying business models look like? When will the ROI rate be high
enough to sustain the spontaneous adoption of the IoT paradigm by mainstream
enterprises in industry and agriculture?

e will excessive automation change the economic model of countries? Will it have a
negative impact on society?

e  as the time of adoption of the IoT by developed countries will come sooner than in in-
development countries, will this accentuate the gap between them? Or could this even
help the economy of such countries?

While we strongly believe that it's important to keep these questions in mind while

designing the Internet of Things, we also believe that, due the expected highly-accelerated

rate of development and adoption, having accurate long-term forecasts in the IoT scenario is
very difficult.

6.3 Environmental impact

Having such a large amount of “things” integrating electronic circuitry and components
might have a significant impact on the environment. First of all, the shear amount of hardly
recyclable or even hazardous materials that will be introduced in the environment could
represent a serious pollution danger. Moreover objects integrating electronic devices that are
disposed of at the end of their life cycle will be difficult to treat, let alone to recycle, which
again can increase pollution. Thus, new materials and recycling techniques for objects
incorporating electronic devices should be developed.

7. Conclusions

From a technical point of view, the Internet of Things is an interesting evolutionary path in
the Age of Information, likely making the newborn smart objects replace humans as the
main consumers of Internet-transported data in a 10 years’ time span. It also has the
potential to radically change our life and the relationship with the environment. We have
provided a reference model for the Internet of Things and highlighted some of the most
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critical missing building blocks needed for its advent. We also looked into some impacts of
this advent that apparently have been neglected till now.

One important concept we would like to disseminate through this article is that designing
the IoT in all its aspects is very important. The results of this design phase will affect human
life in almost all aspects and at all territorial scopes.
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1. Introduction

The European Commission has published in May 2009 a recommendation “on the

implementation of privacy and data protection principles in applications supported by radio-

frequency identification”, which is designed to provide “guidance to Member States on the design

and operation of RFID applications in a lawful, ethical and socially and politically acceptable way,

respecting the right to privacy and ensuring protection of personal data.” This recommendation

requires RFID operators to conduct a “Privacy and Data Protection Impact Assessment”

before any RFID application is deployed, and make its results available to the competent

authority. The RFID recommendation is also designed to promote “information and

transparency on RFID use”, in particular through the development of “a common European sign

developed by European Standardisation Organisations, with the support of concerned stakeholders”,

designed “to inform individuals of the presence of readers”.

RFID PIA (Privacy and Impact Assessment) process aims to reach several objectives:

e to favor "privacy by design" by helping data controllers to address privacy and data
protection before a product or service is deployed,

¢ to help data controllers to address privacy and data protection risks in a comprehensive
manner, an opportunity to reduce legal uncertainty and avoid loss of trust from
consumers,

e to help data controllers and data protection authorities to gain more insight into the
privacy and data protection aspects of RFID applications.

The industry has proposed a RFID PIA framework which classifies a RFID application into 4

possible levels:

- Level 0: applications that do not process personal data and where tags are only
manipulated by users, and which are rightly excluded from conducting a PIA.

- Level 1: applications where no personal data is processed, yet tags are carried by
individuals.

- Level 2: applications which process personal data but where tags themselves do not
contain personal data.

- Level 3: applications where tags contain personal data.

If the RFID application level is determined to be 1 or above, the RFID operator is required to

conduct a four part analysis of the application, with a level of detail that is proportionate to

identified privacy and data protection implications. The first part is used to describe the

RFID application. The second part allows highlighting control and security measures. The

third part addresses user information and rights. The final part of the proposed PIA

framework requires the RFID operator to conclude whether or not the RFID application is
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ready for deployment. As a result of the PIA process, the RFID operator will produce a PIA
report that will be made available to the competent authority.

For the industry, only levels 2 and 3 are to be submitted to a PIA because it considers that
information contained in a level 0 tag are not personal. However level 1 rises concerns of
Article 29 Working Party because tagged items carried by a person contain unique
identifiers that could be read remotely. In turn, these unique identifiers could be used to
recognize that particular person who will be tracked by a third party without her
knowledge. When a unique (or multiple identifiers) is associated to a person, it falls in the
definition of personal data set forth in Directive 95/46/EC, regardless of the fact that the
“social identity” (name, address, etc.) of the person remains unknown (i.e. she is
“identifiable” but not necessarily “identified”). Additionally, the unique number contained
in a tag can also serve as a means to remotely identify items carried by a person, which in
turn may reveal information about social status, health, or more. Even in those cases where
a tag contains solely a number that is unique within a particular context and without
additional personal data, care must be taken to address potential privacy and security issues
if this tag is going to be carried by persons. The Working Party has urged the industry to
fully address this issue, by clearly mentioning it as part of a revised risk assessment
approach for level 1.

This chapter will address issues of protecting privacy of RFID tag carriers in a “privacy by
design” model which is described below on four different layers: legal aspects, policy
services, technical specifications and security services. The idea is to provide easy-to-use
tools to accept or not to be tracked at PIA level 1. In case of a negative decision, tags have to
be deactivated. Authentication techniques are to be used to protect user identity for PIA
levels 2 and 3. Security measures have also to be taken to protect personal information on
RFID tags against information leak which could lead to identity theft.

2. Legal framework

Personal data is any information relating to an identified or identifiable natural person
(‘data subject’). An identifiable person is one who can be identified, directly or indirectly, in
particular by reference to an identification number or to one or more factors specific to their
physical, physiological, mental, economic, cultural or social identity. Personal data exist in
many digital forms and are included in browsers as certificates; mobile phones are generally
related to an individual; home, appliances and clothing may include technology (e.g. smart
metering, Internet of Things and RFID) which represent owner or user’s identity; social
networking sites reflect personal information in great detail including : digital information
stored in databases, video, pictures, documents, files, notebooks, invoices, medical records,
RFID, ID cards, passports, cookies, flash objects, eID middleware, biometric identifiers (e.g.
fingerprints, DNA, etc.).

Basic principles of Directive 95-46 of the European Parliament include the following
regarding protected data: fairly and lawfully processed, for limited, adequate, relevant and
not excessive purposes, accurate and up to date, not kept for longer than necessary,
processed in line with individual’s rights, secure in processing, storage and transfer, not
transferred to other countries without an adequate level of protection.

2.1 Identity management

The concept of “identity management” is not well defined with reference to currently
available international standards, although there is relevant work in ISO/IEC
JTC1/5SC27 /WGS5 “Identity management and privacy technologies”.
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An individual during its lifetime may have many multiple different personae, i.e. names,
depending on the roles that it has or qualifies for. For example, at the time of marriage an
individual may acquire and use a new (legal) persona. Consequently, an individual may
have multiple legally recognized names (LRNSs), recognized individual names (RINs),
recognized individual identities (riis) at the same time (and so used in various business
transactions). Examples include a persona which an individual assigns to himself and is one
which also serves as an identifier such as an e-mail address (on a hotmail or gmail account,
Facebook, Twitter, as an “avatar”, etc.).

A recognized individual name is any persona associated with a role of an individual which
is recognized as having legal status, i.e., if a legally recognized name (LRN) is recognized in
a jurisdictional domain and accepted in compliance with the registration corresponding
schema. Associated with a registered individual name is (usually) a registration number of
the document attesting that the RIN has legal status of some kind. A registration authority
shall assign a unique identifier to each of its registered members including and especially
identifying where the member is acting as an individual. This unique identifier has the
properties and behaviors of an ID code in the coded domain used to support management
and maintenance of the registration authority schema.

From an eBusiness perspective, one often does not need to distinguish whether the entity
which is party to a business transaction is a "natural person" or "legal person', or an
"individual" or "organization", etc. Credit worthiness, ability to pay, secure payment, etc., of
a "person', as a buyer, is often a more important criterion for doing business with the person
in the role of seller based applications, business (including e-commerce, e-government, e-
health, etc.). This is particularly so when modeling Open-edi scenarios and scenario
components from an internal constraints perspective only. In much of consumer trade, a
buyer can remain anonymous vis-a-vis a seller by presenting a money token in which a
seller has 100% trust (e.g., cash).

Privacy protection requirements have made “anonymity” an external constraint matter
which needs to be supported. At times it is desired that an individual can establish a long-
term relationship (including a reputation, trust relationship, etc.), with some other person,
without the individual’s actual identity being disclosed. For convenience, it may be useful
for the individual, or the other party concerned, to establish a unique (new) persona,
identifier, token, etc., known as “pseudonym” with the other person. Pseudonymization is
recognized as an important method for privacy protection of personal information.
Pseudonymization techniques, mechanisms and services may be used within an
organization or public administration, within a jurisdictional domain as a whole or across
jurisdictional domains for transborder data flows.

The following set of rules summarizes privacy protection requirements which apply. A
buyer (and its agent(s)) or third party (or any other party to the business transaction), shall
not retain any personal information on the individual as the buyer for any time longer than
is consented to by the individual for post-actualization purposes unless external constraints
of the applicable jurisdictional domain requires retention of such personal information for a
longer period.

2.2 Good practices

Good practices have been defined within the CEN/ISSS Workshop on Data Protection and
Privacy (WS/DPP). Organizations should appoint a person who periodically checks
whether notified information is still complete, accurate and up-to-date, or whether grounds
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for exemption are still valid. The principal purpose of having notification and a public
register is transparency and openness. It is a basic principle of data protection that the
public should know who is carrying out the processing of personal information as well as
other details about processing. Notification, therefore, serves the interests of individuals by
helping them understand how personal information is being processed by data controllers.
Data subject has the right of access, rectification, erasure, blocking and objection to
retention. Data controller should respect these rights. Under Section 3 of the Directive, data
subjects have the right to find out, free of charge, if any entity (either an individual or an
organization) holds information about them. They might also request a description of the
information and inquire about the purpose(s) for holding their information.

Anyone having access to the organization’s documents, media, computers or information
systems is responsible for complying with the information security policy and all other
associated documentation that is applicable to it. The information security policy will
preserve an appropriate level of confidentiality, integrity, availability, lawful purpose.
Support contractors who have access to sensitive information in paper, electronic or other
format should sign a written agreement stating they will comply and adhere to
organization’s policies to keep information secure. Their compliance should be monitored to
verify they adhere to these obligations.

2.3 PIA framework for RFID

A privacy impact assessment (PIA) enables organizations to anticipate and address likely
data protection impacts of proposed initiatives and foresee problems. This process reflects
measures taken to protect privacy of individuals about whom sensitive data are kept and
addresses legal obligation to use appropriate security measures. Systems should be
designed to avoid unnecessary privacy intrusion and with privacy-by-design features
implemented to reduce possibility or effects of a security incident.

Individuals responsible for data protection (including their processing service provider)
should be identified in the security policy. These documents identify roles, individual
responsibilities, incident handling and reporting practices that have been put in place to
protect personal data and their processing with appropriate technical and organizational
measures to ensure, that at all times, integrity, confidentiality and availability of
personal/sensitive data.

The PIA Framework for RFID of January 12, 2011 explains key concepts, internal procedures
and classification criteria for RFID applications. For these criteria the PIA Framework
provides a two phases approach. The initial analysis phase is used to determine if a PIA of
RFID application is required. The decision, to which level an application belongs, has to be
made after working through a decision tree where level 1 implies a small scale PIA while
levels 2 and 3 require a full scale PIA. If an application is designed according to level 0
which means that no private data are concerned, there is no privacy threat given and further
documentation is not needed. Level 2 applications may have controls to protect back-end
data while level 3 applications may have controls to protect both back-end data and tag
data. For level 1 applications, required controls and corresponding documentation in the
PIA report are simplified.

The objective of the risk assessment phase is to document how risks are pro-actively
mitigated through technical and organizational controls. The PIA process requires any RFID
application operator to:
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Describe the RFID application;

2. Identify and list how the RFID application under review could threaten privacy and
estimate the magnitude and likelihood of those risks;

3. Document current and proposed technical and organizational controls to mitigate
identified risks;

4.  Document the resolution (results of the analysis) regarding the application.
The risk assessment requires evaluating the applicable risks from a privacy perspective. The
RFID operator should consider:
a. The significance of a risk and the likelihood of its occurrence.
b. The magnitude of the impact should the risk occur.
The resulting risk level can then be classified as low, medium or high. A prime risk is that
RFID tags could be used for profiling and/or tracking of individuals. In this case RFID tag’s
information - in particular its identifier(s) - would be used to re-identify a particular
individual. Retailers who pass RFID tags on to customers without automatically
deactivating or removing them at checkout may unintentionally enable this risk. A key
question, though, is whether this risk is likely and actually materializes into an undismissable
risk or not.

According to recommendation, retailers should deactivate or remove at the point of sale,

tags used in their application unless consumers, after being informed of the policy in

accordance with this framework, give their consent to keep tags operational. Retailers are
not required to deactivate or remove tags if the PIA report concludes that tags that are used
in a retail application and would remain operational after the point of sale do not represent

a likely threat to privacy or protection of personal data.

The RFID operator should use categories below to indicate privacy and data protection

implications of the RFID application:

- Ready for deployment: the RFID application as described provides for suitable
practices, controls, and accountability.

- Not ready for deployment: the RFID application is not approved for operations in its
current state. A specific corrective action plan has to be developed, and a new privacy
impact assessment has to be performed and documented to determine if the application
has reached an approvable state.

The PIA Framework provides only a generic scheme for the PIA and has to be

complemented by more detailed schemes like roles, security targets, classes and templates

reflecting the special aspects of industry-specific and individual applications.

2.4 Technical guidelines as templates for PIA

The approach of the European Commission suggests using so-called templates as extensions
to the Framework document in order to reach the level of detail that is necessary to conduct
a complete application-specific Privacy Impact Assessment. Such templates are specific to an
application area and should provide a detailed guidance for the creation of a PIA report.
This puts the “Technical Guidelines for the Secure Use of RFID” (TG RFID) into perspective
which have been issued by Germany’s Federal Office for Information Security (BSI). In 2007
the BSI launched this project which aims at providing technical recommendations for RFID
systems that ensure secure implementations and protection of personal data but
nevertheless support RFID operators’ and service providers’ business needs. The BSI
achieved a consensus between supporters and critics. TG RFID are accepted by relevant
parties and are now available for application areas: public transport, event ticketing, NFC-
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ticketing, retail & logistics and employee cards. First implementations proved practicality
and viability of this approach.
A major goal of development for the TG RFID is to find a consensus and to gain acceptance
of all relevant stakeholders. Therefore the BSI installed an intense review and alignment
process and invited experts and relevant stakeholders from specific application area to
participate. Representatives of RFID operators, service providers, customers, Data
Protection Agencies (DPAs) and also critics of RFID have had the opportunity to comment
early versions of the document and take part in review and alignment sessions. In this
process, security goals, potential threats, security measures and especially remaining risks
were identified, discussed and described. This process provided information on potential
impact and risks of RFID applications and generated transparency that is necessary to build
trust and acceptance. So far Technical Guidelines for five application areas have been
created. In all cases a consensus including acceptance from participating DPAs was
achieved.
Unfortunately, TG RFID for logistics and retail have not been piloted so far, because
progress with RFID in this sector is far behind former projections by retail stakeholders.
RFID tags are actually mostly used on pallets and cartons. Products in supermarkets shelves
are still only marked with traditional bar codes or with GS1 data bar, except cases like
Gillette razors. Whereas in the sectors of ticketing, NFC (13.56MHz) and employee cards
(125 kHz HID) a great progress with RFID is on its way.
TG RFID provide patterns for application specific templates which can be efficiently set up
as required by PIA Framework.
Stakeholders of an application have individual and sometimes diverging requirements for a
technical guideline. Data Protection Agencies (DPAs) want to protect data and privacy of
citizens, customers and employees. TG RFID address their objectives by a detailed
description of all relevant threats, appropriate safeguards and potentially remaining risks.
Operators are focused on their business objectives. Their intention is on practicality,
acceptance of their customers and a cost efficient and future proof solution. Balance
between objectives of both parties is achieved by a scalable definition of safeguards. Minor
threats are mitigated by simple, low-cost safeguards. Strong and costly controls are only
applied in case of high protection demand and severe threats. This approach makes sure
that cost of security measures and impact on usability are reduced to what is necessary.

Interoperability is an imperative for RFID implementations. Operators need to cooperate

with business partners and customers want to use services from multiple service providers

and across borders. This requires standardized and interoperable technical interfaces and
security measures. In addition, comparability of security levels is of major importance.

Operators can only cooperate if they can trust partner's system implementation. This

includes a certain level of data protection, privacy and as well information security and

safety. TG RFID support these fundamental requirements by two dedicated features:

i. TG RFID include not only an assessment of privacy and data protection. In addition, a
risk analysis and documentation of information security and safety is provided. The
latter is mandatory to cover business requirements of operators.

ii. Risk assessment methodology and documentation of results comply with worldwide
standard ISO27005. This makes it easy to compare PIA and security assessment reports
of different implementations and systems.

Operators will refrain from investing in RFID applications if they can't determine the cost of

security measures and their potential impact on services and usability. Both aspects have
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major influence on the overall business case. TG RFID define appropriate technical
safeguards for specific scenarios of an application. This information builds a solid base for
cost calculations and tenders. This feature of TG RFID counters a major roadblock for
introduction of RFID.

The European Commission has identified lacking confidence in legal situation for RFID-
implementations as one major roadblock for the broad adoption of RFID. Use of TG RFID is
not mandatory in a legal sense. Nevertheless they will provide a solid basis for legal
judgments of RFID applications because they are accepted by all stakeholders and represent
the current state-of-the-art for implementations of RFID.

2.5 Description of structure and security methodology of TG RFID

TG RFID are created for specific application areas and consist of three major parts:
description of the application area, assessments and recommendations. A detailed but
generic description of all service and business models of an application area is given in the
first part. This is the foundation for assessments and recommendations and covers role
models, services, products, business processes, use cases and any other information that
may be relevant for security and privacy assessments. In order to ensure practicality and
usability for all service providers and operators, this part is done in close cooperation and
alignment with experts from the application domain.

The assessment part is based on description of application area and specific security targets.
It covers all three domains of information security: security, privacy and safety. Security
targets are defined and aligned with all stakeholders. Methodology of risk assessment is
compliant with ISO 27005. Results of assessment are a list of relevant threats, appropriate
safeguards that can mitigate these threats and a description of remaining risks.

The third part of guidelines document provides recommendations on how to implement a
RFID-system in an appropriate way. Based on example scenarios from the application
domain it is shown how findings of risk assessment are transformed into specific safeguards
that should be applied to the relevant system components. This provides a clear and
economically viable guidance for the design of system.

Organizations must be able to demonstrate that they have implemented a data protection
management system (DPMS) using appropriate technology (PETs) and operational
protective measures (OPMs) to protect personal data. PIAs incorporate tests of PETS and
OPMs to prove data protection principles are met by the system. All personnel within the
organization have a responsibility to ensure that they take steps to safeguard security of
information that they are entrusted with and to use OPMs and PETs as established policy.

3. Privacy framework models

3.1 OASIS Privacy Management Reference Model (PMRM)

OASIS Privacy Management Reference Model (PMRM) Technical committee aims at
achieving a standard-based framework that will help business process engineers, IT
analysts, architects, and developers implement privacy and security policies in their
operations. PMRM picks up where broad privacy policies leave off. Most policies describe
fair information practices and principles but offer little insight into actual implementation.
PMRM provides a guideline or template for developing operational solutions to privacy
issues. It also serves as an analytical tool for assessing the completeness of proposed
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solutions and as the basis for establishing categories and groupings of privacy management

controls.

This model is based on a service-based approach, describing them in three categories:

- core policy services : agreements (with options and permissions), control (with policies
and data management),

- presentation and lifecycle services : interaction (manages data/preferences/notice),
agent (software that carries out processes), usage (data use, aggregation,
anonymization), access (individual review/updates to personal information),

- privacy assurance services : certification (credentials, trusted processes), audit
(independent, verifiable accountability), validation (checks accuracy of personal
information), enforcement (including redress for violations)

Personal information is stored in a container accessed by an agent (at entry point) for

specific processing which must abide to privacy rules (referred to as agreement and control

procedures). Assurance service guarantees conformity to these rules which can be a simple
validation or a certification, leading eventually to an audit and an enforcement procedure.

Each use case invokes a sequence of service calls. Each service call executes a sequence of

functions: define (operational requirements), select (input, process, and output) data and

parameters, input (data and parameter values in accordance with select), process (data and
parameter values within functions), output (data, parameter values and actions), link to
other services, secure with appropriate security functions.

3.2 Open identity exchange trust framework

In the context of digital identity systems, a trust framework is a certification program that
enables a party who accepts a digital identity credential (called the relying party) to trust the
identity, security, and privacy policies of the party who issues the credential (called the
identity service provider) and vice versa. In the Open Identity Trust Framework (OITF)
model, an open identity trust framework provider can administer any trust framework that
meets: 1) the principles of openness, and 2) any additional requirements imposed by the
Trust Framework Provider (TFP).

The rules of every trust framework are defined for a particular set of participants in online
(and possibly offline) interactions. The Open Identity Trust Framework Model defines
six standard trust framework roles (in addition to the trust framework provider role played

by OIX):

1. Users

2. Identity service providers

3. Relying parties

4. Assessors

5. Auditors

6. Dispute resolution service providers

7. In addition, OIX has defined a seventh role, special assessor, which is an assessor

responsible for assessing the qualifications of other assessors.
As defined in the Open Identity Trust Framework Model, a level of assurance (LOA) is a
unit of measure for the degree of confidence a relying party can have in assertions for an
identity credential from an identity provider. A level of protection (LOP) is a unit of
measure for the degree of confidence: a) an identity provider can have in the protection
provided by a relying party for the identity information disclosed in an identity credential,
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or b) a user can have in the protection provided by an identity provider and/or a relying
party for the identity information disclosed in an identity credential.

3.3 Technical profiles

A technical profile is a specification of requirements for use of a specific technology, RFID in
our case, in order to achieve technical interoperability in exchange of digital identity
credentials that is consistent with associated LOA or LOP. Once an OIX trust framework is
accepted for listing in the OIX Listing Service, participants may apply for certification.

For RFID open identity trust technical profile, four main functions have to be taken into
consideration to provide appropriate tools for agents: anonymization and
pseudonymization facilities, attributes management tools, identity management tools,
security management tools.

4. Conclusion

All TG RFID follow a common security concept. Whereas RFID Recommendation is
primarily directed towards privacy and data protection, TG RFID cover all three security
domains: safety, security and privacy. Furthermore, TG RFID provide detailed guidance
how to carry out all detailed work PIA Framework leaves out, because it is understood as a
high level document more for senior management and non-IT people. TG RFID are written
for IT experts who are responsible for designing systems, investigating threats and
weaknesses and providing for the right protection provisions. Definition of generic controls
and proposition of scenario-specific safeguards are carried out as a joint approach. This
reflects the fact that threats for privacy are often threats to information security as well. Vice
versa certain safeguards can counter threats for privacy and information security. The
approach of TGs optimizes the impact of safeguards and minimizes cost of security and
privacy and complements PIA Framework.

TG RFID provide guidance and information that will enable operators to conduct a PIA and
minimize efforts for completing the report. Major parts of the PIA can simply be covered by
referencing appropriate chapters as templates and selecting particular services, processes
and scenarios mentioned in the guideline. This will work out in most cases because TG are
describing all known eventualities of an application area. The operator's application will
normally be a subset of what is documented. Furthermore TG RFID provide detailed
patterns to develop templates as required by the PIA Framework. All this brings quality of
compliance statement to a level that can be trusted by all parties that will deal with RFID-
based systems.

5. Glossary

Individual anonymity. The state of not knowing the identity or not having any recording of
personal information on or about an individual.

Anonymization process. Whereby the association between a set of recorded information
(SRI) and an identifiable individual is removed.

Information Security. Preservation of the confidentiality, integrity and availability of
information.

Monitor. Carrying out an activity for the purpose of detecting, observing, copying or
recording the location, movement, activities, or state of an individual.
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Personal Data. Any information relating to an identified or identifiable natural person
("data subject"); an identifiable person is one who can be identified, directly or indirectly, in
particular by reference to an identification number or to one or more factors specific to his
physical, physiological, mental, economic, cultural or social identity.

RFID Application. An application that processes data through the use of tags and readers,
and which is supported by a back-end system and a networked communication infrastructure.
RFID Application Operator. The natural or legal person, public authority, agency, or any
other body, which, alone or jointly with others, determines the purposes and means of
operating an Application, including controllers of personal data using an RFID Application.

Radio Frequency Identification (RFID). The use of electromagnetic radiating waves or
reactive field coupling in the radio frequency portion of the spectrum to communicate to or
from a tag through a variety of modulation and encoding schemes to uniquely read the
identity of a radio frequency tag or other data stored on it.

RFID Reader. A fixed or mobile data capture and identification device using a radio
frequency electromagnetic wave or reactive field coupling to stimulate and effect a
modulated data response from a tag or group of tags.

RFID Tag or ‘tag’. An RFID device having the ability to produce a radio signal or an RFID
device which re-couples, back-scatters or reflects (depending on the type of device) and
modulates a carrier signal received from a reader or writer.

RFID Tag Information or information on the RFID Tag. The information contained in an
RFID Tag and transmitted when the RFID Tag is queried by an RFID Reader.

User. Specifically, an RFID Application User, i.e., a person (or other entity, such as a legal
entity) who directly interacts with one or more components of an RFID Application (e.g.,
back-end system, communications infrastructure, RFID Tag) for the purposes of operating
an RFID Application or exercising one or more of its functions.
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The Ethics of RFID Technology

Joél Schlatter and Fouad Chiadmi
University Hospital of Jean Verdier
France

‘Everyone’s right to life shall be protected by law. No one shall be deprived of his life
intentionally save in the execution of sentence following his conviction of a crime for which
this penalty is provided by law. Deprivation of life shall not be regarded as inflicted in
infringement of this Article when it results from the uses of force which is no more than
absolutely necessary: (a) in defence of any person from unlawful violence; (b) in order to
effect lawful arrest to prevent the escape of a person lawfully detained; (c) in action lawfully
taken for the purpose of quelling riot or insurrection.’

(Korff, 2006)

1. Introduction

In the Parisian subway, a passenger quickly passes through the terminal of the subway
without showing a ticket. The terminal indicates by a sound and a visual sign that the
passage is allowed and the door is automatically unbolted. The passenger passes his bag at a
distance of a few centimetres above the terminal, containing a Navigo chart integrating an
RFID chip. The personal information is transmitted to the data processing unit in real-time
and analyzed. The passage of the person is thus traced.

When passing through US customs, the traveller shows his passport to the American official
who passes it on to a reader. Thus, it immediately obtains all information of the passenger.
On the chip all information found on the old passport is recorded and by this technique
police controls are more easily facilitated and false passports detected.

In Rotterdam or Barcelona, VIP visitors of Baja Beach Clubs are identified by a subcutaneous
chip developed by the company Applied Digital Solutions (ADS). This chip is also used as a
credit card without contact. ADS developed the VeriChip, a subcutaneous chip the size of a
grain of rice, allowing applications of security access to buildings, such as for the
identification of patients in hospitals or security against abduction in South America.

With these examples, we see de facto that the RFID technology applied to humans or objects
immediately generates many questions about the right to a private life because of its
somewhat suspect nature, in particular, when recording personal data. Doubts about the
justification of the collection of data or on the storage of data and on the protection against
access by third parties are revealed. If these fears prove to be relevant, it will be necessary
for us either to espouse refusal of the technology in the name of respect for freedom, or, in
the name of a defence of inescapable progress, to find the form of political society where the
definition of freedom would not inevitably include a right to anonymity. It will thus be
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necessary for us to see, on the basis of the fear of the individuals towards technology, if one
can plan to reconcile freedom and technology, in a society where humans see guaranteed
freedom and where the use of constantly evolving technology does not dehumanize.
Hobbes proposed that fear is caused by the threat of violence and thus the state is created
with the role of protecting individuals. But he points out to us another passion associated
with this fear which is the ceaseless desire to enjoy life and secure more pleasure, and the
role of the state must also therefore be to protect and guarantee peace.

The fear of individuals of this type of technology, but also the desire to have it, are
expressed openly and thus the question that should be posited with regard to politics is:
does RFID go against a political society where the individuals are free or does RFID better
contribute to the maintenance of political society?

2. RFID Technology and instinctive fears

In defence of their freedom, individuals are afraid of being constantly supervised, card-
indexed or tracked without their consent. The ultimate fear is that of the shrouded arrival of
a society where there would be no more freedom, in other words, the imposition of a
totalitarian state. One could certainly interpret the fear of RFID technology and this concern
with regard to losing freedom as simple paranoia, but it should not be forgotten that this
fear also has historical precedent. The totalitarian societies of the 20th century did not
hesitate to categorize individuals according to their race, religious affiliation, politics etc.
and then to exterminate some of them, according to the profiles thus drawn up. In the
concentration camps, as it was the case in Auschwitz, numbers were tattooed on the skins of
prisoners, contributing to the process of dehumanization. One can understand that the loss
of freedom represents a fear for the 21st century. In this direction, the pure and simple
refusal of RFID technology could be an obvious and radical solution to preserving freedom.
The technological advancement would increase the danger, and the capacity to harm, of a
totalitarian society. Therefore, the question should be asked: does the application of this
technology carry in it the germ of the advent of a totalitarian society?

On the basis of the postulate that we live in a liberal society, where the freedom of each
individual is preserved and does not harm that of others, we can suppose that the fear of
citizens to losing their freedom because of a technological advance would be related to the
disappearance of a political society which is only capable of guaranteeing this freedom. It is
necessary for us to determine whether or not RFID is compatible with a certain idea of
liberalism, but in addition, it is necessary to keep in mind that liberalism can also mean the
freedom of business or ‘free trade’.

The second human passion exposed by Hobbes is fear. From it arises the request for safety,
since humans have the desire to preserve themselves. It is thus fear, a motive of human
action, which leads to the centralised capacity of the state in Hobbes” design. Fear thus
generates mistrust. In this design, RFID allows for data collection to be in the hands of the
state, meaning access to the data collected by the society is possible when important issues
are called upon. The state does not itself need to collect this data since industry takes care of
this in part, but it can of course decide to impose identity RFID cards upon citizens, in which
case it would have the techniques to control at any moment each citizen individually. The
modern individual expects the state to protect, which gives to the state the obligation to do
everything to anticipate the worst. However, RFID facilitates forecasts by providing
considerable amounts of reliable information, fast. The fear of terrorism constitutes a
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sufficient motive to encourage the state to use the data given by RFID technology to operate
a better monitoring system, as any individual potentially represents a threat to others. Of
course that raises the question of the respect due to private life, but this requirement is not at
the heart of Hobbes” design of the state.

RFID technology makes possible, in theory, the identification of all things in the world but at
the same time it causes in many people the fear of permanent monitoring. The critical
approaches as to the employment of RFID technology relate mainly to this threat to the
private life. Action groups, such as CASPIAN, led by Katherine Albrecht, categorize RFID
chips as being “spy chips’.

But a contrario, RFID can release a human being from daily constraints and thus enable him
to fulfil his desires more easily. Today, patients voluntarily agree to have a chip placed in
the arm so that there is no error of attribution on their medical file. Tomorrow, we will
certainly agree to be chipped because that will give us privilege, of rights or accessibilities,
thus RFID technology is ambivalent, tearing the individual between the desire to facilitate
existence and the fear of a loss of freedom, in particular in the private sphere.

3. RFID Technology and interconnection of all things in the world

It is necessary to widen the narrow field of RFID, to position it in the scope of broader
development, that of the ‘Internet of things’. After a report by the ITU (International
Telecommunication Union, 2005) the Internet of things represents a technological revolution
which gathers developments in various fields, such as the techniques of communication
without contact. From now on the question of the things will relate to those which think,
which communicate between each other and react with their medium. ‘Indeed, with the
benefit of integrated information processing, industrial products and everyday objects will
take on smart characteristics and capabilities. (...) eventually, even particles as small as dust
might be tagged and networked. Such developments will turn the merely static objects of
today into newly dynamic things, embedding intelligence in our environment and
stimulating the creation of innovative products and entirely new services.” This revolution is
not science fiction. This development is considered inevitable. RFID then plays a part in
broader developments, potentially with the wireless connectivity of the things, allowing
communication and interaction. The various applications of RFID contribute with other
developments, such as mobile telephony, Bluetooth and GPS (Global Positioning System)
with the interconnection of all the things in the world. Such technologies will contribute to
the realization of futuristic visions, such as the automated house which allows the
connection of the house with the outside world without direct contact.

Kenneth F. Fishkin and Jay Lundell outlined the possibilities of a system of observation and
warning for the elderly. In their project they imagine the following situation. A man,
Chester, is 90 years old and lives alone in a house. His daughter, Molly, lives a few
kilometres away. The researchers propose to equip all the objects in the house with RFID
markers. Chester himself carries a reader in his clothing. Thus it is possible to rebuild his
entire timetable and by processing the data also recover Chester’s entire manner of living.
The revolution in the interconnection of all the things in the world is not a unilateral
development, but a term which gathers multifarious developments. Thus, the Internet of
things will have a broad impact on many processes of life that characterize our daily
existence and potentially influencing our behaviour.

But is the passage of information using RFID technology protected? Is the coding of the
information transmitted by the chip placing it in the private life of people? The first
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disadvantage concerning subcutaneous chips is that they are not protected. If the computer
age has taught us one thing it is that systems and the data are always less protected than is
said and although the chips, such as VeriChip, are marketed for access control, they lack
protection. In a recent publication in the Journal of the American Medical Informatics
Association (JAMIA), Ari Juels showed that VeriChip has no more protection than a code
bar and that it was very simple to build an object able to scan a VeriChip (Juels, 2006). The
vulnerability of RFID chips does not protect us from those who would deploy them as
sedentary tools and the data which will compose this type of chip will never be completely
protected or confidential. That means that there are certain applications which these
technologies will never be able to carry out. It should be understood that the asset of these
technologies, and in particular of this one, is not to make the world a safer place. The goal, if
there is one, is to simplify the use of it, to return the world to a more malleable and less
formalized place. The issue is not to make safe, control, sign and certify, but to create a new
place for the abstract one which already composes our relations with the world, the objects
and others. The risk, and there is one, is that more and more applications have only one
access key, too fragile to be worthy of confidence.

4. RFID Technology in relation to man

The technology brought upheaval to our world and invaded all fields. The general tendency
is then to declare oneself for or against the technology. The technology plays a great part in
the constitution of our lives. The relations between the human and the technology are not
neutral since they enable us to increase the standard of living when comfort has become
unceasingly important. But humans fear losing control, to be worked and controlled by the
technology. The seizure of humans by the technology is understood, like hybridization or
progressive fusion of human and technology. Hybridization takes the form of a progressive
delegation of the body’s functions, like intellectual functions and the determination of
human behaviour. RFID technology thus tends to influence us in multiple ways. Generally
this influence functions while intervening in the relations which we constitute with others
and by which our lives are structured. Engagement in the ethics of the technology gives the
required authority to conclude hybridization. It is by the imposition of the laws that
developments described as intolerable by the majority of people could be born. But a whole
field of hybridization escapes legislation. By hybridization with technology, the human
integrates new forms of use of the technology and brings about novel modes of life. In
addition, these practices create new forms of existence. It is not a question of freedom or
autonomy against the technology, but of an attitude toward practices which do not want to
only undergo a shaping by the techniques, but aims at establishing an autonomy which
consists in shaping of oneself. It is not a question either of a categorical denunciation of
RFID, on the basis of universal principles of autonomy which would prevent conscious
engagement in relations of constraints. It is about an attitude of recognition and acceptance
of RFID technology. Such is the message of the ethics of constituting oneself through the use
of the technology.

Let us take the Navigo system in the Parisian subway as an example. It is clear that the
Navigo system imposes behaviours on the users. All the technical devices in the subway,
such as the terminals, direct the behaviour of people. This development is not understood as
an imposition, but rather as a progressive engagement in structured procedures. The
introduction of the Navigo system increased the sale of yearly subscriptions, which
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indicates that people gradually wish to benefit from the Navigo master key and accept
integration with the system.

5. RFID technology and human desire

Accordingly, RFID allows the human passions expressed in the state of nature to be
appeased. If RFID allows the collection of information on the purchases of individuals, this
can potentially be made known to companies. With information on the type of goods
individuals want to enjoy, when, at what frequency etc., companies can then do everything
to ensure the individual has all he wants, even before he formulates his desire, since RFID
allows for envisaging desires to come. It can also better stimulate this desire by “profiling’
the customer in order to create publicities which cause him to desire buying and to consume
more intensely. RFID is a tool which returns the work of modern companies even faster,
more precisely and more completely: human desire being insatiable by definition, the
companies continue to produce their products and produce them as long as this desire is
maintained. The information furnished by RFID should allow for even more important
marketing, made more reliable as it is supported on precise, real data. Since the state is what
allows the development of economic activity, from this point of view the state could not be
opposed to the use of RFID, in that it contributes to the search of pleasure.

What about those who do not wish to consume, or do not consume according to the
discounted forecasts, or who refuse to allow their private information to be gathered on a
database? They will not be able to benefit from the advantages granted to the remainder of
the consumers. Under the increased pressure of publicities, presented as more individual
and instrumentalized, is there a real risk that social links transform under this impulse into a
‘common bond” which would be that of the same desire formatted by industry? But the use
of the data collected in any time and any place by RFID could well lead to a gradual
standardization of the desire, i.e. part of passions. From this point of view, could RFID
represent the efficient cause of a turning in the design of the social link? The individuals
“would thus be linked’ by a social link rather than understood ‘to wish for the same type of
things’. This social link born of a common, or rather similar, desire would be then a
‘fossilized” bond because it is registered in foreseeable diagrams. De facto, all those who
refuse to see their data collected or do not consume in a foreseeable way, would then be
excluded from this social link.

6. Discussion

RFID allows tracking and identifying things equipped with an RFID marker. This
technology allows for the dream of tracing all the things and people in the world, but
represents at the same time a fear of total monitoring. RFID poses problems with the private
life. This time it is not the publication of images and facts on the personal life, but the
collection and recording of the data for reasons of statistics and management. With the RFID
technology, a new concept of private life appears. The daily use of the products equipped
with RFID functions often returns a benefit of the specific services in exchange for the
collection of information on the user. The arbitration of the state is then essential to control
the exchanges of information emitted by the RFID by the constitution of the laws on the
protection of information. One thus needs new distinctions between acceptable and
unacceptable forms of tracing. The state has two complementary roles to play: to facilitate
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trade by the contribution of the RFID technique and to guarantee the safety of the
information exchanges. Indeed, the use of RFID techniques in daily life involves a fear of
insecurity insofar as the actions of people can be known in real-time (purchases,
displacements, communications...). The private sphere then becomes permanently public.
With RFID, humans lose the control of their own data and lifestyle choices. It involves itself
in a process of hybridization with RFID techniques, implying an increase in its capacity on
nature, but also dependence on the technique. The human being becomes a virtual being, a
being of information to be collected in one way for thousands of companies. The exchanged
information is instrumentalized and the desires of the individuals are standardized. The
RFID technique creates a tension between the human need for safety and the need for
freedom. But, the individual must determine what is more essential for him: fear of death,
willingness to conserve life or fear of domination and the desire to be free. The ethical
approach must be concerned here with the subjectification of people through the use of the
technology.
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